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SLID scams, including heuristic-based and machine-learning (ML) based techniques.
However, the applications of those detection methods to the real running DeFi appli-
cation on blockchain are limited due to several constraints. Specifically, the newly
arrived datasets that were collected from recent DEX activities have revealed that SLID
behavior could evolve, which leads to the obsolescence and ineffectiveness of the previ-
ous methods when applying static thresholds to the detection in a real-time system. In
this paper, we present a data-driven revalidation of SLID detection under various DeFi
conditions and discover a robust method for threshold and feature-importance updating
as the SLID behavior evolves over time with new data emerging. From the findings,
we propose two practical and applicable models: A slow-adaptive solution that leans
toward stable detection over a long period of time, and a fast-adaptive solution for
more robust and real-time-sensitive detection. Those models together transform the
theoretical detection methods to adapt to the real-world system that requires robustness
and adaptability to various SLID evolutions.
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1. Introduction

The rise of DeFi (decentralized finance) has benefited the whole blockchain environment by turning the
networks into a financial ecosystem with various finance-focused permissionless applications to cryptocurrency,
including asset creation/management/trading through Decentralized Exchanges (DEXs) [1-4]. With simple
operations to create a cryptocurrency and a liquidity pool (LP) for trading, making assets available to a large
number of users, the environment has lowered the barrier to entry and become an ideal place for malicious actors
to launch their fraud on a large scale [5,6]. In recent years, we observed numerous reports of fraudulent activities
around cryptocurrency on DEX, from simple liquidity pool manipulation in rug-pull to higher smart contract abuse
scams [7,8]. Nevertheless, with the constant growth of the user population on blockchain and DeFi applications
and DEXSs, the number of scam variations and their complexity has grown correspondingly, turning it into a vital
problem for product owners, researchers, and users.

One of the most recent variations of cryptocurrency scams is known as Slow Liquidity Drain (SLID) [9] that
has several similarities to rug-pull. Unlike the rug-pull methods of asset exploitation that are identifiable by the
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characteristic of abruptly collapsing liquidity pools (LPs), the SLID scam owner gradually withdraws the pool value
over long periods under small-sized profit-taking activities (of withdrawal/sell). With the slow and

gradual development of these exploitations, the SLID liquidity pool can maintain a legitimate appearance to
the user (through data, price chart and online alerts) and maintain a longer community engagement while continuing
their fraudulent actions. Although SLID gained the attention of the community with the detection methods proposed,
those detection methods are still inapplicable to real-world blockchain decentralized applications (dApps). Since
the proposed detections heavily rely on fixed feature threshold assumptions and offline verification on data, they
face several challenges, including maintaining the accuracy with the updated SLID behavior without retraining the
model and maintaining a balance between robustness and alert confidence.

In this work, our experiment results demonstrate that SLID is highly sensitive to the data collection window
length (of data used to generate ML-features and run mathematical heuristic from proposed detection), and the
optimal time-range window for generating detection-required features will shift depending on how the scam behavior
emerges over time. We also discovered that the feature importance also changes over time, which will affect the
effectiveness of the previous detection methods, with the static features driving the detection. These 2 new findings
make the previously proposed method appear unstable and unreliable for real-time deployment in industrial dApps.
Moreover, the proposed methods lack the flexibility for real-world applications where different enterprises might
have different requirements for detection and resource tolerance (hardware power and data availability).

This paper is an extension of one of our earlier works on SLID scam evaluation [10], which first recognized
the instability and unreliability of static threshold and proposed a more robust framework. In this paper, we explore
beyond threshold and time-range window adaptability for detection and focus on SLID detection deployment
in a more practical landscape (of real-world robust systems). We support multiple deployment modes to satisfy
various distinct use cases and resource preferences by proposing an adaptive framework that tunes time-range
selection as a system-controllable parameter. We have conducted empirical/scam evolution analysis and ML-
metrics characterization and feature-weight re-evaluation in order to identify the most reliable time-range window
parameter and the most suitable model for any given condition, making the framework integrable into real-world
DeFi applications.

2. Related Work

DeFi (Decentralized Finance) has been widely recognized as a main factor for the development of the blockchain
environment and plays a vital role in attracting a huge number of users to use their provided diversity of financial
products [ 1], including DEXs—where users can create, provide liquidity and buy/sell cryptocurrencies [ 1, 12]. Various
studies have been published to study the optimal financial design that combines the strength of a decentralized
system (from blockchain) and finance characteristic to propose a more useful DeFi protocol that benefits the financial
activity on blockchain, including automated market maker (AMM) studies and liquidity pools price dynamics that
create standards for creating/trading DEX assets [0, 13].

With rapid development and huge attraction to users, DeFi and DEX easily become a primary target for
scammers to try to launch their attack for financial exploitation. One of the most popular classes of DEX scams is to
exploit the financial value of cryptocurrency by abrupt liquidity withdrawal/selling (rug-pull) [7,14,15] and smart
contract malicious modification to create traps (honeypot) [8, 16, 17]. These scams are designed for fast exploitation
and are short-lived, leading to numerous evolutions later that try to enlarge the size and length of the scam by
slower-paced action of malicious activity, including SLID [9].

3. Research Motivation

The challenges in SLID scam detection on decentralized exchanges come from the nature of the slow and
gradual exploitation by the pool owner: any attempt at static threshold assumptions in heuristic/ML-feature extraction
can reduce the robustness of the detection in real-world scenarios. In the proposed work, the ML-based detection
could flag a pool as SLID from its data of a static 57-day time-range window. However, our evaluation result using
the same pipeline and detection method with newly updated data suggests otherwise. We reproduced the experiment
and detection systems (both heuristic and ML-based) used for SLID detection and applied them to the updated DEX
dataset until January 2025 and discovered that the static threshold has led to reduced detection accuracy. From the
new empirical results that we conducted, the reliable time-range window for data collection and feature extraction to
achieve the same accuracy (same precision as the previous paper claimed) is now 64 days minimum (demonstrated
in Section 4). This finding proves that the static threshold cannot maintain high and stable SLID detection over time
and motivates us to explore the dynamic options that fit with contemporary DeFi conditions.
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Besides the detection instability caused by the fixed minimum time-range window in data collection and
feature engineering, SLID detection performance also relies on temporal drift in the pool’s feature behavior. From
our analysis in Section 4.5, SLID scammers have the tendency to, over time, reduce the owner profit extraction
frequency, lengthen order intervals to a longer period of time, and create changes in feature signal that were once
detected and analyzed in previous SLID research. We propose the adaptive frameworks in Section 5 to decouple
ML inference from observation window selection and support configurable time-range windows across different
detection modes. These modifications will be later proven to balance the accuracy, latency of detection, alert volume
and users’ requirements (on data/hardware power) without depending on any single static configuration as stated in
the original SLID detection methods.

4. Empirical Re-Evaluation with Updated Data

For the first step to implement an optimal SLID detector that is integrable into an industry-standard application,
this section presents an empirical re-evaluation of SLID detection using updated real-world data. Following the
motivation in Section 3, we extend data collection to January 2025 and re-run existing ML-based detectors to
examine how detection accuracy varies with different time-range windows. Our primary goal in this section is not to
improve SLID detection accuracy or compare modeling techniques, but to isolate how fixed observation window
assumptions behave as datasets evolve over time.

4.1. Data Collection, Labeling and Preprocessing

We collect an expanded dataset covering decentralized exchange activity up to January 2025. Compared
to datasets used in prior SLID studies, this dataset includes a larger number of liquidity pools, longer pool
lifetimes, and additional market periods. In total, the dataset contains 358,412 liquidity pools and over 1.02 billion
DEX transactions from the six largest DEXs operating on Ethereum [12, 18-21] (for PancakeSwap, its Ethereum
deployment). This adds approximately 39,000 pools and over 100 million new transactions, collected between
mid-2024 and January 2025, on top of the baseline research database. From the new dataset of Ethereum liquidity
pools (LPs), we label pools using the SLID baseline study’s heuristic [9]. The heuristic flags a pool as SLID
when its owner exhibits a sustained pattern of small, repeated value extractions (liquidity withdrawals or sells)
over a long horizon that cumulatively drains a substantial share of the pool’s value, without the abrupt liquidity
collapse that characterizes rug-pulls. The heuristic’s reliability was established in the baseline work; since our goal
is comparability with the baseline rather than heuristic improvement, we adopt its output as ground-truth labels in
the same way as prior work. Running this heuristic on the newly collected data detects 1429 new SLID LPs created
within the second half of 2024 (on top of 3117 detected SLID from previous work [9]), making 4546 total SLID
LPs involved in our study.

Afterward, the data collection and preprocessing steps proceed as follows, following the same pipeline as prior
work to ensure comparability (by rebuilding the same process of the baseline study using their open-source [22]). For
every LP, we collect on-chain events, including LP creation details, liquidity mint/burn event details, swap history, and
reserve-update events by hosting a Geth (Go Ethereum) node in fast-sync mode, accessed through its HTTP JSON-RPC
interface using web3.py (the full collection pipeline is available in the released source code [22]). Each recorded
transaction includes: block number and timestamp, the event type, the addresses involved (sender, recipient, and pool
contract), and the token amounts moved into or out of the pool. We then reconstruct LP time series of reserves, trading
activity, and owner behavior, which form the sole input to the feature extraction step. The full dataset covers LP activity
from 2019 to January 2025 across the six DEXs, with SLID pools accounting for 1.27% of all pools (Table 1). For each
liquidity pool, we extract features based on owner activity, user activity, pool dynamics, and profit-related signals within
a fixed observation window starting from pool deployment (demonstrated in Figure 1).

Data Feature

Y‘ Collection Extraction » ML Model

A

Figure 1. Original proposed SLID detection process.

To provide a more granular understanding of how the expanded dataset differs from the baseline, Table 1
summarizes the distribution of SLID and non-SLID liquidity pools by DEX platform.
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We can observe the highly skewed SLID distribution among the DEXs. Uniswap V2 takes a high proportion
with 62.6% of all detected SLID, which is reasonable given its dominance in popularity compared with other DEXs
(as shown in the total pool count, indicating that most assets have been created there). The dominance of Uniswap
V2 remains strong with the newly collected data, with 892 new SLID detected from this DEX, which is notably
higher than any other DEX in newly recorded SLID. Curve appears to have become a preferred platform for SLID
scammers with the highest SLID rate among all collected liquidity pools, with 1.78%, although having the least total
pool count. We also conduct analysis to determine whether pool characteristics have evolved over time. Figure 2
demonstrates the SLID changes in two characteristics of median pool lifetime (days between pool deployment and
last activity) and median daily drain rate (percentage of value from the pool that was exploited by the owner daily
on average) across different years.

Table 1. SLID distribution among the six DEXs (until January 2025). New (H2’24): SLID pools newly detected in
the second half of 2024; the bold row reports column totals.

DEX Platform Total SLID Rate (%) New (H2°24)
Uniswap V2 198,412 2847 1.43 892
Uniswap V3 67,234 412 0.61 156
SushiSwap 41,876 589 1.41 178
PancakeSwap 32,145 398 1.24 112
Balancer 12,389 187 1.51 54
Curve 6356 113 1.78 37
Total 358,412 4546 1.27 1429
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Figure 2. SLID median pool lifetime and daily drain rate change from 2019 to 2024.

The trend is clear from the data, indicating that SLID pools are operating for longer durations while extracting
value more slowly. Between 2019 and 2024, median pool lifetime nearly doubled from 82 to 163 days, while the
median daily drain rate fell from 1.42% to 0.43%. This slow evolution is consistent with the upward shift in required
detection windows observed in the yearly evaluation (Section 4.4), as slower drain rates produce weaker early-stage
signals. Features that rely on cumulative profit extraction or withdrawal frequency require more observation time
to accumulate sufficient signal, which helps explain why the minimum detection time-range window has been
increasing year-over-year, and further supports the case for adaptive window selection.

4.2. ML SLID Detection Models Rebuilding

We rebuild the three ML models used in previous SLID detection research with the same configuration
settings and hyperparameters (including Random Forest [23], Logistic Regression [24] and XGBoost [25]). The
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input features follow the four categories of the baseline study (see more feature details and calculation in [9]):
owner activity (e.g., frequency and size of owner withdrawals/sells and the intervals between owner transactions),
user activity (e.g., number of unique traders and buy/sell volume balance), pool dynamics (e.g., liquidity level,
reserve trajectory, and volatility), and profit signals (e.g., cumulative owner value extraction relative to pool size).
Keeping the original design of models allows us to observe the change in SLID detection accuracy when new data
arrives and their robustness to various time-range window selections. To analyze the impact of time-range window
selection, from the previous time-range window used in the baseline SLID research (between 56 and 267 days after
deployment), we vary the observation window for our analysis in the surrounding zone between 35 days and 85 days
after pool deployment. For each time-range window, models are trained with that day-specific extracted features
from the SLID and non-SLID LPs (similar technique to baseline research). Two complementary evaluation protocols
are applied to the resulting per-window datasets. Since a single hold-out split provides no variance estimate, the
95% confidence intervals in Table 2 are computed via 10-fold stratified cross-validation on the per-window data,
and cross-validation is used solely for these interval estimates; all point-estimate results (Figure 3, Tables 3-5) are
computed on the held-out test set of an 80/20 train—test split stratified by class label. Table 6 summarizes the split
protocol behind each reported experiment. Detection performance is evaluated using accuracy as the primary metric,
as it aligns with the cut-off threshold argument from the baseline research.

94 .
. New threshold of of 64d, all reached > 94%

9 i accuracy for all models
= 921 ;
o |
o .
=3
g ;
< 90 1 !
]
o
o
=

88 ! —— Random Forest
i XGBoost
i —— Logistic Regression

86 e e Threshold (64 days)

40 50 60 70 80
Timerange Length (Days)

Figure 3. SLID detection accuracy by models in different time-range window data based on the 2025 updated dataset.

Table 2. Detection accuracy (%) at selected time-range windows, reported as mean =+ half-width of the 95%
confidence interval over 10-fold cross-validation (CV). Log. Regr.: Logistic Regression.

Days Random Forest XGBoost Log. Regr.
40 863+ 1.8 87.1+1.6 849+ 2.1
50 902+ 14 90.8 £ 1.3 88.7+£ 1.7
57" 914+ 1.2 921+ 1.1 915+ 14
64 f 943+ 0.9 94.7+0.8 94.1 + 1.1
70 95.1+0.7 95.6 + 0.6 94.8 + 0.9
80 95.8 £ 0.6 96.2 + 0.5 95.4+0.8

" Previous threshold; T Newly discovered threshold.

Table 3. XGBoost results on SLID detection in various time-range windows.

Days Precision Recall F1-Score
40 72.4 68.1 70.2
50 81.3 78.6 79.9
57 85.7 83.2 84.4
64 91.2 89.8 90.5
70 93.1 91.7 924
80 94.8 93.5 94.1
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Table 4. Minimum time-range window for yearly SLID detection to reach 94% detection accuracy.

Year 2019 2020 2021 2022 2023 2024
Min. days 55 56 58 59 61 69

Table 5. Yearly XGBoost feature importance at 64-day window (1/{: substantial increase/decrease; ,*: slight
increase; —: stable).

Category 2019 2020 2021 2022 2023 2024 Trend
Owner Activity 38.2 36.7 33.1 30.8 28.4 24.6 N
User Activity 18.4 19.1 21.3 23.7 25.9 28.2 T
Pool Dynamics 25.1 25.8 27.4 27.2 27.8 29.1 Va
Profit Signals 18.3 18.4 18.2 18.3 17.9 18.1 —

Table 6. Training/validation split protocol for each reported experiment. All splits are stratified by class label and
include both SLID and non-SLID LPs.

Experiment Split Protocol Train/Eval.
Figure 3 (accuracy vs. window) 80/20 hold-out 80%/20%

Table 2 (95% Cls) 10-fold CV 90%/10% per fold
Table 3 (precision/recall/F1) 80/20 hold-out 80%/20%

Table 4 (yearly min. window) 80/20 hold-out 80%/20% per year

importances from model

Table 5 (feature importance) 80/20 hold-out trained on the 80% split

4.3. Changes in Detection Performance over Different Time-Range Windows

Figure 3 demonstrates the changes in each ML model for SLID detection with the corresponding selected time-
range window for feature extraction. The shorter this time-range window is, the faster and more robust the detection
model can perform in detecting the SLID from its behaviors. In previous research, the lowest reported number is 57
days to maintain 94% of accuracy, which is no longer applicable to the new data and the new pivot point to get to the
previous accuracy standard of 94% is now 64 days with the arrival of new data when we rerun the experiments.

The shift in this minimum required time-range window to maintain the stable high accuracy can be observed
in all models, showing that the shift comes not from model instability itself, but primarily from the newly arrived
transaction features (until January 2025). This observation indicated that the SLID detection accuracy is influenced
by the data patterns of SLID characteristics, which might change and evolve through time, and pointed out that the
original method of using the static time-range window threshold might limit the robustness and adaptability of the
detection activities in the future with new real-world updated data.

To better understand performance variability for industrial deployment, we report per-model accuracy at key
time-range window thresholds with 95% confidence intervals computed over 10 stratified cross-validation folds
(Table 2). As stated in Section 4.2, this cross-validation run serves only to estimate the intervals in this table; all
other reported results use the stratified 80/20 hold-out protocol (see Table 6).

With the newly updated recent DEX data, all three models’ accuracy falls below the previous standard of
949% SLID detection accuracy when applying the old time-range window of 57 days, with the upper confidence of
92.6%, 93.2% and 92.9%. Applying the newly found 64-day window, all models’ mean accuracy has exceeded
the target (of 94%), with narrower confidence intervals than at any shorter window, which supports the robustness
of the new time-range window. Accuracy alone can be misleading in imbalanced detection settings. Since SLID
pools constitute only ~1.27% of all pools, we additionally report precision, recall, and F1-score for XGBoost (the
best-performing model) across key time-range windows (Table 3).

Using the previous window threshold of 57 days, XGBoost observed a recall of 83.2%, which rose to 89.8%
after applying the new window threshold. The gaps in precision and recall of the XGBoost model in SLID detection
across various window lengths (Table 3) also validated that the dynamic window is more efficient in detecting
SLID compared to the proposed fixed window in previous work. These trade-offs between window length and
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precision enable a more adaptive framework (more detail in Section 5) where applications/developers can choose
the appropriate precision-window options based on their preference and available resources.

4.4. Yearly Evaluation

In order to evaluate the stability of different time-range windows, we conduct a yearly analysis focusing on
SLID detection from pools created in the corresponding year only. From 2019 to 2024, we repeat the detection
process (feature extraction with selected time-range windows, heuristic and ML detection) to evaluate the minimum
window to reach the standard accuracy (of 94%, stated in previous work) for each year. The evaluation result is
demonstrated in Table 4, which indicates that the minimum window for the yearly detection to reach the standard
accuracy is unstable and changes yearly (with a slight but gradual increment for every year from 55 days for 2019
SLID detection to 69 days in 2024 detection).

Significantly, in the last recorded year of 2024, the minimum window increased notably from 61 days (2023)
to 69 days (2024). The sudden increment has a significant impact on the global optimal detection threshold: despite
the fact that in this extended work, we only add about half a year of new data, the aggregate threshold for the
minimum optimal time-range window has shifted from 57 to 64 days on average. This effect is due not only to the
larger gap between recent and past detection windows, but also to the significantly higher number of SLID scams
that occurred during this period (1429 new SLID LP cases detected in the second half of 2024 were added to the
analysis). Together, these factors amplify the impact of recent data, accelerating the breakdown of static detection
thresholds inferred from previous datasets.

4.5. Feature Importance Analysis across Data Vintages

In order to find out whether similar scam traits remain distinguishable as SLID behavior changes over time,
we evaluate the change in relative importance of trait groups over yearly transaction data from DEXs. Applying the
Gini importance index from XGBoost, we calculate the average feature importances that are grouped by category
within our new 64-day observation window (Table 5 summarizes the result and Figure 4 visualizes it).

100

Owner Activity
User Activity
Pool Dynamics
Profit Signals

80

Feature Category Importance (%)

2019 2020 2021 2022 2023 2024
Year

Figure 4. Feature-importance shifts over time between different category groups.

The changes in feature importance yearly have been gradual but toward a significant trend. The group of owner
activity features, which in the past acted as the strongest SLID behavior (confirmed by previous work), in the latest
year of 2024 has decreased in importance index (from 38.2% in 2019 to 24.6% in 2024). Meanwhile, user activity
features in combination have increased their total importance (from 18.4% to 28.2%, over the same selected period) and
are close to surpassing the owner activity features group in 2024. The most reasonable explanation is that SLID scam
owners have adapted to the current market (where common users started to become aware of SLID operations) and have
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gone further to minimize their visibility on-chain through reducing activities/footprints (with even fewer transactions,
longer intervals between withdrawals/sells). Some sophisticated SLID pools in 2024 showed evidence of fabricated
transactions (wash trading using trading bots) to inflate trading volume metrics and conceal illegal exploits.

From a practical perspective to create an industry-integrable detection framework, we can conclude that monitoring
detection accuracy is not enough and operators should also monitor stability at the feature level. Even if detection
accuracy remains 94%, a significant change of importance in any feature groups can also indicate that the current feature
set is getting obsolete for a particular newer dataset. To address the issue, we later propose an adaptive framework
(Section 5) to enable the inclusion of monitoring feature importance as a signal for model reconsideration.

5. Adaptive SLID Detection Framework for Industry Integration

From Section 4, the empirical evaluation has demonstrated that 1) the proposed SLID detection has an accuracy
that significantly relies on the time-range window values for the pool’s transaction feature extraction and 2) the
importance of features can vary over time, which is a stronger indicator showing that a more adaptive solution is
required. The 2 findings emphasized the real problems of stability and generality in deploying a real-time SLID
detection in any running applications on and outside of the blockchain. In this section, to solve the discovered
problem and enable a more adaptive SLID detection solution that is integrable to a real-time system, we propose a
more adaptive SLID detection framework.

To address these requirements, we propose an adaptive SLID detection framework that separates the proposed
ML models from the parameter of time-range window selection (in the previous step of pre-ML feature selection).
Different from the original SLID detection in [9] that was built around a static window of time-range window, the
framework allows the time-range window to be configured as a controllable system parameter that enables users to
fine-tune detection behavior based on accuracy targets, latency constraints, and operational priorities. We describe
two example implementation modes that reflect the two most common industry use-case groups.

5.1. Slow-Adaptive Detection Mode

The slow-adaptive detection mode is designed for industrial environments/applications that either prioritize
stability, auditability, and long-term monitoring or lack more intensive resources for constant model re-training
(including compliance teams, blockchain analytics providers, small startups, and applications that provide other
blockchain functionalities as their main service and use SLID detection as part of their routine risk assessment).
This framework includes four components with duties of:

. Data collection component: Constantly collecting DEX on-chain data for targeted pools that need to be flagged,
and computing required features with given parameters (e.g., time-range windows).

e ML model component: Apply the pre-trained ML model for SLID detection to targeted pools with collected features.

e Window re-evaluation component: Actively comparing the accuracy of the model to the baseline heuristic and
re-evaluating a more optimal time-range window if the current value causes inefficiency in detection.

. Controller component: Updating the new window (if the previous component computed it) and updating the
data collection component with the new time-range window value.

Operational Workflow: In this framework, the detection process will maintain a fixed observation window
over a long period of time (e.g., weeks or months). Within a certain interval of time (e.g., after 1 week/month), the
window re-evaluation component will conduct quality assessment by comparing ML model detection results to
the baseline heuristic and determine whether the ML performance still reaches the given threshold (e.g., >94%).
If a change (whether an increase or decrease in accuracy) is detected, the controller component will update the
time-range window parameter in the data collection component in corresponding ways (increase the windows if
recent accuracy falls below the standard and vice versa). Otherwise, if the accuracy remains stable in the latest
re-evaluation round, then the parameter remains unchanged. This process is illustrated in Figure 5.

Trade-Offs: This framework aims to optimally and naturally integrate with batch analysis systems, dashboards,
and alert review processes (small-task activities). The strength of this framework is low cost: the model’s behavior
changes infrequently (depending on the user’s setting of updating and re-evaluation period). However, as discussed,
the slow adaptation method faces the trade-off of accuracy, where it is expected to be unable to catch SLID variation
with sudden unexpected change in behavior/feature pattern (compared to the other common SLID behavior at the
same time).
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Figure 5. Components and workflow of proposed slow-adaptive SLID detection framework.

5.2. Fast-Adaptive Detection Mode

The fast-adaptive detection framework, in contrast, targets deployments with the capacity of heavy computation,
where greater priority is placed on detection accuracy and robustness (e.g., fraud detection system, blockchain
defense application, DEX protector that runs in real-time, etc). This framework mainly shares the same structure
and process with the slow-adaptive framework, and has two additional components with extra responsibilities of:

. Real-time window evaluation component: Constantly re-evaluate different time-range windows based on
recent ML model accuracy metrics to find the most optimal window parameter in real-time (unlike periodically
evaluating the performance of this activity on the slow-adaptive framework).

e Decision-making coordination layer: manages detection results at different confidence levels.

Operational Workflow: Incoming data is collected and evaluated rapidly and constantly in parallel or
sequentially across multiple time-range windows. Shorter timeframes are used to generate early, less reliable alerts,
while longer timeframes are applied to confirm suspicious behavior before escalation. The window selector (interval)
adjusts its operation based on current operational objectives, such as prioritizing rapid detection during high-risk
periods or accuracy during execution phases. Besides, all the other components work similarly to those of the
slow-adaptive framework. The process of this framework is demonstrated in Figure 6.

Window Update Rule: Formally, let W; denote the observation window in force at re-evaluation round ¢, 7
the accuracy target (e.g., 7 = 94%), and W = {W™min___ J¥max} 5 candidate grid of windows. At every interval
A (e.g., one week or one month), the window re-evaluation component computes A, (W), the detection accuracy
over the most recently labeled pools for each candidate W € WV, and the controller selects

Wt+1 = mln{ Wew: At(W) > T}, (1)

i.e., the shortest window that still meets the target. If no candidate meets 7, the largest window is retained and
the operator is alerted, since this indicates degradation that window selection alone cannot absorb (e.g., feature
obsolescence, Section 4.5). To avoid oscillation, an update is applied only when |W; 1 — W;| exceeds a stability
margin €. The four operator-facing parameters of interval A, target 7, grid WV, and margin € encode the trade-
off between responsiveness and stability: the slow-adaptive mode uses a long A and conservative ¢, while the
fast-adaptive mode evaluates A, (W) continuously over multiple windows in parallel.

Trade-Offs: The primary trade-off of this framework is to get the robustness and accuracy in SLID real-time
detection, coming with the unlimited scalability of the settings, which leads to a potentially large resource usage for
running it properly. The framework allows users to adjust the number of windows involved in real-time window
evaluation (where each will create a parallel session of evaluation of the ML performance from data collected in
that window specifically and create an infinite scaling scenario) within a real-time, fast-paced period (e.g., every
hour). The framework is suitable for dedicated security-focused applications and detection/defense services with
available resources to run the large-scale framework for rapid SLID detection.
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Figure 6. Components and workflow of proposed fast-adaptive SLID detection framework.

6. Discussion

The results presented in this article highlight the practical challenges of deploying SLID detection systems
in a real-world DeFi environment. Our large-scale re-evaluation shows that detection performance is sensitive to
both data recency and the selection of the observation time-range window. Analyzing the importance of additional
features adds another dimension; we found that features that were previously crucial for detection are losing
relevance as owner activity decreases and user activity increases. This pattern is consistent with the possibility that
SLID operators may deliberately alter their on-chain behavior to avoid detection. This confirms that SLID detection
is not a static problem, but rather evolves with market conditions, attacker strategies, and ecosystem development.

Rather than viewing this instability as a limitation of the ML models themselves, our findings suggest that
much of the vulnerability arises at the system level, specifically in the selection and application of detection windows.
By keeping the model architecture and features fixed, we isolate how changes over time affect both the overall
detection accuracy and the relative importance of each feature, demonstrating that adaptability can be achieved
without retraining or redesigning the model. This distinction is crucial for industrial deployments, where retraining
can be costly, time-consuming, or potentially operationally risky.

The adaptive framework proposed in Section 5 translates these ideas into practical implementation strategies. By
providing both slow and fast adaptation modes, the framework addresses a variety of operational objectives, from stability
monitoring for regulatory compliance to rapid-response, security-based alerts. While these modes present different
advantages and disadvantages in terms of complexity and responsiveness, they all share a common goal: to make SLID
detection more robust against changes in real-world data, while maintaining scalability and comprehensibility.

7. Conclusions

In this paper, we reviewed SLID detection and the proposed methods and reran them using updated, large-scale
DeFi data and discovered that using fixed parameters (of time-range windows) can cause detection instability and
obsolescence in the long run if new behavioral evolution or temporal drift occurs. Our empirical evaluation and
analysis have demonstrated that there is no such static optimal time-range window that can stably help the ML model
catch SLID, and the values will change over time, which requires a more adaptive/dynamic approach. We also found
that over time, the importance of different feature groups in detection is changing, suggesting that SLID scammers
are actively adjusting their behavior to avoid being detected. In order to solve the discovered problems, we propose
a SLID detection framework with adaptability that enables real-time integration. The framework separates ML
models from time-range window data selection and supports multiple deployment modes with customized retraining
frequency. The work bridges the academic findings of the Slow Liquidity Drain scam—an advanced variation of
DEX scams—with its characteristics/detection methods to the industrial system/real-world applications that contain
more advanced problems and requirements. We hope these findings will contribute to the development of SLID
detection research and implementations in the future.
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