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based received-signal-strength-indicator—energy anomaly model for Sybil attack detection
in wireless sensor networks and combines it with support vector machine classification.
The network is represented as a time-dependent weighted graph in which node interaction
weights depend on received-signal-strength-indicator deviation, residual-energy variation,
transmission-time inconsistency and duplicate identity or location evidence. A nonlinear
anomaly map transforms the hybrid score into a bounded risk indicator, and the support
vector machine classifier is formulated as an optimization problem over the proposed feature
space. Boundedness, monotonicity, threshold-separation and computational-complexity
properties of the detector are established. Simulation experiments using networks of
different sizes are used to evaluate the model under legitimate and Sybil-node populations,
including ablation tests, threshold-sensitivity analysis and confusion-matrix based metrics.
The results indicate that the proposed framework provides an interpretable and lightweight
mathematical mechanism for malicious-node detection in resource-constrained wireless
sensor networks, especially when explainability, low computational overhead and cross-
layer feature integration are preferred over black-box detection alone.
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1. Introduction

Wireless sensor networks (WSNs) are widely used in environmental monitoring, smart agriculture, industrial
automation, medical sensing, structural health monitoring and other cyber-physical systems [1,2]. A WSN is
normally composed of many low-cost sensor nodes that communicate over short-range wireless links and operate
under strict energy, computation and memory limitations. These constraints make network security difficult: a
defence mechanism that is accurate but computationally expensive may not be suitable for ordinary sensor nodes.

One of the most disruptive attacks in a WSN is the Sybil attack. In this attack, one malicious physical device
presents several logical identities to the network. Such behaviour can distort multi-hop routing, neighbour discovery,
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localization, trust management, voting, aggregation and cooperative sensing. The Sybil attack was formalized in
distributed systems by Douceur [3] and later analysed in sensor networks and Internet of Things settings [4,5]. In
many WSN scenarios, strong cryptographic authentication is useful but may be limited by energy consumption,
key-distribution cost or deployment complexity. Therefore, physical-layer and behaviour-aware indicators remain
important for lightweight attack detection.

Received signal strength indicator (RSSI)-based Sybil detection is attractive because it uses a measurement that
is already produced during wireless communication [6]. If a claimed identity or claimed location is inconsistent with
the observed radio signal, the discrepancy can become evidence of suspicious behaviour; RSSI-based localization
research likewise demonstrates the connection between signal strength and location estimation [7]. However,
RSSI alone is not fully reliable because wireless channels are affected by fading, interference, obstacles, antenna
orientation and deployment geometry. Trust-aware and energy-aware approaches add behavioural information, but
they may still lack an explicit mathematical structure that combines signal evidence, resource evidence and identity
evidence in one interpretable detection rule [8,9].

Machine-learning models, including support vector machines (SVMs), have also been used for cybersecurity
and intrusion detection because they can learn decision boundaries from heterogeneous features [10—13]. Broader
research has examined adversarial learning, cybersecurity algorithms and cyber-threat attribution [ 14—16]. Compared
with deep-learning models, an SVM is often attractive for small or medium simulation datasets because its
optimization problem is explicit and the margin-based classifier is relatively lightweight [17, 18]. However, a
standalone SVM does not by itself provide a nonlinear network model. For a journal focused on nonlinear
analysis and computer simulations, the modelling of the sensor network, feature-generation process and anomaly
transformation is as important as the final classifier.

Existing methods may be grouped into several directions. RSSI-only detectors are lightweight but sensitive to
noisy radio conditions. Trust and energy models add resource-aware behaviour but may be less effective when used
without physical signal evidence. More recent mobile Internet of Things, lightweight RSSI-based and deep-learning
models can increase modelling capacity, but they may require more intensive training and richer datasets and
may offer less interpretability [19-23]. The present work positions itself between these approaches by proposing
a nonlinear graph-based mathematical model that integrates RSSI, residual energy, transmission time, power
consumption and duplicate identity or location evidence before SVM classification.

The novelty and contributions of the study are listed as follows:

e A time-dependent weighted graph model is formulated for WSN communication under Sybil attack conditions.

* A nonlinear anomaly score is constructed by combining RSSI inconsistency, residual-energy deviation,
transmission-time deviation, power-consumption variation and duplicate identity/location evidence.

e The SVM stage is written as a formal margin-based optimization problem, and the feature map and kernel
function are explicitly defined.

*  Boundedness, monotonicity, threshold-separation and computational-complexity properties of the proposed
detector are established.

. The study uses the 100-, 200- and 300-node simulation logs together with reproducible model-driven experiments to
provide a baseline comparison, ablation analysis, threshold-sensitivity analysis and confusion-matrix-based evaluation.

*  The discussion interprets the advantage of the proposed score in terms of transparency, graph-based modelling
and threshold tunability, while avoiding an unsupported claim of numerical superiority over the standard SVM
baseline in every metric.

The remainder of the paper is organized as follows. Section 2 reviews related work and identifies the research gap.
Section 3 presents the dynamic graph representation, RSSI observation model, energy and timing dynamics, nonlinear
anomaly score, SVM optimization model and theoretical properties. Section 4 reports the simulation setting, metrics,
original simulation results, baseline comparison, ablation study, threshold sensitivity and interpretation of the nonlinear
score. Section 5 discusses real-world relevance, limitations and comparison with baseline methods. Section 6 concludes
the paper and outlines future validation on real-world sensor-network datasets.

2. Related Work and Research Gap

Early Sybil-attack research established that identity multiplication can seriously disrupt distributed systems
and sensor-network protocols [3,4]. In WSNs, RSSI-based detection was introduced as a lightweight alternative to
expensive key-management strategies, because RSSI is naturally available from wireless communication and can
expose inconsistency between a claimed identity and the physical radio signal [6]. However, the RSSI channel is
affected by noise, fading and obstacles, so RSSI-only decisions may be unstable in irregular deployments.

Trust-aware and energy-aware methods attempt to improve robustness by adding behavioural or resource-
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consumption information [8,9]. More recent work has also examined mobile IoT settings, where RSSI fluctuation
and intelligent position prediction are used to refine Sybil detection [19]. Lightweight RSSI-based IDS models con-
tinue to be studied because WSN nodes may not support high-cost security mechanisms [20,21]. At the same time,
deep-learning methods for industrial WSNs have recently combined temporal and clustering components to improve
detection accuracy, but such models may introduce heavier training and interpretation requirements [22,23].

The research gap addressed here is therefore not RSSI detection alone, and not the standalone use of SVM.
The gap is the construction of an interpretable mathematical model in which RSSI inconsistency, residual-energy
variation, timing deviation and duplicate-identity information are integrated into a nonlinear graph-based anomaly
score and then linked to an SVM optimization problem. Table 1 summarizes this positioning.

Table 1. Positioning of the proposed model against representative Sybil/WSN security directions.

Representative
Direction Main Idea Limitation Addressed by This Paper P v
References

RSSI-based Uses physical signal strength to RSSI alone is sensitive to channel (6]

5
Sybil detection identify inconsistent identities noise and deployment geometry
Trust/energy-aware Adds behavioural trust or Trust or energy features may remain [5.9]
detection energy-consumption evidence weak without a unified nonlinear score ’

Mobility-fi d model t
Mobile IoT/RSSI Uses RSSI variation and DL ILy-locusedmocets may o
fluctuation methods node-position prediction directly provide a graph anomaly 1]
) P P formulation for static WSN simulation
. Higher training cost and reduced
Deep-learning Learns complex . . .
. interpretability may be unsuitable for ~ [22,23]
IDS models temporal/topological patterns . . .
lightweight WSN settings
Combines RSSI, energy, time and Provides a lightweight and
Proposed model duplicate evidence into a nonlinear interpretable mathematical This work
graph score with SVM optimization simulation framework

3. Materials and Methods

3.1. Dynamic Graph Representation of the Wireless Sensor Network

Let a wireless sensor network at discrete time ¢ € {0,1,2, ...} be represented by the weighted graph
g(t) = (V, E(t), W (1)), M

where V' = {v1,ve,...,vn} is the set of sensor nodes, E(t) C V x V is the set of communication links and
W (t) = [w;;(t)] is a nonnegative weighted adjacency matrix. A link (4, j) € E(t) exists if node v; can exchange
packets with node v; at time ¢. The weight w;;(¢) represents the reliability of the interaction and is constructed
from RSSI, energy and timing consistency.

The Euclidean position of node v; is denoted by p; = (x;,y;) € R2. The distance between two nodes is

dij = Ipi — pjll2- 2
The neighbourhood of node v; at time ¢ is
Nit) = {v; €V : (i) € B®)}. 3)

3.2. Nonlinear RSSI Observation Model

Let R;;(t) denote the RSSI observed at node v; from a transmission by node v;. A standard log-distance
path-loss model is written as

Rij(t) = Pr — 10nlogo(dsj + do) + &ij(t), “)

where Pr is the transmitted power in dBm, n > 0 is the path-loss exponent, dy > 0 avoids singularity at zero
distance and &;;(t) is measurement noise. The predicted RSSI from the claimed position of node v; is

Ri;(t) = Pr — 10n1og,0(dij + do), )
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where C/l\ij is the distance computed from the claimed node location. The RSSI inconsistency of node v; is defined by

AR;i(t) = > R - Ry, ©6)

vj EN; (t)

1
N ()]

A Sybil node that claims several identities or false positions may produce a larger value of AR;(t) because the
physical signal behaviour becomes inconsistent with the claimed network identity.

3.3. Residual-Energy and Transmission-Time Dynamics

Let E;(t) be the residual energy of node v; at time ¢. A simple discrete energy balance is

Ei(t+1) = Bi(t) — arn] (t) — agnf(t) — amn(t), ©)
where nl'(t), nft(t) and nf (t) denote the number of transmitted, received and idle-listening operations, respectively,
and ar, ar,ar > 0 are energy-cost coefficients. The expected energy consumption under normal behaviour is
denoted by F;(t). The normalized energy-deviation feature is

_ B0 — B

ABL(?) E;(0) +¢ep

®)
where ez > 0 is a small constant to avoid division by zero.

Let T;;(t) be the observed transmission time or response time for packets exchanged between v; and v;. The
timing inconsistency of node v; is

1 1T,(8) — Ty 1)
AT;(t) = . A A 9
=@, 2, T e ©

where T;;(¢) is the expected transmission time under normal communication and ez > 0 is a stabilizing constant.

3.4. Duplicate Identity and Location Indicator

Sybil attacks often involve repeated identity claims, inconsistent node IDs or duplicated location information. Define

1, if node v; has duplicate ID or duplicate claimed position evidence,
Di(t) = . (10)
0, otherwise.

This binary variable is not sufficient alone, but it is valuable when combined with RSSI, energy and timing
observations.

3.5. Hybrid Nonlinear Anomaly Score
Let

T

zi(t) = (ARi(t), AE(t), ATy(t), Di(t), Pi(t)) " € R?, (1D)

where P;(t) is the normalized power-consumption deviation of node v;. Let wy, > 0 be feature weights satisfying
22:1 wg = 1. The hybrid RSSI-energy anomaly score is defined by

Si (t) = W1 ARZ (t) + WQAEZ‘ (t) + UJ?,ATZ‘ (t) + OJ4DZ‘ (t) + UJ5PZ‘ (t) (12)

To introduce a bounded nonlinear risk indicator, define

1
T 1+ exp|-ASi() - 0)]

where 6 is the anomaly threshold and A controls the sharpness of the transition between normal and suspicious
behaviour. The final augmented feature vector used for SVM classification is

Ai(t) A >0, (13)

2(t) = (AR (1), AE(t), AT,(t), Dy(t), Pi(t), Ai(t)) " € RE. (14)
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3.6. Graph Reliability Weight

For (i, ) € E(t), define the interaction reliability weight

ii(t) =exp | —Br|Rij(t) — Rij SR A N
wij(t) = exp | =Br|Ri;(t) — Rij ()| = Br Ti;(t) +er (15)
2E, ’

where Or, S > 0 are sensitivity parameters and Ej is the initial energy. The weight decreases when RSSI or
timing inconsistency increases and also decreases when residual energy becomes low. Hence W (t) describes both
physical signal reliability and resource availability.

3.7. SVM Optimization Model

Each node observation is assigned a label y; € {—1,+1}, where y; = —1 denotes a legitimate node and
y; = +1 denotes a Sybil or malicious node. The augmented vector z;(¢) € R® is mapped into a feature space by

RS — H, (16)

where H is a Hilbert feature space. For a linear support vector machine, ¢(z) = z. For a nonlinear kernel, the map
¢ may be implicit and the classifier is evaluated through the kernel function

K(2i,25) = (#(21), d(25)) .- (17)

For example, a radial-basis-function kernel may be written as K (z;, z;) = exp(—||z; — z;|*) for v > 0,
without explicitly computing ¢.
Given training samples {(z;, y;)}},, the soft-margin SVM problem is

1 M
. - 2 .
min Sl +CZZ-:1 o o
subject to
yi(whe(z) +b) >1-¢, (>0, (19)

where C' > 0 controls the penalty on margin violations and (; are slack variables. The corresponding margin score is

M
9(2) = aiiK (2, 2) +b. (20)
i=1
The hard class decision is then
f(z) = sign (g(2)). (1)

The sign function is used in (21) because the SVM is a margin-based binary classifier with labels in {—1, +1}.
A sigmoid function would convert the margin into a probability-like value, but such a value requires calibration and
is not part of the basic maximum-margin decision rule. In this paper, the sigmoid nonlinearity is instead used in (13)
to produce the interpretable anomaly-risk value A;(t). If a probabilistic SVM output is required in future work,
a calibrated transformation such as [1 + exp(—ag(z) — ¢)] ! can be applied to the margin score, but the present
classification rule keeps the standard SVM sign decision and uses .A; () as the separate nonlinear risk indicator.

3.8. Detection Rule

The proposed detector uses both the nonlinear anomaly score and the SVM boundary. A node is classified as

malicious if
1, A;(t) > or zi(t)) = +1,
D) () 274 or flat) o
0, Ai(t)<7a and f(z(t)=-1,
where 74 € (0,1) is a risk threshold. This combined rule is useful in resource-constrained networks: the anomaly score
gives an interpretable lightweight warning, while the SVM refines the classification boundary using training data.
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3.9. Algorithmic Implementation

The proposed procedure is summarized in Algorithm 1, and its computational flow is illustrated in Figure 1.

Algorithm 1 Nonlinear RSSI-energy graph SVM detector.

1: Initialize the WSN with N nodes, positions, initial energy and communication parameters.
2: Construct the initial graph G(0) and collect neighbourhood information using broadcast and acknowledgement
messages.

3. For each node v;, compute RSSI deviation AR;(t), energy deviation AFE;(¢), transmission-time deviation
AT;(t), duplicate indicator D;(t) and power deviation P;(¢).

: Compute the hybrid score S;(¢) from (12) and nonlinear anomaly value .4;(¢) from (13).

: Form the augmented feature vector z;(t) in (14).

: Train the SVM using labelled normal and Sybil-node observations.

: Classify each checked node using the decision rule (22).

. Update the graph weights W (¢) and isolate nodes classified as malicious.

Build dynamic Extract RSSI, energy, Compute S; (t)
WSN graph G(t) time and duplicate features and A;(t)

0 N N W A

Update graph weights Decision rule:
and isolate attacks normal or Sybil

Figure 1. Workflow of the nonlinear RSSI-energy graph model with SVM-based Sybil attack detection.

Y
SVM margin-based }

optimization

3.10. Theoretical Properties

Proposition 1 (Boundedness of the nonlinear anomaly map). For every node v; and time t, the nonlinear anomaly
value A;(t) defined in (13) satisfies 0 < A;(t) < 1.

Proof. Since A\ > 0 and S;(t) — 6 € R, the exponential term exp[—A(S;(t) — 6)] is strictly positive. Therefore the
denominator in (13) is greater than one and finite. Hence 0 < A;(¢) < 1. O

Proposition 2 (Monotonicity of anomaly risk). If all weights wy, are nonnegative, then A;(t) is nondecreasing with
respect to each anomaly component AR;(t), AE;(t), AT;(t), D;i(t) and P;(t).

Proof. Let u = S;(t). From (13),

0A;
=MA;(1—A;) > 0.
oy~ Ml — A
Moreover, Ou/0xzj, = wy > 0 for each anomaly component x. Therefore
0A;
= AA; (1 — A)wg >0,
83319 ./4 ( Az)wk =
which proves the claim. O

Theorem 1 (Threshold separation under a positive anomaly margin). Assume that for a fixed threshold 0 there
exists € > 0 such that every malicious node v,, and every legitimate node v, satisfy

Sm(t) > 0+e¢, Sn(t) <0 —e. (23)
Then the threshold rule
. +1, Si(t) >0,
3i(t) = ) 4)
-1, Sl(t) <0,

correctly separates malicious and legitimate nodes.
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Proof. If v,, is malicious, then by (23), S;,,(t) > 6 + & > 6, so (24) assigns U, (t) = +1. If v,, is legitimate, then
Sn(t) <0 —e < 0,50 (24) assigns P, (t) = —1. Thus all malicious and legitimate nodes are correctly separated by
the threshold. O

Remark 1. Theorem I does not claim that perfect separation always occurs in noisy WSN data. It states the precise
mathematical condition under which the proposed anomaly score becomes an exact separator. In practice, the SVM
stage is introduced to learn a more flexible decision boundary when the margin condition is only approximately satisfied.

Proposition 3 (Computational order). For each scan of the network, computing the anomaly features has order
O(|E(t)|), where |E(t)| is the number of active communication links. If the maximum neighbourhood size is
bounded by dy,ax, then the feature-computation cost is O(Ndmyax)-

Proof. The RSSI and timing deviations are computed over neighbourhood links, and energy and duplicate indicators
are computed per node. Hence the dominant cost is the sum of neighbourhood sizes, which equals O(|E()]). If
|N;(t)| < dmax for all 4, then |E(t)| < Ndpmax, and the cost becomes O (N dpax)- O

4. Results

4.1. Simulation Setting

The simulation scenario follows a square sensing field of size 1000 x 1000 m?. The network is evaluated
for N = 100, N = 200 and N = 300 nodes. In each scenario, approximately 80% of the nodes are treated as
legitimate nodes and 20% as Sybil or malicious nodes. The simulation uses an IEEE 802.11 communication setting,
random node placement, dynamic source routing for path discovery and MATLAB/Python-style implementation.
The initial energy is fixed for all nodes, and the trust threshold is set according to the detector configuration. In
addition to the original MATLAB classification logs, a reproducible model-driven simulation was performed using
Equations (4)—(22) to compute ablation, threshold-sensitivity and confusion-matrix-based metrics.

The additional validation is not used to claim superiority over recent deep-learning systems; rather, it is reported
as reproducible model-driven evidence that the nonlinear graph score supports interpretability and lightweight
detection behaviour under the stated assumptions. The principal parameters used in the initial MATLAB experiments
are summarized in Table 2.

Table 2. Simulation parameters used in the initial MATLAB experiments.

Parameter Value
Network area 1000 x 1000 m*
Communication protocol IEEE 802.11
Default initial power 0.2 Joule
Trust/anomaly threshold 95% in the initial setting
Legitimate-node proportion 80%
Sybil-node proportion 20%
Network sizes 100, 200, 300 nodes
Simulation platform MATLAB

The implementation contains three main stages: preprocessing to check duplicate identity and position
evidence, transmission between the checked node and its neighbours, and SVM-based classification. In the present
mathematical framework, these stages are represented by the graph construction (1), anomaly-feature extraction
(11)—(13), and SVM optimization (18)—(21).

4.2. Evaluation Metrics

Let TP, TN, FP and FN denote true positives, true negatives, false positives and false negatives, respectively,
where a positive sample denotes a Sybil node. The standard performance measures are

TP + TN
Accuracy = 45 TP L N @3)
TP TP
Precision = ————— = —— 2
recision TP L FP’ Reca. TP + FN’ (26)
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2 Precision Recall
" Precision 4+ Recall’

F 27

The original MATLAB logs provide the classification counts and accuracy reported in Table 3. The additional
model-driven validation reports accuracy, precision, recall, F1-score and false-alarm rate using the definitions above.

4.3. Detection Performance

Table 3 reports the initial detection outputs obtained from the available MATLAB simulation runs. These
values are retained to preserve the empirical basis of the original study. They should be interpreted as initial
simulation evidence, while the subsequent model-driven validation, ablation tests and threshold-sensitivity analysis
provide additional mathematical-simulation support for the proposed framework.

Table 3. Initial Sybil-node classification results from the MATLAB simulation logs.

Test Number of Nodes Nodes Classified as Attack Nodes Classified as Trusted Reported Accuracy
1 100 17 83 83.3%
2 200 34 166 85.0%
3 300 51 249 85.0%

4.4. Model-Driven Validation Protocol

For the additional validation, node locations were randomly generated in the same 1000 x 1000 m? region
with 20% Sybil nodes. Legitimate nodes used their actual positions as claimed positions, while Sybil nodes were
allowed to duplicate or perturb claimed identity/location information. The RSSI feature was generated from the
nonlinear path-loss model (4); energy, timing and power deviations were generated with overlapping normal and
malicious distributions so that the classification problem remained nontrivial. Each experiment used a stratified
training/test split, and the reported values are averages over repeated randomized runs. This validation protocol
makes the numerical section reproducible and links the results directly to the mathematical model. Figure 2
shows a representative simulated WSN graph used in the additional validation. For transparency, the submitted
source package includes the script reproducible_simulation_code.py; running this script with the fixed
random seed regenerates the simulated WSN graph, ablation figure, threshold-sensitivity figure and the CSV/JSON
validation files used for Tables 4-7. Table 3 is kept from the original MATLAB implementation, whereas Tables 4—7
are model-driven validation outputs generated from Equations (4)—(22).

Simulated WSN graph with Sybil nodes

1000 A °
e © X °
°
° o
° X
°
800 X xe° e %
& ® e X °
3 X o © r)
X « e X
% °
— [ ] X ° .
E 6001 o o
£ . °
c ® o
s .\ .
g ® ° ° ° ® °
< 400 .
Y J
e e o ® o
° { v . . X
°
200 ¢ %
e o o » °
X %o -
. % . e Legitimate node x % o ©® °
0 ° x® % %Sybil node
0 200 400 600 800 1000

X-position (m)

Figure 2. Representative simulated WSN graph with legitimate and Sybil nodes. Edges represent local communica-
tion links used to compute RSSI, timing and neighbourhood-based anomaly features.

https://doi.org/10.53941/nacs.2026.100015 8 of 14


https://doi.org/10.53941/nacs.2026.100015

Aslam et al. Nonlinear Anal. Comput. Simul. 2026, 1(3), 15

Table 4. Representative confusion matrix for the proposed nonlinear score + SVM detector for N = 300.

Predicted Legitimate Predicted Sybil
Actual legitimate 71 1
Actual Sybil 1 17

Table 5. Ablation results for N = 300 averaged over repeated randomized simulations.

Model Accuracy Precision Recall F1-Score False Alarm Rate
RSSI only 93.00% 79.77% 88.89% 83.75% 5.97%
RSSI + energy 93.89% 82.26% 88.89% 85.29% 4.86%
RSSI + energy + time 95.67% 85.66% 94.44% 89.70% 4.03%
Hybrid score only 97.56% 95.38% 92.78% 93.72% 1.25%
Standard SVM features 97.78% 93.31% 96.11% 94.52% 1.81%
Proposed score + SVM 97.44% 91.40% 96.67% 93.83% 2.36%

Table 6. Baseline comparison for N = 300 averaged over repeated randomized model-driven simulations.

Method Accuracy Precision Recall F1-Score False Alarm Rate
RSSI threshold 94.44% 91.34% 80.37% 84.87% 2.04%
Energy-time threshold 86.74% 66.39% 71.48% 68.27% 9.44%
Duplicate-ID rule 88.81% 76.43% 63.70% 68.96% 491%
Hybrid score threshold 96.89% 93.06% 91.85% 92.17% 1.85%
Logistic regression 97.70% 93.75% 95.19% 94.34% 1.67%
k-nearest neighbours 97.04% 98.36% 86.67% 91.98% 0.37%
Random forest 96.44% 94.83% 87.41% 90.71% 1.30%
Standard SVM 97.19% 91.40% 95.19% 93.13% 2.31%
Proposed score + SVM 96.96% 89.08% 97.04% 92.83% 3.06%

Table 7. Threshold sensitivity of the nonlinear anomaly-score rule for N = 300.

0 Accuracy Precision Recall False Alarm Rate
0.30 77.40% 47.23% 99.67% 28.17%
0.35 88.00% 63.21% 98.33% 14.58%
0.40 93.27% 76.20% 97.17% 7.71%
0.45 96.60% 88.80% 95.17% 3.04%
0.50 96.97% 94.40% 90.17% 1.33%
0.55 96.10% 98.20% 82.00% 0.38%
0.60 94.17% 99.58% 71.17% 0.08%
0.65 92.77% 99.76% 64.00% 0.04%
0.70 90.57% 100.00% 52.83% 0.00%

4.5. Confusion-Matrix Based Performance

A representative N = 300 test split for the proposed detector produced the confusion matrix shown in Table 4.
Here, the model correctly identified 17 of 18 Sybil test nodes and misclassified only one legitimate node in the
representative run. These numbers are simulation-specific and should be interpreted together with the repeated-run

averages reported below.
The corresponding metrics for this representative run are accuracy 97.78%, precision 94.44%, recall 94.44%,

F1-score 94.44% and false alarm rate 1.39%.
4.6. Ablation Analysis

Table 5 reports the repeated-run ablation results for N = 300. The RSSI-only baseline already performs
reasonably because Sybil identities create physical-layer inconsistency. However, under the stated model-driven

https://doi.org/10.53941/nacs.2026.100015 9 of 14


https://doi.org/10.53941/nacs.2026.100015

Aslam et al. Nonlinear Anal. Comput. Simul. 2026, 1(3), 15

simulation protocol, adding energy and timing features increases the F1-score. The hybrid nonlinear score and the
SVM-based models give competitive validation performance while preserving interpretability. Figure 3 visualizes
the corresponding F1-score comparison.

100 Ablation comparison for N=300

80 -

60

40

F1-score (%)

20 A

&

2y
g\x("x ‘9“0& \Q‘Q\N\ (0\30&6(5
o B Q

?fﬁ\k%
Figure 3. Fl-score comparison for the ablation models at N = 300. Under the stated simulation protocol, the

combined feature models give higher F1-score values than RSSI-only detection and support the use of cross-layer
anomaly information.

The ablation results suggest that the proposed mathematical score is not merely cosmetic under the simulated
setting: it provides a useful threshold-based detector by itself and also provides an interpretable feature for margin-
based SVM classification. The standard SVM and proposed score+SVM variants are close in accuracy, but the
proposed version has the advantage that the anomaly value A;(t) can be inspected directly by a network operator.

4.7. Comparison with Baseline Methods

To evaluate the proposed framework against baseline methods, Table 6 reports additional model-driven
validation results for NV = 300. The baselines include non-learning threshold rules, a duplicate-identity rule, logistic
regression, k-nearest neighbours, random forest and a standard SVM trained on the five original features without the
nonlinear anomaly-risk feature. These comparisons are performed under the same reproducible simulation protocol
and are not presented as a direct real-world benchmark against published datasets. Figure 4 compares the F1 scores
of the selected baseline methods.

100 Baseline comparison for N=300

Fl-score (%)

S

N
CH (,/x‘\‘“e W o o™ =
o 3

Figure 4. F1-score comparison of selected baseline methods for N' = 300 under the model-driven simulation protocol.
The proposed score + SVM is competitive, but it is not claimed to dominate the standard SVM in all metrics.

The comparison shows that the proposed score + SVM has the highest recall among the learning-based methods
in Table 6, while the standard SVM and logistic regression produce slightly higher F1-score or accuracy values
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under this particular simulated setting. The contribution of the proposed method is therefore interpreted through
improved mathematical structure, explicit anomaly interpretation and threshold tunability, rather than through an
unconditional numerical-superiority claim.

4.8. Threshold-Sensitivity Analysis

The nonlinear score contains the threshold parameter 6. Table 7 and Figure 5 show how the threshold changes
accuracy, recall and false alarm rate. Low thresholds increase recall but also increase false alarms. High thresholds
reduce false alarms but may miss Sybil nodes. In the simulated configuration, thresholds around 0.45-0.55 provide
a favourable trade-off between recall and false-alarm rate.

Threshold sensitivity of nonlinear anomaly score

100 A

80 A
S
IS 601 o Accuracy
é False alarm rate
= —h— R 1l
S 401 eca
[0)
o

20 1
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0.30 0.35 0.40 0.45 0.50 0.55 0.60 0.65 0.70
Threshold theta

Figure 5. Threshold sensitivity of the nonlinear anomaly score for N = 300. Increasing 6 reduces the false alarm
rate but also lowers recall.

4.9. Interpretation of the Nonlinear Score

The nonlinear map (13) has two useful modelling features. First, it maps heterogeneous indicators into a
bounded risk value, making the detector easier to interpret. Second, the parameter A controls sensitivity. A small
value of \ gives gradual transitions between normal and suspicious behaviour, while a large value produces a
sharper threshold-like response. This allows the network administrator to tune the detector according to the expected
radio-noise level and the cost of false alarms. Figure 6 illustrates how A controls the sharpness of this transformation.

Nonlinear anomaly-risk transformation

109 — xr=24 :
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-~ 1
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Figure 6. Nonlinear transformation from the hybrid anomaly score S; (%) to the bounded anomaly risk .A;(t) for
different values of the sharpness parameter A. The vertical dashed line marks the threshold € and the horizontal
dotted line marks A4;(¢) = 0.5.
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5. Discussion

The proposed model extends a purely implementation-based Sybil attack detector into a mathematical sim-
ulation framework. The graph representation captures network interactions, the RSSI model links the claimed
identity/location to physical-layer evidence, the energy and timing equations capture resource-aware behaviour,
and the SVM optimization problem provides a formal classification mechanism. This combination is consistent
with nonlinear analysis and computer simulation because it provides explicit mathematical objects, a nonlinear risk
transformation and interpretable simulation outputs.

The baseline comparison clarifies the numerical role of the proposed method. Under the model-driven
simulation protocol, the proposed score + SVM is competitive and has high recall, while the standard SVM baseline
remains slightly stronger on some metrics. In particular, the standard SVM and logistic regression variants are
slightly stronger in F1-score or accuracy for the N = 300 simulated comparison, whereas the proposed method
provides a directly inspectable anomaly-risk value, threshold sensitivity analysis and a graph-based reliability
interpretation. Thus, the contribution is best understood as a transparent and tunable nonlinear modelling framework
rather than as a universal state-of-the-art accuracy claim.

The practical importance of the RSSI-energy graph model is that several real-world WSN applications require
lightweight and interpretable security monitoring. In environmental sensing, smart agriculture, industrial condition
monitoring, building safety, remote infrastructure surveillance and healthcare-related sensing, a malicious or
misconfigured node can distort routing, localization, event detection and data aggregation. A detector that combines
signal inconsistency with residual energy and timing behaviour can help identify suspicious nodes without relying
only on high-cost cryptographic operations or black-box deep-learning inference. The graph weights also provide
an operational interpretation: links with inconsistent signal or timing behaviour and low residual energy receive
lower reliability, so the network can isolate or deprioritize risky interactions.

The additional validation complements the original simulation logs by reporting confusion-matrix based
metrics, ablation results, baseline comparison and threshold sensitivity. These results indicate, within the stated
model-driven simulation assumptions, that the nonlinear score is useful both as a standalone interpretable anomaly
indicator and as an augmented feature for SVM classification. The method should not be interpreted as a replacement
for high-capacity deep-learning systems in large industrial datasets; instead, its intended advantage is the transparent
mathematical structure, low feature-computation cost and compatibility with resource-constrained WSN settings.

The main limitation is that the validation is still simulation based. Real-world sensor-network datasets,
physical testbeds and deployment-specific radio traces are needed to validate robustness under multipath fading,
mobile nodes, heterogeneous hardware, colluding attackers and early attack onset. The present simulation also
assumes a controlled initial period during which adversaries do not attack the network. This assumption is useful
for building the training dataset, but future work should test more difficult scenarios where attacks begin earlier,
occur intermittently or involve coordinated malicious nodes. The model can also be extended to mobile WSNs by
replacing the fixed distance d;; with a time-varying distance d;;(¢) and updating the graph weights dynamically.

6. Conclusions

This paper developed a nonlinear RSSI-energy graph model with support vector machine optimization for Sybil
attack detection in wireless sensor networks. The method represents the network as a time-dependent weighted graph
and integrates signal-strength deviation, energy-consumption deviation, transmission-time inconsistency, duplicate
identity/location evidence and power deviation into a hybrid anomaly score. A nonlinear sigmoid map converts
the hybrid score into a bounded and interpretable anomaly-risk value, while the support vector machine supplies a
margin-based classification rule. Boundedness, monotonicity, threshold-separation and computational-complexity
properties were established.

The original 100-, 200- and 300-node MATLAB simulation results are reported together with a reproducible
model-driven validation protocol that provides confusion-matrix based metrics, ablation analysis, baseline compari-
son and threshold-sensitivity analysis. The results show that the proposed model is competitive and interpretable,
while the standard support vector machine baseline remains slightly stronger on some metrics. The main value
of the proposed framework is therefore its transparent nonlinear graph structure, explicit anomaly score, thresh-
old tunability and lightweight feature-computation cost. Future work will focus on validation using real-world
wireless-sensor-network datasets, physical testbeds, mobile-node scenarios, colluding Sybil attackers and broader
comparison with recent machine-learning and deep-learning methods under common benchmark conditions.
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