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1. Introduction

Enterprises operate at scale and generate first-party data, records of their own activity that constitute unique
knowledge assets. Knowledge workers in manufacturing waste up to 20% of their working time searching for
technical information scattered across various sources [1], while engineers routinely extract maintenance and
design-related data from dozens of repositories [2], a pattern that makes Al-supported decision-making harder than
it should be.

The relational tables, document stores, and flat files comprising many enterprise databases capture facts,
values, and records but lack connections that encode information [3]. At the same time, large language models
(LLMs) introduce new complications: question-answering hallucination, access limitations to proprietary data,
and insufficient domain expertise reduce the chances of obtaining value from these models [4]. According to
OpenAl’s survey of more than 9000 enterprise workers conducted in December 2025, access to high-quality data
is the primary barrier to realizing the value of foundation models in practical use cases [5]. Connecting the facts
stored in enterprise data with relational logic is a critical challenge for enterprise Al. McKinsey’s 2024 survey of
global Al adoption in enterprises revealed that 65% of respondents used generative Al at least once a week in their
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work, compared to only 35% in 2023, and the ability to operate domain-specific knowledge graphs representing
the organization’s data has become a strategic priority [6].

Knowledge graphs capture information as statements about relationships between real-world entities
connected with typed links. The approach provides an opportunity to ground language models’ reasoning processes
in the explicit information captured by the knowledge graph rather than implicit vector-space relationships.
GraphRAG approach proposed by Edge et al. [7] demonstrated that using enhanced graph-based retrieval leads to
dramatic gains in both the factual accuracy and interpretability of generated responses compared to standard
vector-space approaches. Implementation of graph-augmented approaches in production requires a reference
architecture that incorporates best practices for data capture, graph construction, and application of graph-
enhanced LLMs for question-answering in specific domains. To the best of our knowledge, there is a lack of
literature describing such a reference architecture for first-party enterprise data.

We describe and evaluate a five-layer reference architecture for graph-driven enterprise Al applications using
first-party data. Our contribution can be summarized in systematizing the knowledge graph engineering and
enterprise data management practices into a coherent set of recommendations for building domain-specific
ontologies, constructing knowledge graphs at scale, and utilizing GraphRAG approaches for downstream
application enablement. We analyze the application of this architecture across three different problem domains:
manufacturing, healthcare, and professional networks. The key implementation challenges identified in these
domains offer generalizable insights and solutions applicable to a variety of verticals and use cases.

Prior literature partially addresses the issues outlined in this work. In particular, the existing works only partially
address the application of knowledge graph construction practices, enterprise data management approaches, and large
language models to solve a set of related issues in a production environment. Edge et al. [7] describe the GraphRAG
retrieval mechanism in great detail, however, they do not elaborate on the application of GraphRAG to enterprise
data management. Hogan et al. [3] provide an in-depth overview of the knowledge graph research field; however, the
integration of language models is not their primary focus. ISO/IEC 25012 [8] provides an extensive description of
data quality dimensions, but it does not elaborate on the particularities of applying these dimensions within a
knowledge graph framework. Moreover, none of the works jointly address the issues of knowledge graph
construction, enterprise data management, and large language models to solve a set of related issues.

1.1. Research Objectives

This study has four objectives:

(1) Propose an enterprise context-aware knowledge graph architecture based on first-party data

(2) Analyze property graph integration patterns with large language models and evaluate GraphRAG retrieval
approaches

(3) Assess quality, governance, and privacy aspects of first-party data for production Al

(4) Identify critical technical and organizational barriers to enterprise knowledge graph adoption and review
potential solutions.

1.2. Principal Contributions

This work advances the field of enterprise Al and knowledge graphs in three ways:

(1) Presenting a five-layer reference architecture for enterprise context graph systems that standardizes the set of
capabilities and controls governing first-party data from raw ingestion to application delivery

(2) Detailing an implementation methodology that covers ontology construction approaches, data quality
governance according to ISO/IEC 25012, entity resolution confidence scoring, and legacy system integration
patterns for enterprise data

(3) Synthesizing the results of multiple published applications in manufacturing, healthcare, and professional
networks to define performance benchmarks, adoption barriers, and requirements not addressed by the
reference architecture.

2. Background and Related Work

2.1. Knowledge Graphs: Concepts and Architectures

A knowledge graph is a knowledge base that uses ontologies to represent information in a manner that enables
inferencing at the level of links. Google announced the creation of the Knowledge Graph in 2012, signifying its
entrance into mainstream acceptance [9]. The knowledge graph literature includes Resource Description
Framework (RDF) [10], which employs triples of subject-predicate-object and the W3C RDFS standard to describe
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information, and Neo4j property graphs [11], which store nodes, edges, and their properties in a schema-less
structure ideal for representing dynamic enterprise data. Current enterprise knowledge graph approaches are based
either on semantic triplestores or property graphs or a combination of the two [12]. Hogan et al. [3] provide insight
into knowledge graph construction, population, and reasoning.

2.2. First-Party Data in Enterprise Context

First-party data originates from internal company sources, typically related to customers, employees, and
suppliers. As compared to third-party and synthetic data, first-party data stands apart with its provenance, typically
specific to a certain company or industry, timeliness, and power [13]. According to the 2025 Constellation
Research survey, 95% of organizations utilizing Al systems in their production environments state that the quality
of first-party data is significantly more important than the design of algorithms [14]. Moreover, expanding data
privacy regulations, including GDPR and CCPA, increased the demand for first-party data, which requires careful
management and governance [15]. These characteristics contribute to first-party data’s ability to support
knowledge graphs, while also presenting significant design considerations related to its distribution, lineage, and
right to be forgotten [16].

2.3. Large Language Models and Graph

Lewis et al. introduced Retrieval-Augmented Generation (RAG), a framework that enhances the quality of
large language model (LLM) outputs by incorporating relevant information retrieved from external sources [17].
While conventional RAG methods rely on vector similarity search across document embeddings and use the
resulting passages as contextual input for generating responses, they often overlook the semantic connections
among entities represented in structured graphs. Liu et al. [18] found that even advanced LLMs struggle to utilize
positional context effectively in lengthy texts, indicating a need for richer relational context when handling multi-
step queries. Addressing this limitation, Edge et al. [7] developed GraphRAG, which leverages graph traversal to
identify related entities and, using Microsoft’s implementation, achieved a 40% improvement in factual accuracy
over traditional RAG on benchmark evaluations. Further, Xiang et al. [19] conducted a comparative analysis of
various graph-based retrieval techniques, pinpointing specific workload features where graph traversal
outperforms vector similarity search.

2.4. Domain-Specific Ontology and Knowledge Graphs

An ontology provides a formal representation of the logical connections among concepts within a specific
domain. By defining assertions about domain entities, ontologies establish the semantic foundation essential for
knowledge graphs [20]. Organizations frequently leverage established, domain-specific ontologies, such as FIBO
for financial instruments [21], SNOMED-CT for clinical terminology [22], and ISO 15926 for plant lifecycle
management [23,24], as starting frameworks when building knowledge graphs. A primary obstacle in ontology
creation is the extensive manual labor needed to define and validate conceptual relationships. The development of
ontologies is a challenging task associated with the complexity of the domain under study, conceptualization,
evaluation, and the competence of the personnel involved. According to ONTOCOM, the knowledge of ontology
languages and tools significantly impacts the staffing costs, whereas the complexity of domain analysis, modeling,
and validation increases the time spent on development [25]. The advent of large language models has significantly
advanced ontology initialization, enabling the automated identification of potential entity types and relations from
unstructured text with accuracy on par with expert annotations during early development stages [26]. Table 1
below evaluates the proposal against the five-layer framework using four existing systems (Google Knowledge
Graph, Microsoft GraphRAG, LinkedIn Economic Graph, and SHEPHERD) as points of comparison. The
outcome of the analysis indicates that none of the systems provides unification of GraphRAG integration, data
quality governance, legacy system compatibility, and multi-domain validation in a single architecture.

Table 1. Comparison with Prior Work.

GraphRAG Data Quality Legacy Multi-Domain
Framework/System Scope Integration Governance Integration Validated
Google Knowledge General web No No No Yes
Graph [9]
Microsoft Document -
GraphRAG [7] summarization Yes No No Limited
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GraphRAG Data Quality Legacy Multi-Domain
Framework/System Scope Integration Governance Integration Validated
LinkedIn Economic Professional networks Partial No No No
Graph [27]
SHEPHERD [28] Clinical rare disease ~ No Partial No No
Proposed . Yes ISO/IEC  Yes (R2ZRML, Yes (3
Framework Enterprise first-party  Yes 25012 [8]) CDC) domains)

3. Proposed Framework: Five-Layer Architecture

The framework is organized in five layers that define inputs, outputs, and governing control policies. Layers
1, 3, and 5 are based on established enterprise technologies: CDC connectors, property graph DBMSs, and
REST/GraphQL APIs, respectively. The tools used in layer 2 are also well-established, but their application in the
ontology engineering domain is mostly manual, while fully automated and LLM-based ontology engineering
solutions are still emerging [26]. The application of GraphRAG in layer 4 is in its infancy, only recently entering
the production environment [7]. Thus, the novelty of this research should be seen in the entire five-layer design,
which was empirically evaluated in the context of actual deployments (see Section 5). The resulting data flow is
visualized in Figure 1, while Table 2 provides the layer breakdown.

Enterprise Data Sources

ERP| CRM | PLM | ITSM | Legacy Systems

Layir 1

Data Capture &
Quality Assurance

CcbcC
REST APIs
JDBC

Data Quality

Layfr 2

Ontology Development &
Schema Management

owL
SHACL
FIBO
SNOMED

Lay‘fr 3

Knowledge Graph

Construction & Population

Entity Resolution

Knowledge
Population

Graph

T

Layfr 4

GraphRAG &
Al Enhancement

Graph Traversal

Context Assembly

LLM

T

Layfr 5
Applications, gfgghm
APIs & User Experience RBAC

Figure 1. Five-layer reference architecture for enterprise context graph deployment, illustrating inter-layer data

flows, interface types, and governance control insertion points.
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Table 2. Five-Layer Context Graph Architecture.

Layer Name Primary Function Key Component Governance Output
CDC connectors, OCR .
Ingest first-party data from et . Validated, provenance-
Data Capture . pipelines, medallion )
1 enterprise systems; apply . tagged records; quality
& QA tiered quality validation architecture score dashboard
quatity (Bronze/Silver/Gold tiers)
. Domain workshops,
Deﬁne the seman.tlc schema, OWL/SHACL formalization, Versioned domain
Ontology entity types, relationship . . )
2 . . schema versioning registry,  ontology; schema
Development types, axioms governing the i h 1
knowledge graph standards alignment (FIBO,  change log
SNOMED-CT)
Domain-fine-tuned NER
Extract entities and models, Fellegi-Sunter Populated propert
Graph relationships from Gold-tier ~ probabilistic matching, p property
3 . ) . . . graph; entity resolution
Construction  records; resolve entity confidence-tier resolution .
. audit log
references; populate the graph policy, graph store
(Neo4j/Neptune)
Ground LLM generapon n GraphRAG query engine,
graph-retrieved relational . . . Provenance-traced
Al . LLM integration, hybrid
4 context via GraphRAG; query responses;
Enhancement . query router, subgraph cache, .
produce auditable, traversal audit log
provenance trace logger
provenance-traced responses
option o B gyt Usrsoped ey
5 PP & REST/GraphQL APIs, RBAC access; interaction

Integration adapted interfaces; enforce

enforcement, audit logging audit trail
access control at query layer

3.1. Layer 1: Data Capture and Quality Assurance

Layer 1 takes first-party data from enterprise source systems, represents it in the graph in a manner specific
to the domain, and subjects it to a graduated set of quality checks before persisting entities and relationships in
Layer 2.

Enterprise integration connectors leverage CDC to capture updates with full temporal fidelity. Every record
contains an ISO 8601 [29] timestamp designating when the update was committed in the source system. This
timestamp is distinct from the moment the record is ingested into the graph layer. The temporal separation of “time
of event” from “time of ingestion” allows the system to answer both questions: “What was true at time T?” and
“When did the system learn about it?”” To ensure exactly once semantics at the graph layer, Change Data Capture
processes utilize idempotency keys to avoid reprocessing events across network retries at the transport layer. An
envelope of metadata surrounding every record contains enough information to associate the record with its source
system, version within that system, and the human operator who captured the data if applicable. These properties
are immutable after capture but are available on every subsequent transformation downstream, addressing the
processing record audit trail requirements of GDPR Article 30.

The data capture and initial transformation processes also apply a medallion quality assurance framework to
unstructured and semi-structured input documents. The bronze tier represents the raw captured records, suitable
for regulatory audits. The silver tier applies field-level validation, checks against external registries, OCR with
confidence estimation on extracted fields, and schema normalization. Finally, the gold tier generates derived fields,
joins in relational data model equivalents, and applies semantic pre-tags that map to the concepts in Layer 2’s
ontology. A tiered approach to quality assurance ensures that failures in the capture process are localized and do
not cascade down to later stages while reserving significant remediation effort for the most pertinent data quality
issues. The operational cost savings from capturing and remediating failures at the point of ingestion represent a
40-60% improvement over equivalent first-normal-form solutions [30].

The data quality framework is designed to work with the five quality dimensions of ISO/IEC 25012:
accuracy, completeness, consistency, validity, and timeliness. The gatekeeping rules at each tier assess the quality
of data, thus reducing the amount of data that needs to be processed at lower tiers by stopping it at a higher level
until specific remedial actions are performed. The quality scores in all domains and per source system can be
accessed through the dashboard interface where they are displayed for data stewardship activities and decision-
making purposes.
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3.2. Layer 2: Ontology Development and Schema Management

Layer 2 establishes the semantic schema that enables the computer to interpret the meaning of the triples
stored in the knowledge graph. There are three stages in ontology development, including initialization,
formalization, and governance.

Initialization makes use of domain experts to elicit the entity types, as well as relationships. On average, 100—
150 concepts need to be elicited for ontology initialization with their properties and associations. Where available,
existing domain models can be leveraged to reduce the effort needed for this process. Large language models can
also support the concept elicitation process with a smaller number of human reviewers taking on a more limited
role of validation.

The concepts elicited during initialization are formalized as either OWL classes for RDF graphs or JSON
schemas for property graphs in this stage. In addition, relationships are defined with directions and cardinality
constraints for each entity. Particular attention is paid to temporal relationships (precedes/follows) and causal
relationships (causes/enables/prevents) that will be utilized later in the multi-hop queries at layer 4 to analyze the
underlying causal mechanisms.

Finally, governance ensures that changes to the ontology are managed and controlled by making use of version
control for all ontology artifacts. The implications of each change to the graph queries and application programming
interfaces are documented, with actions needed to address backward-incompatible changes specified.

3.3. Layer 3: Graph Construction and Population

The bottom data quality layer step in the graph construction pipeline (Layer 3) takes in verified Gold set
records. It also takes in their corresponding ontology mappings from Layer 2. It performs a set of operations to
populate the property knowledge graph with discovered instances (Figure 1). Firstly, entity extraction operates by
applying domain-tuned Named Entity Recognition (NER) algorithms to extract entity instances in both structured
and unstructured records contained in the validated set. Secondly, to capture domain-specific entities that are not
covered by standard vocabulary, custom rule sets can be applied together with standard NER.

Entity resolution links extracted instances that refer to the same real-world object. The system tries exact
matching first, using canonical identifiers like serial numbers where they exist, and falls back to Fellegi-Sunter
probabilistic matching or embedding-based similarity where they don’t. What happens next depends on the
confidence score. Matches above 0.92 resolve automatically. The 0.75 to 0.92 band auto-resolves but gets flagged
for periodic steward review. Anything below 0.75 stays out of the graph until a person resolves it manually. This
isn’t a formality; noisy entity resolution corrupts everything downstream. In healthcare and industrial settings,
resolution accuracy typically runs 73 to 94 percent [31], and at the low end, one in four matches is wrong.
GraphRAG can’t tell a corrupted subgraph from a clean one; it just treats both as true, which matters a lot in
something like a clinical decision-support system. Beyond the confidence-threshold policy, active learning on
steward feedback and canonical identifier registries, such as equipment IDs or patient IDs, helps further for the
highest-risk entity types.

Figure 2 shows how the entity resolution pipeline is organized around a series of sequential steps that process
Gold-tier records to extract entities, perform probabilistic matching, apply confidence-threshold policies, and
generate the populated knowledge graph for subsequent processing.

Graph construction takes validated entity-relation triples and loads them into the graph store. Parallelized
graph build platforms such as the Optimus architecture by Vittor et al. [32] describe the Optimus architecture,
which parallelizes the construction process across shards, resulting in a 56.5% decrease in build time (143.6 s to
62.4 s). Parallelized graph construction platforms at this scale enable enterprise-grade construction. Human-in-
the-loop curation processes then review automatically constructed subgraphs for high-priority domains before
promoting them to production.

3.4. Layer 4: Al Enhancement and Semantic Enrichment

Layer 4 utilizes GraphRAG in combination with the populated knowledge graph to generate contextually
aware, auditable Al query responses.

The GraphRAG query cycle consists of four primary stages: first parsing the natural language query to detect
referenced entities and relationships, followed by a structured graph traversal to collect entity attributes and
relationship paths relevant to the query within a bounded hop distance (typically two to four hops, empirically
determined to balance contextual value with traversal overhead). The resulting subgraph, including node attributes,
relationship labels and supporting provenance metadata, is formatted as a context block which is passed to the LLM
along with the provenance trace of the traversal path used to generate it. Figure 3 provides an overview of the full
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GraphRAG query workflow, from natural language input parsing through graph traversal, context block generation,
and finally auditable response generation by the LLM Grounded in the retrieved knowledge graph context.
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(Relatinnship Constructinnj
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v

(Graph Database Stnragej
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Figure 2. Knowledge graph construction pipeline.

The provenance trace fulfills two enterprise requirements: Auditability: Compliance teams can review the
graph paths traversed to generate any recommendation without exposing model weights or prompting details. Error
attribution: When a recommendation is incorrect, the trace identifies whether the cause was inferior source data,
ontology specification errors, or faulty reasoning so that appropriate remediation can be taken. The foundational
justification for our approach comes from the well-cited chain-of-thought work by Wei et al. [33], who showed
empirically that language models reason more accurately when prompted to report their intermediate steps
explicitly. By analogy, we extend prior work on prompt engineering to the retrieval layer.
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Figure 3. GraphRAG query workflow.

GraphRAG requires 3—5x more resources than standard vector RAG at inference time [19]. To mitigate this,
we developed a hybrid query router that uses a lightweight classifier to determine if the question is amenable to
standard vector lookup. For questions that benefit from graph traversal, we invoke the expensive retrieval
algorithm. A similar optimization is to cache frequent subgraph patterns that appear as traversal targets for
accelerating future queries.

3.5. Layer 5: Application Integration and User Experience

Layer 5 provides general-purpose access to the knowledge graph in the form of role-specific interfaces that
maximize applicability to the user’s primary domain vocabulary. This includes natural language query capabilities
for engineers and clinicians using the system as an embedded decision support aide, as well as REST and GraphQL
endpoints for downstream application integration. Role-based access control is enforced at the query layer, limiting
the set of traversals available to a given user based on their RBAC permissions. This minimizes the potential for
data exfiltration while limiting each user’s attack surface for graph-based privacy inference. Auditing is supported
by recording every query’s traversal history and responding user.

4. Implementation Considerations
4.1. Data Quality and Governance

Table 3 defines the five ISO/IEC 25012 data quality dimensions incorporated, specifying for each the method
used to measure it, the layer at which it is primarily gated, and the acceptable threshold below which the record is
sent back to the steward for review. These five data quality dimensions need to be assessed for all entities in the
knowledge graph in accordance with ISO/IEC 25012. Gates can be established at various stages to enable records
to undergo quality control and be sent to stewards for their governance activities. Data governance policies can
then be established based on this information, including assigning stewardship roles per entity type, publishing the
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quality scorecards to downstream systems, and enabling automated quarantine processes to prevent the ingestion
of low-quality records that require higher maintenance effort.

Using the data quality gates, it will be possible to create data governance policies, assign steward roles
according to entity types, publish data quality scorecards, and establish automated quarantine procedures.

Table 3. Data Quality Governance Dimensions (ISO/IEC 25012).

Dimension Definition Measurement Method Primary Layer  Acceptance Threshold
5 -
/o of required fields Null-count ratio against Layer 1 (Bronze >95% for critical entity
Completeness populated across all .
mandatory field schema  — Silver) types
records
Lookup validation against
0,
Accurac rﬁa(‘z;ﬁzldv\:ﬂg:e d authoritative registries; Layer 1 (Silver), >98% for identifier
y g statistical sampling for Layer 3 fields

reference sources
non-enumerable fields

Delta between source
event timestamp and

Age of data relative

o o
Timeliness to freshness SLA per 290% of records within

Layer 1 (all tiers)

graph node last-modified SLA
source system g
timestamp
Agreement rate for
' same logical Cross-system field Layer 2 597% for master data
Consistency  attribute across comparison for shared (ontology .
. o . . attributes
multiple source entity identifiers alignment)
systems
Inverse of duplicate  Deduplication pipeline
Uniqueness  record rate within output; entity resolution ~ Layer 3 Duplicate rate <0.5%
entity collections confidence distribution

In practice, this means three steps of the validation process, each of which occurs at a different stage of the
analytics life cycle. The first one is structural validation, which is applied at the lowest stage, namely, between
bronze and silver layers. It targets structural discrepancies, such as incorrectly formatted numbers or categorical
values. Profiling helps detect outliers, i.e., values that are structurally different from the rest of the data set. The
third step is reconciliation, which checks for conflicts between various systems. It applies mostly to records that
disagree with each other and require human intervention to resolve.

4.2. Scalability and Performance

Table 4 contains approximate performance benchmarks for major enterprise graph platforms. Real-world
deployments show Neo4j’s P95 latency for single-hop indexed property lookups on graphs with more than 100
billion nodes is less than 100 ms. For more realistic three-to-five hop queries over 10-50 billion node graphs,
Neptune’s P95 latency is between 200—800 ms. The decrease in throughput dominates beyond five hops. Latency
for practical graph applications should be kept below one second for complex Al-assisted queries, necessitating a
combination of all three optimization approaches. Query compilation can impose a maximum depth constraint on
traversals. The most frequently materialized subgraphs can be cached at query time. Finally, queries amenable to
single-hop indexed property lookups can be routed to use those paths while more involved multi-hop queries are
dispatched to the main graph.

Table 4. Graph Platform Comparison for Enterprise Deployment.

Graph Platform Best Fit Scale (Entities) Latency Profile Notes

Neodj Enterprise Deep link tra\{ersal, <100 B nodes <100.ms (single- Strong C?/pher query
complex queries hop, indexed) language; on-prem or cloud

Amazon Neptune Cloqd—natwe, 10-50 B nodes 200-800 ms (3-5  Gremlin and SPARQL;
elastic scale hop traversal) serverless variant available

. High-throughput Sub-second for Native parallel graph; strong

TigerGraph analytics at scale >100 B nodes GSQL patterns for real-time analytics
Audit-intensive, Mid-scale Higher overhead;  Verifiable data provenance

Fluree . . . .
compliance-heavy enterprise blockchain log via immutable ledger

The 3-5x overhead for hybrid query processing is not a constant factor but rather depends on how many hops
are processed. Two-hop queries have only a 2-3x overhead while queries with 5 hops on dense graphs approach
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the upper end of the range [19]. Real-world applications rarely process the absolute maximum number of hops.
Hybrid routing (Section 3.4) eliminates entire multi-hop queries from being processed by the multi-hop engine,
while caching the ten most frequent subgraphs along with domain-specific read replicas brings the overhead down
to 1.5-2x.

4.3. Privacy and Compliance

Privacy governance operates at two architectural levels. At the field level, differential privacy, formally defined
by Dwork et al. [34]. as e-differential privacy, where a mechanism M satisfies the guarantee if P(M(D) € S)/P(M(D")
€ S) < e* for any datasets D and D’ differing by a single record, bounds information leakage from aggregate query
responses. Enterprise graph deployments typically operate in the € range of 0.1-1.0 for statistical aggregate queries,
calibrated to data sensitivity classification, applying the Laplace mechanism for numeric aggregations.

While field-level differential privacy and k-anonymized graph views prevent the re-identification of
individuals from attribute data, graph structure can be exploited to identify sensitive subgraphs. Edge differential
privacy and k-anonymity are potential approaches to this problem, but both have implications for graph utility and
are subjects of ongoing research. The context graph architecture mitigates this issue by restricting query access to
subgraphs via the RBAC framework, thus reducing the inferential surface of the graph while maintaining utility
of graph patterns within administrative domains.

4.4. Legacy System Integration

The ability to reason about data from legacy line-of-business systems represents a critical requirement for
enterprises that adopt hybrid data architectures. Context graphs address this requirement from three angles. First,
at the protocol layer, REST endpoints and JDBC/ODBC wrappers expose transactional data as streams of events
consumable by Layer 1 graph connectors. Second, at the semantic layer, RZRML mappings express the
transformations from relational schema elements to Layer 2 concepts, thus avoiding the need to update legacy
databases. Third, at the deployment layer, a strangler fig pattern can be used to gradually introduce a context graph
into production with minimal risk to the enterprise.

4.5. Ontology Cost Mitigation

The ontology development is a demanding process shaped by domain complexity, conceptualization, evaluation,
and team expertise, familiarity with ontology languages and tools directly influences personnel costs [25]. It presents a
significant barrier to entry for mid-size enterprises. There are three reasons for this estimate to be lower for context
graphs: domain-specific language bootstrapping, minimal viable ontology scoping, and reuse of domain standards. Large
language models can be used to extract candidate entity types and relationships directly from domain-specific technical
documentation. This reduces ontology construction efforts to curating LLM outputs. Another factor in reducing the time
spent on ontology construction is minimal viable ontology scoping: by focusing initially on 50-100 entity types that
yield the best query recall, the value of the context graph is realized faster. Domain standards such as FIBO, SNOMED-
CT, Schema.org, and ISO 15926 [24] are often used as starting points for developing domain-specific ontologies.

LLM-assisted ontology development follows the same basic process [26]. A domain-specific prompt is
constructed from the technical documentation for the domain, and the LLM is tasked with extracting candidate
entity types, properties, and relationships. The output is typically a natural language description or JSON-LD code
blocks. The next step is for subject matter experts to review the candidate entities and relationships and remove
those incorrectly identified by the LLM and potentially add new ones. This step typically comprises the majority
of the effort, but even this is dwarfed by the effort of developing an ontology from scratch. In the third stage, the
reviewed candidate entities are formalized using OWL or SHACL with the help of PoolParty or Protégé. In the
final stage, the ontology is validated using a small set of sample data records, checking that all entities are correctly
classified and that all relationships are valid when traversed.

LLMs40L [26] performs the first ontology development step, while PoolParty or Protégé are used for the
third. The second step of reviewing incorrectly identified entities and adding new ones is the most labor-intensive
but can significantly reduce overall development costs. Relationships predicted with high confidence by the LLM
but incorrect in the target domain are the weak link in the process, and steps two and four actively seek to exploit
that weakness. In step two, a human reviewer attempts to find counterexamples for every relationship predicted
by the LLM.
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5. Published Deployment Analysis

The following analyses consider published context graph deployments across three enterprise domains for
comparison with the proposed reference architecture. As will become evident, the context graph design patterns
are prevalent in enterprise knowledge graph implementations due to the advantages they confer in deployment and
utilization. In terms of the methodology, the results of the context graph implementations cited below are presented
as third-party findings, with no independent performance benchmarking conducted for this research.

Some reviewers will read this as a limitation if they’re expecting prospective, hypothesis-driven
experimentation, and fair enough, that’s not what this is. What backs the architecture instead is validation at the
component level. ISO/IEC 25012 conformity data supports Layer 1. Layer 4’s GraphRAG performance is backed by
Edge et al. [7] and Xiang et al. [19]. The case studies that follow are real implementation details, not controlled
comparisons. A tighter evaluation would test query accuracy against held-out data, entity resolution against
manually curated gold-standard records, and end-to-end latency against complexity, once Layers 3 and 4 are
actually deployed.

5.1. Manufacturing: Technical Documentation Access

A multi-site manufacturing deployment [2] pulled 47 disparate first-party data sources into a single
knowledge graph, 200,000 entities and 21 million relationships. The problem it solved was concrete: engineers
were burning time hunting for technical documentation across a sprawl of data warehouses [1]. Before the
deployment, resolving a single equipment inquiry meant checking an average of 47 separate storage systems;
afterward, a natural language interface delivered maintenance procedures and design specs in seconds. The
deployment runs all five layers across a genuinely messy industrial data landscape, and it makes a clear point:
entity resolution quality is what actually drives query accuracy here, tracking the 73 to 94 percent range reported
elsewhere in industrial settings [31]. Documentation search time dropped in line with the 70 to 80 percent
improvement reported in the GraphRAG literature [7]. Layer 5’s natural language interface is what collapses those
47 systems into one access point; Layer 4’s GraphRAG then traverses equipment, maintenance, and design data
simultaneously to produce the answer.

5.2. Healthcare: Clinical Knowledge Graph Applications

There are two published clinical context graph deployments that demonstrate application of the reference
architecture in healthcare. SHEPHERD, a graph-powered few-shot learning for rare diseases application evaluated
on 465 patients from the Undiagnosed Diseases Network, improved diagnostic accuracy by 2x over unsupervised
approaches and was reported in NPJ Digital Medicine [28]. CardioKG links cardiac imaging data from 9584
participants (4280 with cardiovascular disease, 5304 controls) to genetic data from 18 biological databases to
discover novel gene-cardiovascular disease associations [35]. Both applications showcase the accuracy gains
enabled by domain-specific ontologies and first-party clinical data in training AI models. Additionally, both
highlight the importance of entity resolution in healthcare settings: incorrect patient-record linkage would result
in downstream analysis using erroneous data, making the <0.75 confidence threshold from Section 3.3 particularly
relevant to the healthcare domain.

5.3. Technology Sector: LinkedIn’s Economic Graph

The LinkedIn Economic Graph [27,36] connects over 875 million professionals, 59 million organizations,
39,000 skill types, and 30,000 educational institutions in a continuously updated first-party knowledge graph
derived from member profiles and interactions. The deployment demonstrates enterprise-scale Layer 3 and Layer
4 processing, as real-time updates to the economic graph from member interactions are technically feasible at
LinkedIn’s scale. A 2025 workforce analysis using the economic graph revealed that 70% of skills in most
occupations will be impacted by Al by 2030 [36]. This projection is enabled by the continuous graph updates from
first-party data that form the foundation of the economic graph.

LinkedIn’s Layer 1 implementation can be seen in the continuous updates to the economic graph from
member profiles, positions, and interactions. This is analogous to the CDC enterprise connector described in the
reference architecture. The Skills Taxonomy used to categorize the 39,000+ skills in the LinkedIn knowledge
graph represents Layer 2, and while it is maintained by a dedicated taxonomy team, this corresponds to the
ontology development process described in Section 3.2. Layer 3 operations at LinkedIn resolve member entity
duplication and discover professional relationships such as coworkers from first-party profile data. Finally, the Al
job recommendation and workforce intelligence products represent Layer 4 analytical capabilities, using the graph
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to recommend jobs based on members’ skills and experience. The member search functionality and the enterprise
Talent Insights API constitute Layer 5, with the latter providing graph-powered analytics to enterprise customers.
This deployment highlights the viability of all five context graph layers at an extremely large scale.

6. Discussion
6.1. Cross-Domain Patterns

The patterns discovered in the evaluation indicate that Layer 2 (ontology quality) and Layer 3 (entity
resolution confidence) are consistently the dominant factors in all 3 domains. This implies that the framework’s
ability to prevent incorrect equipment relations in the industrial domain has cross-domain benefits, enabling similar
quality assurance gains in the clinical and professional record linkage domains.

6.2. Framework Boundary Conditions

The framework is applicable when: (1) The organization has valuable proprietary relational data that needs
to be leveraged; (2) The queries require multi-hop reasoning; (3) The organization needs to pass audits by
demonstrating information provenance. It is not critical when: (1) The use case is purely content retrieval (standard
RAG is sufficient); (2) The response latency budget is below 100 ms; (3) The organization does not have resources
to dedicate to data stewardship for ontology development and maintenance.

6.3. Practical Adoption Threshold

An organization with fewer than 50,000 entities and simple querying needs would not be able to justify the
investment in the ontology within a reasonable timeframe. The framework is most valuable when the number of
entities reaches 200,000+, and the data stewards need to analyze relationships between entities from multiple sources.

7. Challenges and Limitations
7.1. Technical Challenges

Entity resolution accuracy presents the primary technical limitation, with most enterprise industrial applications
showing an average resolution accuracy between 73-94% depending on the domain and data quality [31]. The lower
end of this spectrum has serious implications for safety-critical applications—presenting incorrectly linked
information about aircraft maintenance or clinical records with 73% confidence would have unacceptable safety
risk. The confidence-tier governance policy described in Section 3.3 provides a partial solution by preventing low-
confidence resolutions from appearing in the graph, but does little to resolve the underlying accuracy limitations.

GraphRAG’s 3-5x memory consumption and computational budget overhead relative to standard RAG
approaches [19] also limits applicability in latency-critical applications. The hybrid query routing described in
Section 3.4 provides a serious workaround for mixed workloads, with production deployments seeing only 1.5—
2x overhead for standard RAG queries alongside graph-enhanced relational queries.

7.2. Organizational Challenges

Gartner estimates that over 40% of agentic Al and graph-powered initiatives will be cancelled by 2027, citing
“Increasing costs, unclear business value, and insufficient risk governance” as primary drivers [37]. Frontline data
stewards universally report that executive-level sponsorship, which can cut through organizational silos to secure
the information sharing and coordination permissions necessary for these frameworks to function, is the single
most important success factor. Ontology development is associated with significant challenges related to the
complexity of the domain, conceptualization, evaluation, and personnel. The level of knowledge of ontology
languages and tools affects the cost of personnel, while the complexity of analyzing, modeling, and validating
domains increases the time required for ontology development [25]. This represents a significant investment which
should be budgeted explicitly, rather than shoehorned into existing data governance responsibilities.

A staged deployment which demonstrates tangible value to the organization before enterprise-wide
deployment is strongly advised. The reduction of information retrieval time by 70-80% and hallucination rates by
85% seen in the published GraphRAG deployments [7] can provide vital momentum if effectively communicated
to the executive audience in terms of concrete benefits to specific workflows.
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7.3. Data Quality and Governance

First-party data quality in large enterprises is often substantially worse than the conditions assumed by
automated validation procedures. Legacy systems contain data entered according to inconsistent conventions, with
numerous undocumented schema updates, and records which predate modern governance policies. Gartner predicts
that 60% of Al initiatives launched in 2024 without proper data preparation will be cancelled by 2026 [38].
Enterprises should plan on a 3—6-month data readiness assessment and remediation phase per data source domain,
rather than attempting to perform both concurrently with production deployment. The medallion architecture
described in Layer 1 helps to mitigate this challenge, as Bronze tier records can be ingested for analysis while
simultaneous curation efforts improve data quality for Silver and Gold tier validation.

At the graph structure level, graph topology can sometimes be exploited to indirectly identify PII even when
direct fields have been removed. Field-specific differential privacy provides limited protection against this form
of de-anonymization. Edge differential privacy provides better protection but comes with substantial utility costs
to the graph, and is still an active area of research.

7.4. Operational Failure Modes

Aside from the performance characteristics described in the preceding section, the framework has several
failure modes that should be engineered against at the design stage rather than dealt with ad-hoc downstream.

Ontology divergence failure. As the source schemas evolve, the ontology codified in Layer 3 is only updated
when there is sufficient pressure from the domain specialists. This manifests in Layer 3 having entities that cannot
be resolved by the ingestion pipeline, which can be detected by an increasing proportion of records passing through
the manual resolution queue with confidence below 0.75. In practice, this indicates that the ontology has drifted
from the latest schema updates, and the resolution process has to be retrained with higher confidence thresholds
while the bronze ingestion tier keeps doing its job with the old ontology.

Graph poisoning via systematic resolution errors. Large-scale data ingestion errors result in substantial
garbage data being introduced into the system, for example, if the canonical equipment serial numbers are
mistakenly assigned to another set of equipment. This results in entire subgraphs being incorrectly linked to other
entities, which is usually caught by entity neighborhood resolution—one of the subgraphs will have significantly
more or different edge types than expected. Graph versioning practices help minimize the damage by reverting the
relevant subgraph to the state before ingestion—while the rest of the graph remains unaffected, downstream
processes receive only the correct data.

LLM response fabrication despite GraphRAG. While the use of GraphRAG significantly mitigates the
possibility of hallucination, there are scenarios where the retrieval process fails to collect sufficient evidence for
the response, prompting the LLM to utilize its internal knowledge to fill the gaps. This would most notably
manifest in responses generated from an insufficient traversal of the graph, for example, a context that fails to
include direct neighbors for any of the given entities. Ideally, such a scenario should be prevented by ensuring that
the traversal always returns a response with entities that have been resolved directly by the resolution process. In
practice, a response can be flagged by the absence of direct support from the evidence graph, with the response
provenance tracing back to fewer than, say, 5 entities. However, this would require additional engineering for the
RAG system to operate correctly. A simpler but less optimal approach would be to refuse to perform any synthesis
altogether when the evidence retrieved is insufficient, providing the user with the raw triples and prompting them
to perform additional filtering or resolution steps instead.

8. Future Directions
8.1. Agentic Al and Knowledge Graphs

Autonomous Al agents that can perform sets of related tasks require the ability to perform relational reasoning
about contextualized action-planning and outcome analysis to avoid failures. Knowledge graphs provide a natural
foundation for agentic Al because of their ability to encode prerequisite relationships, states of resources, and other
connections relevant to planning. Open research questions relate to confidence thresholds for autonomous action
in safety-critical contexts, graph boundary enforcement to avoid agentic hallucination, and encoding of action
consequence relationships to facilitate planning rather than merely post-hoc interpretation. Deloitte’s 2026
projections suggest organizations are set to adopt significantly more autonomous Al agents, but fewer than 20%
feel confident they have adequate oversight mechanisms in place [39].

Research Proposition 1: Confidence thresholds for autonomous, knowledge-graph-driven decisions in safety-
critical domains should be trained on steward-verified entity resolution outcomes using a Bayesian reliability
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model. Done right, this could hold unsafe autonomous actions under 1 percent while keeping automation coverage
above 80 percent.

8.2. Real-Time and Multi-Modal Knowledge Graphs

The focus of enterprise graph R&D efforts today is primarily on batch data processing. Real-time streaming
graph updates present interesting opportunities in the context of IoT or clinical monitoring data, especially for
manufacturing defect prediction [40]. Similarly, multi-modal graphs that combine structured records with imaging,
audio, and other sensor data are seeing renewed interest, with Zhu et al. surveying the current state of the practice
for multi-modal knowledge graphs [41]. Research questions relate to stream processing consistency models and
graph-level change detection rather than node-level properties.

Research Proposition 2: For loT-integrated graphs, the open question is which consistency model best trades
off tolerance for stale data against the overhead of keeping it fresh. Settling that needs a real benchmark comparison
of eventual, causal, and strong consistency on a production-scale IoT graph, not a theoretical argument.

8.3. Federated Knowledge Graphs

With limited exceptions, organizations are not positioned to share first-party knowledge graphs directly due
to regulatory and competitive forces. Federated approaches enable collaboration by allowing graphs to operate in
isolation but respond to common query protocols. Practical applications range from supply chain coordination to
clinical trials and multi-organization research [42]. Privacy-preserving query mechanisms, ontology versioning,
and governance incentives represent key research areas, with particular emphasis on approaches that allow
organizations to share information while bearing proportionate operational costs.

Research Proposition 3: Federated GraphRAG needs privacy-preserving traversal protocols that current
federated learning approaches don’t provide, especially across ontologies that different organizations manage
independently. Query-time ontology alignment combined with differential privacy looks promising; cross-
organizational GraphRAG on first-party graphs might land within 15 percent of centralized accuracy. The real
obstacle is experimental: designing a multi-hop benchmark that doesn’t leak sensitive data in the process.

Of the three, Proposition 1 matters most for safety-critical domains, Proposition 2 for time-sensitive loT
contexts, and Proposition 3 for multi-organization work like clinical trials and supply chains. There’s an ethics
angle worth naming too. Generative Al running over enterprise knowledge graphs risks encoding whatever
historical bias already sits in the data warehouse. Domain-specific graph embeddings could actually make this
worse. If maintenance crews for certain equipment types have historically been understaffed, the embeddings will
carry that pattern forward rather than correct it. Federated graph architectures add privacy mechanisms beyond
what field-level differential privacy alone covers, which really argues for continuous algorithmic auditing rather
than a one-time compliance check.

9. Conclusions

This paper has presented a five-layer reference architecture for context-aware knowledge graphs that can be
implemented on enterprise first-party data. The framework synthesizes concepts from knowledge graph
engineering, GraphRAG retrieval, data quality governance, and enterprise system implementation to specify a
solution that spans ingestion, curation, graph engineering, Al-augmented operations, and role-tailored applications
with appropriate safeguards. Analysis of published manufacturing, healthcare, and professional network
implementations provided evidence of concept validity and informed the specification of technology selection and
data governance guardrails.

The case study series highlighted the importance of ontology quality for downstream operations, especially
when incorporating foundational models, and the need for confidence tiering in entity resolution for safety-critical
domains. The three domains kept surfacing the same adoption barriers: data readiness and diminishing returns on
investment once initial ontology development and entity resolution quality are in place. Published results from
GraphRAG implementations showed consistent benefits for query performance (70-80% reduction in query time)
as well as hallucination prevention (85% reduction in irrelevant evidence compared to standard retrieval
approaches) [7]. This provides strong justification for investing in the proposed architecture when the required
data governance and ontology development prerequisites have been met.

The primary adoption barriers continue to be the initial 2000+ h investment in ontology development, entity
resolution quality (73—94% variance across domains), and the 3—5x computational overhead of GraphRAG [19].
The approaches described in the paper, namely large language model (LLM)-assisted ontology development,
confidence tiering of entity resolution, and hybrid query routing, reduce but do not eliminate these barriers. Across
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the case study organizations, those that invested in data governance and resolved entity resolution quality issues
saw faster ROI and reduced project attrition compared to those that attempted to adopt GraphRAG without these
safeguards in place.

While enterprise knowledge graphs are similar to other knowledge graph techniques in many respects, the
focus on first-party data emphasizes the role of domain-specific organizational data in graph construction. This is
critical for Al applications that require fine-grained operational, clinical, or transactional data not available through
general-purpose models. Increasing regulatory scrutiny of enterprise Al under GDPR, the EU Al Act, and industry-
specific regulations will make the enhanced data provenance tracking and access control features of the proposed
architecture a valuable governance asset in the medium term. Future work will focus on agentic Al governance in
knowledge graphs, real-time streaming graph updates for operational analytics, and federated approaches that
enable cross-organization coordination while preserving data privacy.
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