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Abstract: The ChaCha stream cipher is widely employed in both hardware and software
implementations. Although its security has been extensively studied through differential
and differential-linear cryptanalysis, its vulnerability to variants of differential cryptanal-
ysis remains largely unaddressed. This paper investigates the related-key boomerang
attack on the ChaCha permutation function. The boomerang attack leverages differential
analysis by decomposing the primitive into two sub-components, an approach that
proves particularly efficient in cases where identifying high-probability differentials over
the entire primitive is infeasible. The related-key boomerang attack incorporates four
distinct yet related keys alongside the input differentials to mount the attack. This paper
presents a related-key boomerang analysis of the ChaCha 6 and ChaCha 7 permutation
functions. Additionally, an attack algorithm targeting reduced-round variants of ChaCha
is presented, establishing a correlation among input differences, output differences,
and key-bit positions. Consequently, we propose a distinguisher for the ChaCha 6
permutation function with a data complexity of approximately 22.03. Furthermore, we
evaluate the ChaCha 7 variant and demonstrate that, for certain attack configurations, it
exhibits no detectable bias, thereby establishing a well-defined security boundary for
this attack.

Keywords: symmetric key cryptography; ChaCha permutation; related-key cryptanaly-
sis; boomerang cryptanalysis; differential cryptanalysis

1. Introduction

Differential cryptanalysis [1] was originally proposed to study the security of the DES [2] block cipher.
Subsequent research introduced several variants of differential cryptanalysis, including truncated differentials [3],
impossible differentials [4], related-key attacks [5], and boomerang attacks [6]. The boomerang attack treats the
cipher E as a cascade composition E = E0 · E1. It combines the differentials of the sub-ciphers E0 and E1 into
a unified differential to distinguish the entire cipher E using adaptively chosen plaintexts and ciphertexts. The
boomerang attack demonstrates that the absence of a high-probability differential over the full cipher E does not
guarantee security against differential cryptanalysis. Researchers have introduced several variants of the boomerang
attack, including the related-key boomerang and rectangle attacks [7], the retracing boomerang attack [8], and the
amplified boomerang attack [9]. The related-key differential attack assumes that the attacker controls the key-bit
differences, plaintexts, and ciphertexts.

The related-key boomerang attack combines related-key differentials with the boomerang framework. According
to [10], the related-key attack enables the exploitation of high-probability related-key differentials in the sub-ciphers
E0 andE1 across both components. The related-key boomerang attack is generally more effective than other combined
attack strategies, such as the related-key impossible differential attack [11] and the related-key differential-linear
attack [12].

Nevertheless, the ChaCha stream cipher [13] has been extensively studied against differential and differential-
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linear attacks, as shown in Tables 1 and 2. However, no study has examined its security against variants of differential
cryptanalysis, such as the related-key boomerang attack. This gap may expose potential vulnerabilities in the
underlying permutation. For instance, COCONUT98 [14] was initially shown to be resistant to standard differential
cryptanalysis, yet was later compromised by the boomerang attack.

Table 1. Comparison of attacks on ChaCha 6.

Method (Model) Rounds Time Data Ref.

Diff. Distinguisher (Stream) 6 2116 2116 [15]

Diff. Distinguisher (Stream) 6 251 251 [16]

Diff. KR (Stream) 6 2139 230 [17]

Diff. KR (Stream) 6 2127.5 237.5 [15]

Diff. KR (Stream) 6 277.4 258 [18]

Diff. KR (Stream) 6 2136 228 [19]

Amplified Boomerang (Stream) 6 236 236 [20]

RK Boomerang (Perm.) 6 ≈22.03 ≈22.03 This work
* All prior attacks in this table target the ChaCha stream cipher, whereas this work targets the ChaCha permutation function.
This comparison is intended to survey existing studies, not to directly compare with our attack.

Table 2. Comparison of attacks against ChaCha 7.

Method (Model) Rounds Time Data Ref.

Diff. Distinguisher (Stream) 7 2224 2224 [16]

Diff. Distinguisher (Stream) 7 2214 2214 [21]

Diff. Distinguisher (Stream) 7 2207 2207 [22]

Diff. Distinguisher (Stream) 7 2166.89 2166.89 [23]

Diff. Distinguisher (Stream) 7 2120.9 2120.9 [24]

Diff. Distinguisher (Stream) 7 2122.5 2122.5 [25]

Diff. KR (Stream) 7 2248 227 [17]

Diff. KR (Stream) 7 2237.7 296 [15]

Diff. KR (Stream) 7 2230.86 248.8 [18]

Diff. KR (Stream) 7 2221.95 248.83 [26]

Diff. KR (Stream) 7 2231.63 249.58 [27]

Diff. KR (Stream) 7 2210.3 2103.3 [28]

Diff. KR (Stream) 7 2206.8 2110.81 [23]

Diff. KR (Stream) 7.25 2254.01 251.81 [29]

Amplified Boomerang (Stream) 7 235.9 235.9 [20]

RK Boomerang (Perm.) 7 - Bound Found This work
* All prior attacks in this table target the ChaCha stream cipher, whereas this work targets the ChaCha permutation function. This
comparison is intended to survey existing studies, not to directly compare with our attack.

ChaCha is known to resist conventional differential attacks up to 3.5 rounds. Existing studies have employed
differentials spanning either 3 or 3.5 rounds in combination with 2.5 or 3 rounds of linear approximation to attack
ChaCha 6, ChaCha 7, and ChaCha 7.5 as reported in Tables 1 and 2. Despite nearly fifteen years of cryptanalytic
effort, these attacks have remained limited in scope. A recent study [30,31] extensively documented the attacks of
the preceding fourteen years, all of which were either differential or differential-linear in nature. Aumasson [32] also
noted this trend, characterising it as applying the same technique with progressively refined analysis, and suggested
adopting ChaCha 8 in place of ChaCha 20 to improve performance without compromising security. This observation
highlights a new avenue for the cryptanalysis of ChaCha, aimed at deepening the understanding of its security
properties and potential vulnerabilities under different adversarial models.

It is important to note that, while the prior works listed in Tables 1 and 2 primarily target the ChaCha stream
cipher, the present work targets the ChaCha permutation function. This stronger adversarial model admits lower
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data complexity, thereby providing insight into the structural properties of the permutation itself, rather than those of
the mode of operation. The structure of ChaCha remains unchanged in the proposed adversarial model.

The effectiveness and versatility of the related-key boomerang attack [10], together with [33] work on KATAN32/48/64,
motivated the present work to investigate the related-key boomerang attack and present novel attacks on ChaCha 6 and
ChaCha 7. Both theoretical and experimental analyses are conducted to evaluate the results comprehensively.

2. Contributions

In this paper, we present a related-key boomerang attack on the ChaCha permutation function. We define an
attack strategy for selecting key-bit and output differential positions, and establish a distinguisher for ChaCha 6 and
ChaCha 7.

Outline of the Paper

This paper is organised as follows. Section 3 introduces the structure of the ChaCha permutation, the notation
and abbreviations employed, an overview of existing studies, and an explanation of the boomerang and related-key
boomerang attacks. Section 4 presents the proposed attacks and the corresponding results for ChaCha 6 and
ChaCha 7. Section 5 concludes the paper and discusses directions for future research.

3. Preliminaries

This section provides an overview of the ChaCha stream cipher and introduces the notation and abbreviations
used throughout this paper. In addition, the relevant research background is summarised in Tables 1 and 2. The
methods underlying the proposed attack are also presented.

3.1. ChaCha Permutation vs. Stream Cipher

It is crucial to distinguish between the ChaCha Stream Cipher and the Permutation.
• Stream Cipher Mode: The input state X(0) is constructed from a 256-bit Key, 64-bit Nonce, 64-bit Counter,

and 128-bit Constants. The attacker controls only the Nonce and Counter.
• Permutation Mode: The attacker has full control over the 512-bit initial state X(0). In this work, we treat the

traditionally defined ”Key” words simply as part of the editable input state. This model evaluates the pure
structural security of the permutation P .
Because the permutation-level adversary considered in this work strictly subsumes the capabilities of a

stream-cipher adversary (the latter can vary only the nonce and counter, a small subset of the full 512-bit input),
a distinguisher obtained under the stronger model bounds the structural resistance of the ChaCha permutation
itself, but does not by itself imply a corresponding attack against ChaCha when used as a stream cipher. In the
stream-cipher construction, the keystream is computed as Z = X(0)+X(R), so an attacker who cannot freely choose
X(0), and in particular the key words, observes only a feed-forward-masked version of the internal permutation
difference. The complexities reported in this paper should therefore be read as characterising the security margin of
the ChaCha permutation as a structural primitive, rather than as a direct claim about the practical security of the
ChaCha stream cipher. This is also why the comparisons in Tables 1 and 2 are presented as background context on
the existing literature rather than as a head-to-head ranking against prior stream-cipher results.

3.2. ChaCha Stream Cipher

The ChaCha stream cipher works through the following three steps to generate a keystream block of 16 words,
with each word having a size of 32 bits:

Step 1. To generate a 512-bit key stream, the ChaCha initial state matrix X(0) of order 4 × 4 is initialized
from a 256-bit secret key k = (k0, k1, . . . , k7), a 128-bit initial vector v = (v0, v1, v2, v3), and four constants
c = (c0, c1, c2, c3), such that c0 = 0x61707865, c1 = 0x3320646e, c2 = 0x79622d32, and c3 = 0x6b206574.
After initialization, we get the following initial state matrix:

X(0) =


x
(0)
0 x

(0)
1 x

(0)
2 x

(0)
3

x
(0)
4 x

(0)
5 x

(0)
6 x

(0)
7

x
(0)
8 x

(0)
9 x

(0)
10 x

(0)
11

x
(0)
12 x

(0)
13 x

(0)
14 x

(0)
15

 =


c0 c1 c2 c3

k0 k1 k2 k3

k4 k5 k6 k7

v0 v0 v1 v2

 .

Step 2. The round function of ChaCha consists of four simultaneous computations of the quarterround
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function. According to the procedure, a vector (x(r)
a , x

(r)
b , x

(r)
c , x

(r)
d ) in the internal state matrix X(r) is updated by

sequentially computing the following:

x
(r)
a′ = x(r)

a + x
(r)
b

x
(r)
d′ = x

(r)
d ⊕ x

(r)
a′

x
(r)
d′′ = x

(r)
d′ ≪ 16

x
(r)
c′ = x(r)

c + x
(r)
d′′

x
(r)
b′ = x

(r)
b ⊕ x

(r)
c′

x
(r)
b′′ = x

(r)
b′ ≪ 12

x(r+1)
a = x

(r)
a′ + x

(r)
b′′

x
(r)
d′′′ = x

(r)
d′′ ⊕ x(r+1)

a

x
(r+1)
d = x

(r)
d′′′ ≪ 8

x(r+1)
c = x

(r)
c′ + x

(r+1)
d

x
(r)
b′′′ = x

(r)
b′′ ⊕ x(r+1)

c

x
(r+1)
b = x

(r)
b′′′ ≪ 7

(1)

For odd rounds, called columnrounds, the quarterround function is applied to the following four column
vectors: (x(r)

0 , x
(r)
4 , x

(r)
8 , x

(r)
12 ), (x(r)

1 , x
(r)
5 , x

(r)
9 , x

(r)
13 ), (x(r)

2 , x
(r)
6 , x

(r)
10 , x

(r)
14 ), and (x

(r)
3 , x

(r)
7 , x

(r)
11 , x

(r)
15 ). For even-

numbered rounds, which are called diagonalrounds, the quarterround function is applied to the following four
diagonal vectors: (x(r)

0 , x
(r)
5 , x

(r)
10 , x

(r)
15 ), (x(r)

1 , x
(r)
6 , x

(r)
11 , x

(r)
12 ), (x(r)

2 , x
(r)
7 , x

(r)
8 , x

(r)
13 ), and (x

(r)
3 , x

(r)
4 , x

(r)
9 , x

(r)
14 ).

Step 3. A 512-bit keystream block is computed as Z = X(0) +X(R), where R is the last round. The original
version of ChaCha has R = 20 rounds, and the ChaCha20/R denotes the reduced-round version.

The round function of ChaCha is reversible. In other words, an input vector (x(r+1)
a , x

(r+1)
b , x

(r+1)
c , x

(r+1)
d ) in

the internal state matrix X(r+1) is backdated by sequentially computing the following:

x
(r)
b′′′ = x

(r+1)
b ≪ 25, x

(r)
b′′ = x

(r)
b′′′ ⊕ x(r+1)

c , x
(r)
c′ = x(r+1)

c − x
(r+1)
d ,

x
(r)
d′′′ = x

(r+1)
d ≪ 24, x

(r)
d′′ = x

(r)
d′′′ ⊕ x(r+1)

a , x
(r)
a′ = x(r+1)

a − x
(r)
b′′ ,

x
(r)
b′ = x

(r)
b′′ ≪ 20, x

(r)
b = x

(r)
b′ ⊕ x

(r)
c′ , x(r)

c = x
(r)
c′ − x

(r)
d′′ ,

x
(r)
d′ = x

(r)
d′′ ≪ 16, x

(r)
d = x

(r)
d′ ⊕ x

(r)
a′ , x(r)

a = x
(r)
a′ − x

(r)
b

(2)

3.3. Differential Cryptanalysis

Biham and Shamir introduced differential cryptanalysis [1] as a systematic method for analysing the security
of DES [2]. This approach subsequently became a prominent technique for evaluating the security of various
cryptographic primitives. Differential cryptanalysis is a statistical chosen-plaintext attack that exploits differences
between plaintext pairs and their corresponding ciphertext pairs. More precisely, it aims to utilise the effect of an
input difference (ID) over n rounds to determine the probability of a particular output difference. Consider an
iterative cipher E : {0, 1}n × {0, 1}k → {0, 1}n consisting of r rounds. An r-round differential characteristic with
probability p for a cipher E is defined as follows: given an initial ID denoted α, such that X ⊕X ′ = α, there exists
a probability p that the resulting output difference (OD) after r rounds satisfies X(r) ⊕X ′(r) = β. Formally,

Pr
(
X(r) ⊕X ′(r) = β | X(0) ⊕X ′(0) = α

)
= p,

which is compactly denoted as α→ β.

3.4. Related-Key Attack

As discussed in Section 3.3, differential attacks analyse the difference between a plaintext difference ∆P (or α)
and a ciphertext difference ∆C (or β), such that

Pr
P,K

[
EK(P )⊕ EK(P ⊕∆P ) = ∆C

]
,

where the probability p deviates from that of a random permutation, that is, it is either anomalously high or zero [4]. A
related-key differential cryptanalysis [5] is characterised by a triplet comprising a plaintext difference α, a ciphertext
difference β, and a key difference ∆K, such that

Pr
P,K

[
EK(P )⊕ EK⊕∆K(P ⊕∆P ) = ∆C

]
,

where the probability p deviates from that of a random permutation, namely when it is either anomalously high
or zero [4]. Keys bearing special structural relationships are employed to encrypt the plaintexts. The attacker is
assumed to know the relationship between the two keys, but not the keys themselves. The attacker then exploits
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the resulting ciphertexts to recover the keys. In this paper, the XOR difference is employed to relate the keys, i.e.,
K ⊕ λ = ∆K.

3.5. The Boomerang Attack

Wagner introduced the boomerang attack [6] as a technique to demonstrate that the absence of extended
high-probability differentials does not guarantee a cipher’s security against differential cryptanalysis. The motivation
for the boomerang attack is evident, as in many ciphers it is more straightforward to search for short differentials with
high probability than for a long differential with low probability. The concept involves encrypting two plaintexts
with a single-bit difference through the cipher, introducing a single-bit difference in the resulting ciphertext, and
studying their return path (see Figure 1). The second differential within the cipher connects the differentials
between the upper and lower parts of the cipher, allowing the attack to be mounted. We assume that a cipher
E : {0, 1}n × {0, 1}k → {0, 1}n can be described as E = E1 · E0, where E0 exhibits a differential characteristic
α

p−→ β and E1 exhibits a differential characteristic γ
q−→ δ. As depicted in Figure 1, the existence of δ is guaranteed

by the condition pq ≥ 2−n/2. Algorithm 1 enables the differentiation of the cipher E from a random permutation.
In the case of a random permutation, the probability of occurrence of step 7 in Algorithm 1 is 2−n/2, where n is the
block size. In contrast, for a cipher E, the attack can be executed simultaneously for all possible values of β and γ,
as long as the condition β ̸= γ is satisfied. Consequently, a right quartet for E is encountered with a probability of
no less than (pq)2, where

p =

√√√√∑
β

2
Pr[α→ β], q =

√√√√∑
γ

2
Pr[γ → δ].

In the context of the boomerang process described in Algorithm 1, the target cipher E can be distinguished
from a random oracle given O((pq)−2) adaptively chosen plaintexts and ciphertexts, where pq ≫ 2−n/2 [10].

Algorithm 1 The Boomerang Distinguisher Attack Algorithm [8]
Input: The initial states (X1, X2) with input difference α
Output: Identification of the cipher E or a random permutation

1: Initialize a counter ctr← 0
2: Generate (pq)−2 unique plaintext pairs (X1, X2) with input difference α
3: for all pairs (X1, X2) do
4: Ask for the encryption of (X1, X2) to (C1, C2)
5: Compute C3 = C1 ⊕ δ and C4 = C2 ⊕ δ
6: Ask for the decryption of (C3, C4) to (X3, X4)
7: if (X3 ⊕X4) = α then
8: Increment ctr
9: end if

10: end for
11: if ctr ≥ 1 then
12: Return: This is the cipher E
13: else
14: Return: This is a random permutation
15: end if

X1

X2 X4

X3

Y1

Y2 Y4

Y3

Z1

Z2

Z3

Z4

E0

E0

E1

E1

E−1
1

E−1
1

E−1
0

E−1
0

α

β

δ

δ

γ

γ

β

α

Figure 1. A schematic of the basic boomerang attack.
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3.6. Related-Key Boomerang Attack

The related-key boomerang attack [5] employs the key difference λ alongside the plaintext difference. To
illustrate, consider the differential α E0−→ β with a key difference λ1 and probability p̂, and the differential γ E1−→ δ

with a key difference λ2 and probability q̂. A related-key boomerang distinguisher can be constructed using the
plaintext differences α

E0−→ β and γ
E1−→ δ, together with four secret but related keys. The keys are defined as

follows: K1, K2 = K1 ⊕∆K0, K3 = K1 ⊕∆K1, K4 = K1 ⊕∆K0 ⊕∆K1, or alternatively expressed in terms
of λ1, λ2, λ3. The attacker may employ multiple differentials for E0 and E1; however, this is subject to the stringent
requirement that all related-key differentials used in E0 share the same key difference ∆K0 and the same input
difference α. Moreover, the related-key differentials employed in E1 must share the same key difference ∆K1 and
the same output difference δ. Algorithm 2 can distinguish between a cipher and a random permutation. For a
random permutation, the condition X3 ⊕X4 = α in Algorithm 2 occurs with probability 2−n. The probability
that the condition X3 ⊕X4 = α is satisfied for a cipher E is established by [10] as follows: consider a quartet
(X1, X2, X3, X4) constructed by Algorithm 2; we have

Pr[X3 ⊕X4 = α] =
∑

β1⊕β2⊕γ1⊕γ2=0

Pr[α
E0−−−−→

∆Kab

β1] · Pr[α
E0−−−−→

∆Kab

β2]

· Pr[γ1
E1−−−−→

∆Kac

δ] · Pr[γ2
E1−−−−→

γ2Kab

δ] (3)

In particular,

Pr[X3 ⊕X4 = α] ≥ (p̂q̂)2 (4)

where

p̂ =

√√√√∑
β′

Pr

[
α

E0−−−−→
∆Kab

β′
]2

, q̂ =

√√√√∑
γ′

Pr

[
γ′ E1−−−−→

∆Kac

δ

]2

.

If p̂q̂ > 2−n/2, then the likelihood of the event X3 ⊕X4 = α occurring is greater for the set E compared to a
random permutation. In other words, we anticipate more quartets for E.

Algorithm 2 The Related-key Boomerang Distinguisher Algorithm
Input: The initial states (X1, X2) with input difference α and key difference λ1
Output: Obtaining related-key boomerang distinguisher

1: Initialize a counter ctr← 0.
2: Generate (pq)−2 unique plaintext pairs (X1, X2) with an input difference α and key difference λ1.
3: for all pairs (X1, X2) do
4: Encrypt the X1 with K1 and X2 with K2 = K1 ⊕∆K0 to obtain (C1, C2).
5: Compute C3 = C1 ⊕ δ and C4 = C2 ⊕ δ.
6: Decrypt C3 with K3 = K1 ⊕∆K1 to X3 and C4 with K4 = K1 ⊕∆K0 ⊕∆K1 to X4.
7: if X3 ⊕X4 = α then
8: Increment ctr
9: end if

10: end for
11: if ctr ≥ 1 then
12: Return: This is the ChaCha Permutation.
13: else
14: Return: This is a random permutation.
15: end if

4. The Related-Key Boomerang Attack on the ChaCha Permutation Function

Considering the structure of ChaCha and the related-key boomerang attack framework, it is essential to mount
the attack with a careful and selective strategy. The attack is divided into two phases. In the first phase, the positions
of attack (i.e., ID, OD, and key-bit positions) are identified. In the second phase, Algorithm 3 is developed and
executed based on the results of the first phase. It should be noted that, in the context of attacking the ChaCha
permutation function, the adversary is granted access to the full 512-bit input. As the attack exploits differences
involving key-bit positions within the ChaCha matrix in conjunction with the ID, we adopt the terminology of a
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related-key attack. Nevertheless, since the attack operates at the permutation level rather than the stream cipher level,
the related-input attack may be considered equally valid. Please refer to Figure 2.

X1

X2 X4

X3

Y1

Y2 Y4

Y3

Z1

Z2

Z3

Z4

E0

E0

E1

E1

E−1
1

E−1
1

E−1
0

E−1
0

α

β

δ

δ

γ

γ

β

α

λ1

λ3

λ2

K1

K2

K3

K4

Figure 2. A schematic of the basic related-key boomerang attack.

4.1. Attack Points Selection Phase

In this section, the ChaCha stream cipher structure is used to identify the ID, OD, and key-bit positions for
the related-key part of the attack. The ChaCha stream cipher algorithm provides 128 ID positions, 256 key-bit
positions, and 512 OD positions for selection. More precisely, for every single ID position, there are 256 possible
key-bit positions and 512 potential OD positions to choose from. As ChaCha is based on an Addition, Rotation, and
XOR (ARX) structure, forming a difference distribution table (DDT) is not feasible. Given ChaCha’s non-linearity
and diffusion properties, a single-bit input difference in the key or IV may cause numerous output differences.
In [10], the author employed key structures to mitigate the impact of this occurrence on the differentials. In the
present work, the concept of the neutrality measure is adopted, as it is an effective method for measuring the impact
of key-bits on the ciphertext within the current ChaCha research domain. Although the neutrality measure was
originally introduced in the context of differential attacks on ChaCha [17], it serves as a natural selection criterion
in the related-key boomerang framework. As noted above, the DDT is not feasible for ARX-based ciphers, and
ChaCha’s lack of a key schedule further eliminates key schedule analysis as an alternative. The neutrality measure
therefore provides the most practical and justified means of identifying key-bit positions.

The neutrality measure analyses how much each key-bit in ChaCha influences the final output OD. This
influence is quantified by the neutrality measure, ranging from 0 to 1. Bits with higher neutrality measures contribute
less to the overall change in OD, thereby revealing their diminished significance in the output of ChaCha. This
insight is valuable in cryptanalysis, as attackers can prioritise manipulating bits with lower impact, potentially
simplifying their attack strategies. The neutrality measure is further utilised to identify input bits that have a
limited propagation effect on the state, thereby slowing down the avalanche effect and maintaining high-probability
differential characteristics for more rounds. For further details on neutrality measures, refer to [17,29].

In addition, the OD positions that are least affected by the ID and key-bit positions are identified. For this
purpose, Algorithm 4 from [29] is executed and the results are presented as follows. To pinpoint the exact positions
of ID, key-bits, and OD, the effect among an ID, 256 key-bits, and 512 potential OD positions is evaluated. This
analysis was conducted for both r = 3 and r = 3.5, please refer to Table 3. It was found that the key-bit positions
159, 191, 223, 255, or equivalently K8[31],K9[31],K10[31],K11[31], representing the least significant bits of the
aforementioned key-word positions, had minimal impact on OD (refer to Table 4). Consequently, these positions
were selected as key-bit positions to flip for the related-key part of the attack. Additionally, for the OD positions at
r = 3, the positions Y (3)

4 [0], Y (3)
5 [0], Y (3)

6 [0], Y (3)
7 [0] were the least affected OD positions by the key-bits, while for

r = 3.5, the positions Y (3.5)
8 [0], Y (3.5)

9 [0], Y (3.5)
10 [0], Y (3.5)

11 [0] were the least impactedOD positions by the difference
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in IV and key-bit positions (refer to Table 4). Based on these findings, the positions identified above were selected as
attack points to execute the related-key boomerang attack on ChaCha. The standard ChaCha constants (c0 . . . c3)
are used across all experiments to ensure applicability to the standard permutation definition. Figure 3 depicts the
distribution of the key-bit neutrality measure for r = 3 and r = 3.5 intermediate rounds. As shown in Figure 3, the
distribution of the key-bit impact on the ciphertext remains consistent regardless of the number of rounds. This is
attributed to the inverse quarter-round of the ChaCha stream cipher (see Equation (2)).

Algorithm 3 Experimental Verification of Related-Key Boomerang Probability
Input: The initial states (X1, X2) with an ID α and a keybit difference λ
Output: Verification of the boomerang distinguisher probability
Note: This algorithm describes the white-box verification process.

1: Initialize counters ctr1 ← 0, ctr2 ← 0 ctr3 ← 0, and ctr4 ← 0
2: for all pairs (X1, X2) do
3: Initiate X

(0)
1 and X

(0)
2 = X

(0)
1 ⊕∆

(0)
i [j].

4: Encrypt X1 with K1 and X2 with K2 where K2 = K1 ⊕∆K0 to obtain Y1 and Y2 using ChaCha E0.
5: if Y1 ⊕ Y2 = β then
6: Increment ctr1
7: end if
8: Encrypt the Y1 and Y2 with ChaCha E1 to get Z1 and Z2.
9: Compute Z3 = Z1 ⊕ δ ⊕ λ1 and Z4 = Z2 ⊕ δ ⊕ λ1 ⊕ λ2

10: Decrypt the Z3 and Z4 with ChaCha E−1
1 .

11: if Y1 ⊕ Y3 = α, Y2 ⊕ Y4 = α, and Y3 ⊕ Y4 = β. then
12: Increment ctr2 ctr3, and ctr4, respectively.
13: end if
14: end for
15: if ctr ≥ 1 then
16: Return: Valid Distinguisher Found
17: else
18: Return: No Distinguisher
19: end if

Algorithm 4 Computing OD bit with best neutral measure [29]
Require: Random(X,X ′, Z, Z ′)
Ensure: The OD bit with best neutral measure

1. Generate random keywords k = (k0, . . . , k7).

2. Decide the single ID ∆
(0)
i [j] position, and generate random v = (v0, v1) and t = (t0, t1), initiate X(0) and

X ′(0) = X(0) ⊕∆
(0)
i [j].

3. From (X(0), X ′(0)), compute (X(r), X ′(r)) and (X(R), X ′(R)).

4. From (X(r), X ′(r)) compute OD ∆
(r)
p [q] = X

(r)
p [q]⊕X

′(r)
p [q] for all possible p and q.

5. From (X(R), X ′(R)) obtain the keystream Z = X(0) +X(R) and Z ′ = X ′(0) +X ′(R).

6. Complement a key bit κ (κ ∈ {0, . . . , 255}) and compute X
(0) and X ′(0) from initial states (X(0), X ′(0)).

7. Compute (Y (r), Y ′(r)) with Z −X
(0) and Z ′ −X ′(0) as inputs to the inversed round function of ChaCha.

8. Derive Γ
(r)
p [q] = Y

(r)
p [q]⊕ Y

′(r)
p [q] for all possible choices of p and q.

9. Increment the sum for each p, q, and κ only if ∆(r)
p [q] = Γ

(r)
p [q].

10. Divide the sum of ∆(r)
p [q] = Γ

(r)
p [q] by key trail and ID samples to get the probability.
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Figure 3. Distribution of keybits neutrality measure.

Table 3. The keybits neutrality measure.

Internal Rounds Keybit Position Average Neutral Measure

r = 3

159 0.662237799
191 0.662253018
223 0.662239797
255 0.662243926

r = 3.5

159 0.362119217
191 0.362123078
223 0.362120682
255 0.362121207

Table 4. The OD positions with highest average neutrality measure.

Internal Rounds OD Average Neutral Measure

r = 3

Y
(3)

4 [0] 0.648515617
Y

(3)
6 [0] 0.648516008

Y
(3)

7 [0] 0.648516234

r = 3.5

Y
(3.5)

8 [0] 0.382019633
Y

(3.5)
9 [0] 0.382027766

Y
(3.5)

10 [0] 0.382022637
Y

(3.5)
11 [0] 0.382026773

4.2. Mounting the Attack

After completing 3.5 rounds, ChaCha becomes more resilient against conventional differential attacks, making
it an attractive target for the boomerang attack and its variants. The differential properties of ChaCha’s smaller
components, comprising either 3 or 3.5 rounds, are analysed accordingly. In the case of ChaCha 6, it is divided into
two sub-ciphers, each containing 3 rounds, and their respective differences are merged. Likewise, for ChaCha 7,
it is partitioned into two sub-ciphers comprising 3.5 rounds each, and their respective differentials are combined
to mount a distinguisher. However, splitting ChaCha’s sub-ciphers beyond 3.5 rounds may lead to unreliable bias.
Hence, a restriction is enforced on the subdivision of sub-ciphers, limiting it to a maximum of 3.5 sub-rounds to
ensure accuracy and reliability of the analysis.
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Algorithm 3 outlines the steps involved in the related-key boomerang attack. Initially, the attack employs
α→ β as a difference in the initialisation vector (IV) and ∆K9[31] or λ1 as a key difference prior to encrypting
(X1, X2) by E0. Subsequently, it utilises γ → δ along with λ2, λ3, λ4 as differences in key-bits prior to decryption
by E−1

1 . The detailed attack procedure is described as follows. Let X(0)
1 and X

(0)
2 be two initial states with a

single-bit difference in IV, such that X(0)
1 ⊕X

(0)
2 = ∆X12[0] and X

(0)
1 ⊕X

(0)
2 = ∆X9[31] (i.e., key-bit 191) as

differences in IV and key-bits. After encrypting X
(0)
1 and X

(0)
2 by the first half of the cipher E0, two new states Y1

and Y2 are obtained, respectively. Using the differential characteristic of E0, we have

Y1 ⊕ Y2 = β (5)

For Equation (5), the possible 512-bit OD positions are narrowed down based on the analysis presented in
Section 4.1. For ChaCha 6, Equation (5) is examined for the OD positions ∆Y

(3)
4 [0], ∆Y

(3)
6 [0], and ∆Y

(3)
7 [0]. The

corresponding probabilities are presented in Table 5. Similarly, for ChaCha 7, Equation (5) is assessed for the
OD positions ∆Y

(3.5)
8 [0], ∆Y

(3.5)
9 [0], ∆Y

(3.5)
10 [0], and ∆Y

(3.5)
11 [0], with their corresponding probabilities shown in

Table 6. The results produced by the E0 cipher are retained to match the differentials with the outcomes from E−1
1 .

For both ChaCha 6 and ChaCha 7, Equation (5) holds with probability p. The intermediate states Y (r)
i [j] are then

encrypted by the E1 sub-cipher to obtain Z1 and Z2. Subsequently, the new states to be input into E−1
1 are computed

and the subsequent operations are performed.

Z3 = Z1 ⊕ δ ⊕ λ2 (6)
Z4 = Z2 ⊕ δ ⊕ λ1 ⊕ λ2 (7)

where δ = ∆Z12[0], representing the difference used to form the new states Z3 and Z4, and λ1 = ∆Z9[31] and
λ2 = ∆Z10[31] are the related-key differences. Next, we input the sub-cipher Z3 and Z4 to E−1

1 to obtain Y3 and Y4.
Equation (8) must be satisfied to compute the related-key boomerang probability.

(Y1 ⊕ Y3 = γ) ∧ (Y2 ⊕ Y4 = γ) (8)

The Equation (8) occurs with a q̂2 probability. If both Equations (5) and (8) occur, it will result in Y3⊕ Y4 = β.
We can express this as:

Y3 ⊕ Y4 = (Y2 ⊕ Y4)⊕ (Y1 ⊕ Y3)⊕ (Y2 ⊕ Y1) = γ ⊕ γ ⊕ β = β (9)

Therefore, according to the differential characteristic of E0, we deduce that X3 ⊕X4 = α with a probability of
p̂. Assuming these events are independent (which we confirmed via experimental verification), we can thus state:

Pr[X3 ⊕X4 = α | X(0)
1 ⊕X

(0)
2 = α] = p̂2q̂2. (10)

To validate this independence assumption, we compared, over the 240 trials described in Section 4.2, the
empirically observed joint probability Pr[X3 ⊕ X4 = α ∧ Y1 ⊕ Y2 = β], obtained directly from the counters
ctr2–ctr4 recorded by Algorithm 3, against the value predicted under independence, p̂2q̂2, computed from the
individually measured biases in Tables 5 and 6.

Table 5. The related-key boomerang attack probability for ChaCha 6.

Intermediate
OD p̂∗

1 p̂∗
2 q̂∗

1 q̂∗
2 p̂∗2q̂∗2 Data

Complexity

∆X4[0](3) 0.49999 0.500001 0.984138 0.015862 0.0039029 ≈28

∆X6[0](3) 0.500001 0.500001 0.988814 0.988814 0.244439 ≈22.03

∆X7[0](3) 0.500001 0.5 0.50000 0.50000 0.0625002 ≈24

Table 6. The related-key boomerang attack probability for ChaCha 7.

Intermediate
OD p̂∗

1 p̂∗
2 q̂∗

1 q̂∗
2 p̂∗2q̂∗2 Data

Complexity

∆X8[0](3.5) 0.500001 0.5 0.5 0.5 0.0625 ≈24

∆X10[0](3.5) 0.49999 0.49999 0.5 0.5000005 0.0624 ≈24
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On the Independence Assumption

The related-key boomerang probability Pr[X3 ⊕X4 = α] = p̂2q̂2 used throughout this paper rests on one
simplifying assumption: that the differential behaviour of the first sub-cipher E0 and the differential behaviour of the
second sub-cipher E1 do not influence one another. In plain terms, once the intermediate states satisfy Y1 ⊕ Y2 = β

with probability p̂, we assume that whether E1 (and its inverse) subsequently produces the required difference γ

with probability q̂ does not depend on how that particular β was reached inside E0. The two halves behave like
two separate coin flips rather than two linked ones. This is exactly the assumption underlying Wagner’s original
boomerang construction [6], where the distinguishing probability is likewise computed as (pq)2 by treating the two
halves of the cipher as independent, and it is the same assumption carried into the related-key boomerang framework
of [10] that this paper builds upon.

4.3. Attack on ChaCha 7

To target ChaCha 7, two matrices X
(0)
1 and X

(0)
2 are initialised. A single-bit difference is introduced as

X
(0)
1 ⊕ X

(0)
2 = ∆X

(0)
12 [0], along with a key-bit difference at X(0)

1 ⊕ X
(0)
2 = ∆X

(0)
9 [31], which corresponds to

the 191-st key-bit determined in Section 4.1. Subsequently, X(0)
1 and X

(0)
2 are encrypted with E0, yielding two

intermediate states Y (3.5)
1 = E0(X

(0)
1 ) and Y

(3.5)
2 = E0(X

(0)
2 ). TheOD positions for Y (3.5)

1 and Y
(3.5)

2 are selected
based on the analysis presented in Section 4.1, namely Y

(3.5)
8 [0], Y (3.5)

9 [0], Y (3.5)
10 [0], Y (3.5)

11 [0] for ChaCha 7. The
value p̂ is computed for

Y
(3.5)

1 ⊕ Y
(3.5)

2 = ∆
(3.5)
8,9,10,11[0].

The results are presented in Table 6. According to Algorithm 3, the matrices generated by E0 are preserved
prior to being passed to E1. These results from E0 are subsequently utilised to compute the differences with the
outcomes of E−1

1 , thereby yielding new probabilities. The resulting matrices are then encrypted with E1 to obtain
Z

(7)
1 = E1(Y

(3.5)
1 ) and Z

(7)
2 = E1(Y

(3.5)
2 ). The steps described in Section 4.2 are followed to obtain the new

matrices for the E−1
1 cipher.

Z
(7)
3 = Z

(7)
1 ⊕∆X

(R)
12,[0] ⊕∆X

(R)
10,[31] (11)

Z
(7)
4 = Z

(7)
2 ⊕∆X

(R)
12,[0] ⊕∆X

(R)
10,[31] ⊕∆X

(R)
9,[31] (12)

The key-bit difference positions are determined by the analysis presented in Section 4.1. Consequently, the
newly generated states Z(7)

3 and Z
(7)
4 are input into the inverse round E−1

1 .

Y
(3.5)

3 = E−1
1 (Z

(7)
3 ) (13)

Y
(3.5)

4 = E−1
1 (Z

(7)
4 ) (14)

At this point, to construct the distinguisher, the difference of the following states is computed. As per
Equation (8), the difference of the following states is computed:

Y
(3.5)

1 ⊕ Y
(3.5)

3 = γ (15)

Y
(3.5)

2 ⊕ Y
(3.5)

4 = γ (16)

The probabilities of Y (3.5)
1 ⊕Y

(3.5)
3 and Y (3.5)

2 ⊕Y
(3.5)

4 are denoted by q1 and q2, respectively. Given Equations (9),
(15) and (16) impose the following difference on Y

(3.5)
3 and Y

(3.5)
4 .

Y
(3.5)

3 ⊕ Y
(3.5)

4 = β (17)

The differences for Equation (17) over 3.5 rounds are computed for theOD positions ∆(3.5)
8,9,10,11[0]. To determine

the probabilities, Algorithm 3 is executed with a complexity of 240 (for each of 210 key trials, 230 IVs are evaluated).
The results are presented in Table 6. The data complexity of the related-key boomerang distinguisher for ChaCha 7,
24, was experimentally verified.

A maximum-length random number (m-sequence) generator is used to generate random keys and IVs. The
experiments are conducted on an Intel(R) Xeon(R) CPU E7-4830 v4 @ 2.00GHz machine, with a total complexity
of 240 (i.e., for each random key, 230 IVs are evaluated). For consistency, the hexadecimal value 0xAFFFFFFF is
used as the seed for IV generation and 0xAEEEEEEE as the seed for key generation. No notable impact on the
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results is observed despite varying the seeds across the same attack scenarios.

Security Bound Analysis

The observed probability for the related-key boomerang return for ChaCha 7 is ≈ 0.0625 (Table 6). Since
a 4-bit truncated differential probability is monitored, the probability of a random permutation satisfying this
condition is exactly 0.54 = 0.0625. Consequently, the observed probability is indistinguishable from that of a
random permutation. This indicates that, while the attack successfully distinguishes 6 rounds (as demonstrated in
the following section), ChaCha 7 provides sufficient diffusion to resist these specific distinguisher attacks. It should
be noted that this security bound is a conditional empirical bound rather than a formal security proof. It holds
exclusively under the specific ID, OD, and key-bit configurations examined in this work, and does not preclude the
existence of other configurations that may yield a distinguishable bias against the ChaCha 7 permutation.

4.4. Attack on ChaCha 6

To conduct a related-key distinguisher attack on ChaCha 6, the same steps as for ChaCha 7 are followed,
focusing on the 3-round intermediate state. Algorithm 3 is implemented with a total of 240 trials for the positions
∆X4[0](3), ∆X5[0](3), ∆X6[0](3), and ∆X7[0](3). It is found that the position ∆X5[0](3) yields a probability of 0
in E−1; consequently, it is excluded from the computation. The data complexity of the related-key boomerang
distinguisher for ChaCha 6, ≈22.03 (≈4 pairs), is experimentally verified with a high success probability.

5. Conclusions and Future Work

In this paper, the security of the ChaCha permutation function against the related-key boomerang attack
is studied. An attack strategy for selecting key-bit and output differential positions is defined, and an attack on
ChaCha 6 is mounted. As a result, a total of ≈22.03 adaptively chosen plaintext and ciphertext pairs are required
to distinguish the ChaCha permutation from a random permutation. This work introduces an adaptively chosen
plaintext and ciphertext attack. Further work is required to extend the attack to chosen plaintext settings on the
ChaCha stream cipher rather than the ChaCha permutation function, and to further investigate variants of the
boomerang attack on ChaCha.
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Notation

Notation Description

X(0) The initial state matrix of ChaCha with 16 words of 32 bits each
X

′(0) The associated matrix with a single bit difference.
X(r,R) The matrix after ChaCha r,R rounds where R > r

x
(r,R)
i [j] The jth bit of ith word of matrix X(r,R)

x+ y The word-wise addition of word x and y modulo 232

ID,OD Input and output difference
x⊕ y Bit-wise XOR operation of the word x and y

x ≪ n The left rotation of word x by n bits
∆x The XOR difference of word x and x

′ defined as ∆x = x
⊕

x
′

εd The forward bias of ChaCha
ctr Differential condition occurrence counter
ACPCT Adaptive Chosen Plaintext Ciphertext
CP Chosen Plaintext
KR Key Recovery Attack
Stream Attack on the ChaCha Stream Cipher Mode
Perm Attack on the ChaCha Permutation Mode (This Work)
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