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where an attacker can compromise a time-varying subset of these channels. First,
to alleviate the communication burden while enhancing resilience, a distributed dy-
namic event-triggered mechanism (DDETM) is proposed to reduce unnecessary data
transmission. Second, an encryption-decryption scheme using multiple symmetric
keys is adopted to protect data confidentiality. In conjunction, a data-fusion algorithm
is designed to accurately estimate the true output from the corrupted and noisy en-
crypted data received at triggering instants. Subsequently, a fully distributed model-free
adaptive sliding mode control (FDMFASMC) algorithm is developed to ensure the
robustness and convergence of the MASs. Finally, a numerical simulation is presented
to validate the effectiveness and performance of the proposed control strategy.

Keywords: data-driven control; dynamic sparse attacks; privacy-preserving strategy;
event-triggered mechanism; model-free adaptive control; sliding mode control

1. Introduction

In recent years, the cooperative control of multi-agent systems (MASs) has seen extensive application in
complex tasks such as vehicle formation, autonomous underwater vehicles, and transportation [1—6]. Various
cooperative control frameworks have been established, including leader-following consensus, leaderless consensus,
and competitive-cooperative consensus [7—12]. In the widely studied, leader-following consensus, one or more
agents act as leaders, guiding the collective behavior of the follower agents. However, despite significant research,
most cooperative control strategies depend on accurate system models, which are often difficult or impossible to
obtain in practical scenarios due to inherent nonlinearities and unknown dynamics.

To overcome this limitation, data-driven control methods, which design controllers using only system input-
output (I/O) data, have emerged as a powerful alternative for MASs with completely unknown dynamics [13-15]. A
prominent data-driven approach, is Model-Free Adaptive Control (MFAC), which utilizes a dynamically updated
parameter known as the a pseudo-partial derivative (PPD) to construct a compact-form linearized data model of
the unknown agent, with the PPD updated adaptively from I/O data online [16]. MFAC algorithms have been
successfully applied to consensus tracking problems for unknown MASs subject to various non-ideal conditions,
such as faded information [17] and intermittent neighborhood information [18]. While these studies have made
significant contributions, they typically operate under the assumption of a secure communication network.

With the advancement of network technologies, the security and privacy of data have become critical
concerns [ 19-23]. For instance, Ref. [24] proposed a resilient MFAC strategy for unknown MASs under denial-of-
service (DoS) attacks, and [25] designed an attack-compensation mechanism to handle a class of hybrid-attacks. In [26],
a multi-channel data-redundancy scheme was introduced to defend against measurement disturbances and dynamic
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sparse attacks, where the adversary can compromise different subsets of sensors over time. Although these
studies mitigate the adverse effects of attacks, they provide insufficient protection for data confidentiality during
transmission, leaving system information vulnerable to eavesdropping. Intercepted information can enable an
attacker to launch more precise and devastating attacks [27]. Therefore, developing effective privacy-preserving
mechanisms is essential for the secure operation of networked control. Motivated by these concerns, researchers
have explored state-decomposition methods [28], and symmetric-key encryption algorithms [29] to protect privacy
in consensus and MFAC strategies.

In parallel, sliding-mode control (SMC) is widely recognized for its exceptional robustness against system
uncertainties and external disturbances [30-32]. The integration of SMC with MFAC, known as, model-free adaptive
sliding-mode control (MFASMC), combines the advantages of both approaches [33,34]. For instance, Ref. [25]
employed an MFASMC scheme to enhance MAS robustness under combined DoS and deception attacks, while
Ref. [35] developed a MFASMC with prescribed performance to achieve bipartite consensus tracking. Furthermore,
to conserve network resources, Event-Triggered Schemes (ETS) have been extensively studied for model-free
MASS, as they reduce communication by transmitting data only when necessary [36—39]. However, achieving
secure consensus for model-free MASs that simultaneously addresses cyber-attacks, privacy preservation, and
communication efficiency via an integrated ETS and MFASMC framework remains a significant and open challenge.

Motivated by the above considerations, this paper proposes a fully distributed MFASMC strategy incorporating
a novel event-triggered-based privacy-preserving mechanism for MASs subject to dynamic sparse attacks. The main
contributions are summarized as follows:

(1) Distinct from prior MFAC studies [22-24] that focus solely on attacks, this work considers a more complex
scenario where disturbances affect both measurement and communication, and the communication network
is subject to dynamic sparse attacks. Under non-ideal communication channels that may induce decryption
errors, the errors before encryption and after decryption can be shown to be bounded.

(2) In contrast to previous studies [36,39] that designed event-triggered mechanisms for discrete-time model-free
MASs, this paper introduces a distributed dynamic event-triggered mechanism (DDETM) and a data-fusion
algorithm to mitigate the impact of sparse attacks on the decryption process. Transmitted data are encrypted
only at triggering instants, thereby reducing communication redundancy while preventing information leakage.

(3) A fully distributed model-free sliding-mode control(FDMFASMC) method is developed based on dynamic
linearization and a distributed observer, which relies exclusively on local input and output data. Compared
with [34,40], the proposed method is more suitable for large-scale MASs where prior knowledge of the
Laplacian matrix is unavailable.

Notations: R denotes the set of real numbers. R” is the set of real x-dimensional vectors. R™*" denotes the
set of real n-dimensional matrices. | - | is the absolute value notation. N means the set of nonnegative integers.

2. Preliminaries and Problem Formulation

2.1. Graph Theory

The communication network of MASs is represented by a weighted graph & £ {9, & A}, where
U = {1,..., N} denotes the set of follower vertices, € C U x U is the set of edges, 2 = [a,,] € R™*"is the
relevant adjacency matrix with ¢, 7 € 0. The ordered pair (¢, 7) € € indicates that the agent ¢ can receive information
from agent 3, i.e.,c,; = 1; otherwise,,, = 0. N, = {y € U|(1,7) € €} presents the neighbor collection of agent
1. Define the Laplacian matrix £ = [(,,] € R"*" as {,, = Z;VZI,jgéz oy, and £,, = —ay,(y # ). A variable 3,
represents the interaction between the leader 0 and the agent 2, namely, the agent ¢ can receive information from the
leader if 3, = 1; otherwise, 3, = 0. A new graph & = {0, & 2}, in which ¥ = Y U {0},& C ¥ x W, and A is
defined to describe the association among N followers and the leader.

2.2. Dynamic Linearization Transformation

Consider the a class of discrete-time SISO nonlinear systems consisting of one leader and IV followers. The
dynamics of the sth follower agent is

yz(k+1) :fl(yz(k)au1(k)aw7(k))7 (D

where y,(k), u,(k),w,(k) € R are the output, input and bounded disturbance at time k, respectively. We assume there
exists a positive constant & such that |w, (k)| < @. The function f,(-) represents an unknown nonlinear function.
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The leader’s trajectory yo(k + 1) is generated by:

yo(k+1) = fo(yo(k),uo(k)), (2)

where fo(-) is also an unknown nonlinear function, and the leader’s output |yo (k)| < b,,, where b, > 0.
The following standard assumptions are made for the system [18,41,42]:

Assumption 1. The digraph & contains a directed spanning tree with the leader as the root.
Assumption 2. The partial derivatives of f,(-) with respect to the control input u,(k) are continuous for all .

Assumption 3. The systems (1) and (2) satisfy the condition: If |Au, # 0|, € U, there exists a constant L > 0,
such that
|Ayi(k + D] < LiAw (k)]

wherel =0,1,...,N and |Ad(k+1)| = d(k + 1) — d(k),d € {y,, u,, yo,uo}, L > 0.

Assumption 4. The ratio of input changes between any two agents is bounded, i.e.,
|[Aug(k)/Au, (k)| < p for some positive constant o and for all 1,3 € U.

Auy(k)/Au, (k)| < p and

Remark 1. rem:1 Assumption 1 is a fundamental requirement for achieving the leader-following consensus.
Assumption 2 is a standard smoothness condition for nonlinear systems. Assumption 3 is a reasonable property for
well-behaved physical systems, ensuring that bounded input changes result in bounded output changes. Assumption 4 is
naturally satisfied if the control input increments for all agents are constrained, which is a common practical requirement.

The distributed consensus error for agent 2 is defined as:

Glk+1) =Y ay(p(k+1) —y,(k+1))
e~ 3)

+ 51(?%(19 + 1) - yO(k + 1))
Substituting (1) and (2) into (3), the one-step-ahead consensus error ¢,(k 4+ 1) can be expressed as a complex

nonlinear function of the states, inputs, and disturbances of agent ¢, its neighbors, and the leader. We can write this
compactly as:

Gk + 1) =Ty, (k), u, (k), wi(k), y, (k), s (k), w,(k),
Yo(k), uo(K)].

Lemma 1. Consider the nonlinear system (1) and (2), under the Assumptions 1-4, and |Au, (k)| # 0 for all k, the
consensus error (3) can be transformed into the following compact linearization model:

“

AG(k +1) = hu(k) Au, (k) + Wi (k), Q)

where AC,(k+1) = ¢,(k+1) — (,(k) and W,(k) is bounded disturbance where |W,(k)| < W. The PPD 1;(k) is
bounded such that |1, (k)| < by, with by, being a positive constant.

Proof. From the definition of {,(k + 1) in (4), we have:

AG(k+1)
=T [y (k), ui(k), wi(k), yy (), uy(k), w, (k), yo(k
— Ty (k), ua(k = 1), wi(k), 4y (), uy (), wy (k) yo k),
uo (k)] + Ty (k), u(k — 1), w,(k), y,(k), uy(k), w, (k),
Yo(k), uo(k)] = Tu[ya(k — 1), u,(k — 1), i (k — 1),
y,(k—1),u,(k — 1), w,(k —1),y0(k — 1), up(k — 1)].

-~
N

o

—
S

Based on Assumption 2, T,(+) is differentiable with respect to u,(k). Applying the differential mean value
theorem yields

ar+
ou, (k)

ACz(k + 1) = Auz(k) + @z(k)a
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where OT'} /Ou, (k) is the value of OT', /Ou, (k) in the interval between u,(k — 1) and u,(k), and

=T, [y (k), u,(k —1),0 (/f),y;(k)aua(k),wg(k),
yo(k), uo (k)] — To [pa(k — 1), u,(k — 1),
w,(k —1),y,(k — 1), u](k 1),w,(k — 1),
yo(k — 1), ug(k —1)].

Then, following the approach in [25], the term O, (k) at kth instant can be expressed as

O, (k) = 0,(k) Au, (k) + > vy, (k) Au, (k)
IEN,

+ 5190( )Auo(k’) + Vz(k)sz(k‘)

+ Z oY, (k) Aw, (k),
JEN,

where 0,(k), 0,(k), 0o(k), v.(k),~,(k) are variables.
In view of Assumption 4, ©,(k) is transformed into

0, (k) = 0,(k) Au, (k) + Y ay,f, k) Au, (k)
IEN,

+ 5190(k)§0(k)Auz(k) + Wz(k)
= 07 (k)Au, (k) + W,(k),

where ¢, (k), <o (k) are variables, W, (k) = 7, (k) Aw, (k) + > e nr, @y, (k)Aw, (k) and 67 (k) = 0,(k) + .00 (K)<o(F)
+ 2 ,en, Quyth(k)s, (k). Considering the bounded disturbance |w,| < @, it implies [W, (k)| < W. Then, Equation (5)
follows by choosing v, (k) = O} /ou, (k) + 6; (k).

Additionally, taking (3) into A(,(k + 1), according to Assumptions 3 and 4, one has

|AG(K + 1)| <a1|Ay,(k + 1)| + az| Ay, (k + 1)
+ BulAyo(k + 1)
<(a1 + az2p + Bup) L| Au, (k)]
<1+ p)NL|Au,(F)|
2by | Au,(k),
where a; = 3, + Z;e N, Qgs A = de N, Quy and by, = (14 p)NL are positive constants. Combining this with (5)

proves that |1, (k)| < by.
The proof is complete. O

2.3. Dynamic Sparse Attacks

Definition 1. For k, sensors, an attack is called dynamically ,-sparse if the set of compromised channels is allowed
to vary over time, while at any instant the adversary can corrupt at most s, of these channels. Here, Kk, and s, are
positive integers with k, > g,.

For each node, sensor data is transmitted over x, channels. Then, the data transmitted at an event-triggering
instant under both ¢,-sparse attacks and transmission disturbances can be expressed as

Yv(kz) = ng(ki) + wz(kz) + Az(ki)a

where ¢« = [1,...,1]7 € R™ is the unit column vector, fuz(k:i)J € NT is privacy-protected data at triggering
instant k;, which will be introduced later. @, (k;) = [w@,1(k;), ..., @, (ki)]T € R" is the bounded communication
disturbance existing in the channels, and A, (k;) = [A,1(k;), . .., Aus, (ki)]T € R% is the dynamic sparse attack vector.

Assumption 5. The channels’ disturbances are bounded. Specifically, there exists a positive constant @ such that
| (k)| < @0=1,2,..., K,
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Assumption 6. For the channel attack vector A,(k),k € N7, the number of its nonzero components is strictly less
than k,/2.

3. Algorithm Design
3.1. DDETM Design

To conserve communication bandwidth and prevent data leakage, a DDETM is proposed. A DDETM
determines whether a signal should be transmitted. Once the triggering condition is satisfied, the signal is encrypted
and sent over the network in ciphertext. On the controller side, the ciphertext is decrypted. Given the non-ideal
communication environment, the decrypted data is further processed by a data-fusion algorithm to generate the
output estimates required for secure tracking control.

Denote h,(k) = (,(k) — (.(k;) as the triggering error, and {k;}(i = 1,2,...) is triggering sequence. The
triggering instants can be determined as follows:

ki+1:inf{k>ki|gz(k)>0 or k>/_€},

(6)

9u(k) = pul (k)| = vi — 5Ty (k) — -1 (k)
where v, is the triggering threshold, & is the maximum trigger interval, v, and p, are positive constants. In addition,
the internal dynamic variables /! (k) and 72 (k) are defined as

hzl(k +1) = Uzhzl(k) + v, — pul ()]

2
R2(k+1) = o,h2(k) — P arctan(|h, (k)]),
where 0, 0, € (0,1) are given scales.

3.2. Privacy-Preserving Strategy Design

To safeguard system stability and security, sensitive data must be protected from direct exposure or malicious
use. This is achieved through a symmetric encryption scheme employing dual time-varying keys. Therefore, the
resulting privacy-preserving strategy for the sth agent is designed as follows:

{g,(k’@) = Cz(kl) + Gl(ki)v

y (N
§Z(k1) = Hz(ki)gz(ki)v
where &, (k;) denotes the encrypted signal to be transmitted, G, (k;) and H, (k;) are time-varying symmetric keys
with H,(k;) being nonsingular. Due to disturbances and attacks over the network, the transmitted signal is processed
by a data-fusion algorithm, yielding the corresponding received data &, (k;). Thus, the decryption algorithm for the
sth agent is designed as follows:
{52(/%‘) = H, ' (k)& (i), ®
G(ki) = &u(ki) — Gu(ky),
where (:(kl) denotes the recovered signal by the decryption function.

Remark 2. 7o resist cryptanalysis, the keys G;(k;) and H;(k;) are designed to be time-varying and bounded,
with H;(k;) nonsingular to ensure decryptability. It is assumed that the transmitter and receiver achieve key
synchronization via a pre-shared seed, an authenticated channel, or offline distribution, which is a common
requirement in secure communication frameworks [29,42,43]. Under this assumption, the dynamic sparse attacks
and network disturbances considered in this paper affect only the transmitted data rather than the key-management
mechanism. If key synchronization fails, additional reconstruction errors will occur, and the established privacy and
stability guarantees may no longer hold.

Remark 3. Note that the data is encrypted and transmitted only at the instant k;. No transmission occurs during
the entire interval k € [k;, k;11), until the next triggering condition is met. This mechanism thereby reduces the
communication load and alleviates bandwidth usage.

3.3. Data-Fusion Algorithms Design

Before presenting the algorithms, we introduce the following notation. Let sort(Y,(k)) denote the vector
obtained by arranging the entries of Y,(k) in ascending order. The integer , specifies the maximum allowable
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number of corrupted entries in Y, (k). Under Assumption 6, if the number of channels &, is odd, then ¢, = (k, —1)/2;
otherwise, s, = k,/2 — 1. Consequently, at least ¢, = k, — g, entries of Y, (k) must remain uncorrupted. The
functions median(f?) and mean(2) denote the median and mean of a vector {2, respectively. Moreover, 2(3)
denotes the Jth entry of €2, and Q(3 : J) denotes the subvector of €2 consisting of entries from index 3 to J.

To mitigate the impact of dynamic sparse attacks, this paper adopts a multi-channel redundancy strategy, whereby
identical data are transmitted simultaneously over multiple communication channels. In practice, each channel is
inevitably subject to network noise and other disturbances. Accordingly, we develop a data-fusion algorithm to generate
the output estimates required for secure tracking control in the presence of dynamic sparse attacks.

Given the known disturbance upper bound @, Data-Fusion Algorithm 1 is designed. The algorithm first
utilizes @ to identify and discard corrupted data, and subsequently computes the final output estimate. Its detailed
procedure is outlined in Algorithm 1, and its performance is formally established in Proposition 1.

Algorithm 1 Data-Fusion Output Estimation With Known @

Input: Y, (k;); K6 @
Output: &,(k;); Q
Initialize n, := x,; Q := sort(Y,(k;)); ¢, :== K, — g,
while Q(q,) — (1) > 2 do
Q:=Q2:n);n:=n—-1
end while
while Q(n,) — Q(n, — g, +1) > 2w do
Q=Q1:n—-1);n:=n-1
end while
Q:=0Q
if n, > g, then
¢,(k;) := median(Q)
else
&(k;) = mean((?)
end if

Proposition 1. Consider the transmitted data Y,(k;), i € N, which are subject to disturbances and dynamic
sparse attacks under Assumption 5 and 6. For Algorithm I with known disturbance bound @, the fused outputs
& (ki) satisfy |€,(k;) — &(k;)| < @ [29].

Remark 4. The performance guarantee of Algorithm 1 relies on a valid upper bound wof channel disturbances.
If the actual disturbances satisfy @, (k;) < @, the fused output &,(k;) remains bounded, and the error bound
in Proposition 1 can be guaranteed. An overestimated @ only leads to a more conservative fusion error bound
and may enlarge the ultimate tracking error bound. However, if @, (k;) > @, some normal channel data may be
mistakenly discarded, and the bound in Proposition 1 may no longer hold. Therefore, @ should be selected as a
conservative upper bound in practice.

3.4. The Fully Distributed MFASMC Algorithm Design
In practice, it is challenging to obtain the true value of the PPD parameter v, (k). To address this issue, the
following estimation law based on DDETM is employed to update its estimate:
+ 0. (k) — du(k = D).

where AC, (k;) = (ki) — ,(ki—1), U, (k) is the estimate of the PPD parameter 1), (k), 8, is given positive constant. By
setting the derivative of .7, (v, (k)) with respect to v, (k) to zero, the update algorithm for 1, (k) is obtained as follows:

©)

R . GZAé(ki)Auz(k —1)
%(k‘)—%(k’—l)"' AU?(I{:*I)‘{’(%

et (k — 1)AuZ(k —1)
Au2(k—1)+46,

(10)

where €, is a step-size factor. To enhance the reliability of (10), a reset algorithm for 77/}, (k) is introduced as follows:

o (k) = 9, (1),if [, (k)| < p, or |Au,(k —1)| < p,,
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where ¢),(1) > p, is the initial value of t), (k) and p, is a small positive constant which is frequently chosen as 105 [18].
The sliding function of agent ¢ is designed as

s, (k) = ¢, (k). (11)
The reaching law of agent  is designed as follows:
s(k+1)=(1—2T)s,(k) — zoTtanh(s,(k)), (12)

where z; and 2z are positive constants, and 7" is the discrete-time sample period with 1 — z;7" > 0. Combining (11)
and (12), it can be obtained

C(k+1) = (1 —2T)s,(k) — zotanh(s,(k)).

Since ¢,(k + 1) is unmeasurable time k, the following observer can be constructed to cope with this difficulty

where ¢, (k) is the estimate of the consensus error ¢, (k) and E, denotes the observer gain.
Then, combined with decryption algorithm (8), the control law can be described as follows:

eu(k) = =T, (K)G (k) + (1 — By (k)(G (ki)
— Gu(k)) — 22Tap (k)tanh (G, (k;)).
(k) = {Uz(/f — 1) + psign(e(k)), |e(k)] > p,
u, (k= 1) + &,(k), e (B)] < p,

(14)

where p is an adjustable parameter introduced to prevent overly rapid variations in the control input u, (k) from
destabilizing the system [35].

Remark 5. It worth noting that the design of (3), (9), (10) and (11)—(14) relies exclusively on local neighbor
information, without requiring any knowledge of the global Laplacian matrix or its eigenvalues. This renders the
proposed MFASMC scheme fully distributed, making it more suitable for large-scale MASs where the global network
topology information is unavailable.

Remark 6. Compared with the existing results, the proposed fully distributed MFASMC strategy incorporating
an event-triggered privacy-preserving mechanism has the following distinct advantages. (1).Relative to the MFAC
studies in [22-24], this paper considers a more challenging communication environment where measurement
disturbances, communication disturbances, and dynamic sparse attacks coexist; (2).Unlike the ETM adopted
in [36,39], the proposed DDETM with a data-fusion algorithm to reconstruct reliable transmitted signals from
redundant channels, thereby reducing the influence of sparse attacks and channel disturbances, (3).In contrast to the
MFAC algorithms in [34] and [40], the proposed MFASMC framework is fully distributed and does not require prior
knowledge of the Laplacian matrix. Thus, each agent can implement the controller using only local information,
which improves its applicability to unknown nonlinear multi-agent systems with uncertain communication topology.

4. Convergence Analysis

Theorem 1. Consider MASs (1) and (2) subject to dynamic sparse attacks and bounded unknown disturbances,
the FDMFASMC algorithm (9)-(14) guarantees that the consensus error is ultimately uniformly bounded (UUB),
provided that Assumptions 1-6 and |H,; ' (k;)| < H, H > 0, E, € [0,1), ¢, € (0,1}, §, > 0, 20 > 0, T > 0,
1— 21T > 0.

Proof. Part I: Demonstrates the boundedness of the decryption error ey ,(k;) = (,(k;) — Gks).
Under the DDETM (6), measurement data are transmitted exclusively at triggering instants. Combined with
the data-fusion algorithm, the data received by the controller at those instants can be expressed as

& (ki) = & (ki) + No(Ks). (15)
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According to Proposition 1, \,(k;) remains bounded [26]. For clarity, let |\, (k;)| < A. By combining (15)
with encryption-decryption algorithms (7), (8) and taking the absolute value of eq ,(k;), it is clear that

lex,o (ki) = |Cu(ki) = G (K

which indicates that transmission error eq ,(k;) is bounded.
Part II: Establishes the boundedness of the increment A(, (k;) = ¢, (ki) — (. (ki—1)-
According to Lemma 1, encryption-decryption algorithms (7), (8), and control law (14), it has

|AG (ki)| = |G (ki) — G (ki)
= |G(ks) — Gkiz1) + H, (ki) A(ks)
— H,  (kic) A (ki)
<|Gulki) = Culki = 1) + -+ Cu(kia + 1)
— Glkim1)| + 20
< kbyp + 201 £ Ay,

which implies that A, (k;) is uniformly bounded.
Part III: Analyzes the stability of the PPD estimation error v, (k) = v, (k) — v, (k).
Take the absolute value of PPD estimation (10), it yields,

|1;l(k‘)| = wl(k) _'(/)z(k'_ 1)+wz<k_ 1) _’lﬁz(k_l)
e AG (ki) Auy (k — 1)
 Au(k—1)+4,
el[wl(k—l)—ﬁl(k—l)}Auf(k—l)‘
Au2(k—1)+94,
€, AZ — w(k — ~
< |- ettt DR L) g ey

Au2(k—1)+4,
&t (k —1) Auf(k — 1) ’
AuZ(k—1)+9,
€ |AG (k)| | Au,(k — 1))
|Au2(k —1)+46,]

+ A, (k)| +

where A, (k) = ¢, (k) — 1, (k — 1). According to Lemma 1, it can be obtained that |A, (k)| < 2by,.

2 — . . . . . . .
As the function % is monotonically increasing with respect to Au?(k — 1), its maximum and

1 e, (k—1)Au?(k—1
T T AW(k—1)+9,

) | is a monotonically decreasing

2 2
minimum value are lf;_’ﬁ 3 and p?—fl& , respectively. Hence,

function for Au?(k — 1), it holds with ¢, € (0, 1] and &, > 0 that

e, (k — 1) Au(k —1)

1_
0<]| A(k—1) 45,

|§N1<1.

Furthermore, it is clear that the function % first increases and then decreases with respect to the

variable Awu,(k — 1) and attains its maximum value ﬁ when Au,(k — 1) = \/3,.
From the above analysis, it can be concluded that

[ (k)] < Ry [y (k = 1)] +Re
<Ny [Rieh, (k= 2) + Ro| + Ry

(]. — Nl)kil A

< lefl,lzjl(l) + No -x, = Ag,

where Ry = 2b,, + |j;§’i’§2 | + |;i?63\, and 1, (k) is uniformly bounded.
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Part IV: Proves the boundedness of the observer error ez, (k + 1) = (,(k 4+ 1) — G, (k + 1).
Combining (5) and (13), it can be derived that

C2,4(k + 1) = e2,(k) — (k) Auy (k) + W, (k) — B, (G (k:)
— Gu(k) + G(k) = G (k) = ha(k) + hu(K))
= (1= E,)ea, (k) — v, (k) Au, (k)
— B (G(ki) = (ki) — hu(R)) + Wi (k)
= (1= E)es (k) — (k) Au, (k)
+ E,e1,(ki) + E,h, (k) + W,(k),

(16)

where h,(k) = (,(k) — (,(k;). Then, taking the absolute value for (16), it has

|62,'L(k + 1)| < |1 - E’L| ‘62,7,(]{7)‘ + ABN + EzAl + Ezi{bwﬂ
LN
— N3

< NE|e2,.(1) |+N4 Ay,

where N3 = |1 — E,| and Ry = Asu+ E,A; + El]_de,/L + W. This indicates that |e3 ,(k + 1) is uniformly bounded.

Part V: Concludes the UUB property of the global consensus error (, (k).

Let ¢, (k) = 25 with ¢, (k) € (0, 1], and taking (14) into (13), it can be derived that

Gk A1) = Gk + (k) 6 (k) e4(k) + Eu(Gulks) = ()
C(k) + Bu(G (ko) = G.(K) + 6,(k)

x [T Gk + (1= B) Gk = G(K)

— 2T tanh (G (k)
(1)

= (1 - 2T ¢,

) (k) — 22T tanh(, (k:))
+ [E +(1-E (k)]
x (Gl

)¢z(k) - ZlT ¢z
(R)).

Take the absolute value of ¢, (k;) — (,(k), it has

k)l

(ki) = Gu(ks) + Cl(ki) = Gu(k) + G (k) = G(R)]

|G (ki) = G ()
!5

Due to ¢,(k) € (0,1] and 1 — 21T > 0, one has

0< ‘1 — 21T¢Z(k)| <Ny < 1.

Then, it can be deduced that

|£1(k + 1)| § N5 |§z(k)‘ + NG
< NZ[G(k — 1)| + RsRg + Rg
Nk

< S REG] N 2 A

where Rg = As(max{FE,, 1 — 2T} + zT) and |, (k 4 1)| is is bounded.
According to the above analysis, it can be obtained that

(k)| < |G (k)| + lean (k)| < Ag+ Ag 2 A

Therefore, ¢, (k) is ultimately uniformly bounded.
The proof is thus complete.
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5. Simulation and Experiments

To verify the theoretical findings, a MAS consisting of one leader and seven followers is considered, in which
the dynamics are formulated as

yi(k+1) =w (k) + %,
yo2(k + 1) = 0.4sin(y2(k)) + 0.8ua(k),
(k+1) = 0.9us (k) + 0550 _
Ys = U.Jus . 1+y§(k)7
ya(k +1) = 0.6cos(ys(k)) + 0.7Tus(k),
ys(k + 1) = us(k) + 0.8cos(ys(k)) — 0.5sin(ys(k)),
ye(k + 1) = —0.6sin(y2(k)) + 0.6ug(k),
y7(k + 1) = —0.5cos(y7(k)) + 0.5u7 (k).

Consider the following desired trajectory:
m
—5—3sin(=—
wo(k) = 250
103, k > 700.

), 0< k<700,

Figure 1 illustrates the topology graph, which contains a directed spanning tree rooted at the leader. In
this simulation, the controlled system parameters and initial conditions are as follows: y;(1) = 15,y2(1) =
~25,y5(1) = —32.54(1) = 10,55(1) = 2.1, y6(1) = 8,y7(1) = 3, ur(1) = ua(1) = --- = ur(1) = 0.1,
K, = 7, v, = 200, p, = 30, v1 = 100, o = 20, v3 = 100, vy = 20, v5 = 100, vg = 20, v7 = 50,
o, =095, 0, =05, ¢ = 1.11,§, = 20.2, p, = 1075, E, = 0.935, 21 = 2.3, 2 = 0.1, T = 0.005, u = 0.8.
Measurement disturbances of each agent are w;(k) = 0.1sin(%), wa(k) = 0.2cos(%), ws(k) = 0.3sin(%),
wy(k) = 0.15sin(% ), ws(k) = 0.25c0s(%), we(k) = 0.5cos(7 ), wr(k) = 0.2sin(7). The number of channels
is seven, and communication disturbances are uniform random disturbances, namely w, (k) = U ~ (—2,2). In
addition, dynamic sparse attacks are bounded and uniformly distributed over (—10,10), i.e., A,., (k;) ~ (—10,10),
and are zero for unattacked channels.

Figure 2 illustrates the tracking performance, confirming that all followers successfully track the target
trajectory despite sudden changes at £ = 700. In addition, the dynamic sparse attacks in the transmission channels
of agent ¢ is shown in Figure 3.

As illustrated in Figure 4, the seven agents with the DDETM exhibit a notable reduction in information
transmission frequency.

Figure 1. Communication topology ®.
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Figure 4. The triggering instants of agent 2.

Figure 5 reveals that both tracking errors (e, (k) = y,(k) — yo(k),2 = 1,2, ..., 7) and consensus errors ¢, (k)
converge to a small neighborhood of the origin, which confirms the robustness of the FDMFASMC algorithm
against dynamic sparse attacks (illustrated in Figure 3) and channel disturbances. These results demonstrate that,
even in the presence of such attacks and uncertainties, the proposed scheme ensures bounded convergence of both

tracking and consensus errors, thereby verifying its effectiveness.
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Figure 5. Tracking errors and Consensus errors of agent z.
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6. Conclusions

This paper investigated the leader-following consensus problem for discrete-time nonlinear multi-agent systems
under dynamic sparse attacks and disturbances. By integrating a dynamic linearization technique with 4a DDETM,
a secure data-driven control framework was established, where a dynamic linearization technique first establishes
an equivalent error model using only I/O data. To enhance security and save bandwidth, a distributed dynamic
event-triggered mechanism limits data transmission, while a dual-key encryption scheme coupled with a data-fusion
algorithm preserves privacy and ensures reliable estimation. The proposed FDMFASMC algorithm eliminates
the need for accurate system models and global topology information, making it highly suitable for large-scale
applications. Future work will focus on extending this framework to heterogeneous MASs with switching topologies.
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