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Abstract: The wide-scale uptake of machine learning applications in safety-sensitive 
applications renders modern AI deployments prone to adversarial attacks, statistical 
distribution changes, and various governance reliability issues. Current AI security 
methodologies generally handle the discussed issues separately, making the current 
security approaches ineffective in real-world conditions. In this work, an integrated AI 
security pipeline combining the functionalities of statistical drift detection, adversarial 
robustness evaluation, governance auditing, and experiment tracking is suggested. The 
presented system uses Kolmogorov—Smirnov tests, Population Stability Index 
analysis, and drift detection in data streams via ADWIN in addition to adversarial 
robustness evaluation through FGSM, PGD, and DeepFool attacks. The Giskard 
library was used to audit AI models’ performance from the governance perspective. 
Evaluation of our approach on image and tabular datasets showed the capability of 
detecting statistically significant drift and significant CNN robustness degradation 
under increasingly complex adversarial attacks. It turned out that iterative and 
geometry-aware attack schemes perform significantly better than one-shot 
perturbations. Drift detection proved effective at spotting statistically significant 
distribution changes before actual deployment failures. 

 Keywords: AI security; adversarial machine learning; drift detection; Giskard; 
explainable AI; certified robustness; MLOps; deep learning 

1. Introduction 

The use of machine learning systems for health care, financial, cybersecurity, self-driving vehicles, and other 
critical operations has increased the attack surface of modern AI infrastructures considerably. Deep learning 
has provided significant success regarding prediction accuracy for various applications; however, machine 
learning systems can still be manipulated by adversarial attacks, become sensitive due to distribution shift in their 
input data, behave unpredictably, or raise governance issues during deployment. Such issues can harm the 
operational reliability and safety of AI systems when deployed in real-world applications. 

A considerable amount of work has been done independently on the topics of adversarial robustness [1–5], detecting 
distribution shifts [6,7], explainable AI systems [8,9], adversarial machine learning approaches [10], and certified 
robustness [11–13] for deep learning models. At the same time, recent years have seen an emergence of various 
auditing frameworks for trustworthy deployment of AI systems. 

This dichotomy presents a major problem in terms of the implementation of AI security in practice. In reality, 
adversarial attacks, distributional shift, robustness problems, and violation of governance principles tend to appear 
concurrently and interact with each other in order to produce greater harm. This means that the application of either 
of these two methods alone can offer only limited insight regarding the security issues of ML systems. 
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In order to tackle this problem, this study provides a comprehensive solution based on the integration of 
statistical drift monitoring, adversarial robustness evaluation, governance awareness, and experiment tracking into 
one unified system. As such, the system uses the Kolmogorov—Smirnov test, Population Stability Index 
calculations, adaptive windowing with ADWIN [6], generation of adversarial attacks with FGSM, PGD, and 
DeepFool techniques [1–3], and governance auditing by way of the Giskard framework [14,15]. 

In contrast to conventional approaches towards robustness benchmarking, which are concerned only with the 
accuracy reduction caused by attacks, the introduced methodology stresses a comprehensive approach towards 
ensuring the robustness of AI systems, incorporating all four steps into one pipeline: monitoring, auditing, 
vulnerability analysis, and reproducibility. 

The key contributions of the work presented above can be outlined as follows: 

• Development of a unified AI security pipeline integrating drift detection, adversarial robustness analysis, 
governance auditing, and experiment tracking. 

• Comparative evaluation of FGSM, PGD, and DeepFool attacks to analyze structural weaknesses in CNN 
decision boundaries. 

• Integration of statistical monitoring techniques including KS-Test, PSI, and ADWIN for proactive drift detection. 
• Governance-oriented auditing using Giskard to identify perturbation-sensitive behaviors and operational 

reliability concerns. 
• A modular and extensible architecture suitable for future MLOps-oriented AI assurance systems. 

2. Related Work 

2.1. Adversarial Robustness 

FGSM [1], PGD [2], and DeepFool [3] continue to form the basis of adversarial attacks to test neural 
networks’ robustness. Adversarial benchmarking tools like Foolbox [4] and CleverHans [5] were also developed 
for this purpose. 

Despite the wide range of attacks available from robustness assessment libraries like ART and Foolbox, these 
solutions concentrate on testing the adversarial robustness of neural networks exclusively. The proposed solution 
combines drift detection, adversarial robustness evaluation, governance auditing, and experiment tracking within 
a unified AI security pipeline. 

2.2. Certified Robustness 

Robustness certification approaches, such as randomized smoothing [11] and convex adversarial polytopes [12], 
can offer mathematical assurances of robustness to bounded perturbation attacks. Recently developed adaptive 
randomized smoothing [13] improves upon robustness certification against iterative attacks. 

In contrast with robustness certification approaches, which aim at offering theoretical assurances, the proposed 
approach emphasizes practical aspects of deployment-based monitoring and evaluation of security performance. 
Moreover, recent studies have revealed that despite the number of machine learning testing approaches proposed, 
their practical implementation is quite low due to the complexity of integration and workflow [16]. 

2.3. Drift Detection 

Drift detection techniques like ADWIN [6] help in identifying drifts in evolving datasets. Representation-
based drift detection systems [7] represent new approaches to drift detection in terms of latent features. 

Current approaches to drift detection rely heavily on the notion of statistical drift detection separately. Our 
contributions extend this paradigm by studying how distributional stability affects robustness and governance. 

2.4. Explainable AI and Governance 

Explainability algorithms like SHAP [8] and LIME [9] enhance interpretability of machine learning models. 
Auditing mechanisms focused on governance like Giskard [14] deliver reproducible vulnerability assessment and 
slicing capability. 

Furthermore, alignment drift has been recently recognized as a security concern in regulated AI systems [17]. 
Our proposed framework builds upon that view by integrating security monitoring functionality. 
  



Kumar and Bist   AI Eng. 2026, 2(2), 13  

https://doi.org/10.53941/aieng.2026.100013  3 of 10  

3. System Architecture 

This was done with the purpose of enabling scalability, extensibility, and reproducibility. Each of these 
components provides well-defined interfaces for configuration, logging, reporting, and orchestration. 

The architecture, as seen in Figure 1: 

• Drift Detection Module 
• CNN Training Module 
• Adversarial Evaluation Module 
• Governance Auditing Module 
• Structured Reporting Layer 

 

Figure 1. Unified AI security pipeline architecture. 
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4. Methodology 

MNIST was used to evaluate the adversarial attacks’ robustness, and the Iris dataset [18] was utilized for the 
controlled drift experiments. 

4.1. Drift Injection 

In order to simulate the drifting process in the latter half of the stream, the sepal length feature value was 
increased by an additional offset of 0.8. 

For stream-oriented drift monitoring, the ADWIN [6] algorithm was used as the primary adaptive windowing 
mechanism. Concepts from streaming learning literature inspired the overall monitoring design philosophy. 

4.2. Adversarial Attacks 

FGSM attack was considered with ϵ = 0.2. 
For the PGD attack, the following settings were chosen: 

• ϵ = 0.3 
• step size α = 0.01 
• number of iterations = 20 

DeepFool parameters were selected as follows: 
• max iterations = 15 
• overshoot = 0.02 

The assessments for PGD and DeepFool attacks were conducted using random samples of 1000 MNIST test images. 

5. Results 

5.1. Drift Detection Results 

The distributional drift detection algorithm successfully detected statistically significant changes in the 
distribution of the Iris dataset following an injected drift into the dataset. A constant drift value of +0.8 was 
introduced into the sepal length attribute for about 50% of the input samples. The specific drift value was 
deliberately chosen to mimic a realistic scenario where feature distribution deviates because of sensor drift, changes 
in demographics, seasonality, and other factors. As observed in the results, the KS test returned a very low 
p-value of 0.000331, clearly less than the conventional threshold of 0.05, which implies that the altered 
distribution is statistically different from the original distribution. On the other hand, the Population Stability Index 
(PSI), a commonly used metric for monitoring distribution changes [6], was well above the standard threshold of 
0.25. Regular monitoring of already-deployed ML models is an essential element of ML testing as the behavior of 
the models and the distribution of data could change after deployment, requiring regular verification [19]. 

Figure 2 provides visual proof of the gap created due to drift in terms of the original and drifted 
distribution of the features. It is clearly seen that the drifted distribution is noticeably moved towards greater 
feature values, thereby proving that the synthetic drift creation was effective. 

 

Figure 2. Controlled drift injection in the iris dataset. 
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Practically speaking, such a drift will cause a number of operations to be triggered at the next stages 
of the pipeline. Firstly, the drift detection module will report a statistical anomaly. Secondly, the auditing module 
will record the observation for logging purposes. Lastly, depending on policies, automatic re-training or rollbacks 
may be initiated. 

Thus, this experiment not only proved that drift was successfully detected but also showed how important it 
is from a governance point of view. 

5.2. CNN Training Performance 

The CNN training process demonstrated stable convergence behavior across all epochs. Figure 3 shows the 
training loss progression during optimization. 

 

Figure 3. CNN training loss curve. 

The drop remained constant from around 0.157 in the first epoch to below 0.03 in the last epoch. Such a trend 
clearly shows that the network was able to learn significant visual features without exhibiting any issues with 
unstable training. 

Moreover, such a trend clearly suggests that the chosen configuration of the optimizer and the learning rate 
were appropriate for the classification problem at hand. The neural network showed high performance on the clean 
dataset before evaluating its robustness against attacks. 

5.3. Adversarial Robustness Results 

Adversarial Robustness tests demonstrated high susceptibility of the CNN model to single-step and iterative 
attacks. The classification accuracy on attacks is illustrated in Figure 4 for three types of attack—FGSM, PGD, 
and DeepFool. 

 

Figure 4. CNN accuracy under FGSM, PGD, and DeepFool attacks. 
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Model accuracy was decreased by FGSM to about 41.2% and by PGD to about 6.9%, whereas DeepFool 
achieved the largest accuracy drop, decreasing it to about 0.9%. 

The large discrepancy between FGSM and PGD emphasizes the importance of iterative optimization in an 
adversarial scenario. Whereas FGSM is limited to a single gradient step in its search for perturbation directions, 
PGD iterates over the perturbation process, allowing it to navigate through the non-linear space near the decision 
boundary more effectively [1,2]. 

This finding implies that the decision boundaries of the CNN models are highly unstable under iterative 
adversarial perturbation. 

In addition, DeepFool exposes structural vulnerabilities in the feature space of the classifier. While FGSM 
and PGD directly maximize classification loss, DeepFool calculates the minimum perturbation necessary to 
overcome the closest decision boundary. This leads to near-zero accuracy, implying that the decision margins for 
classifiers are very thin [3]. 

This result is significant, since thin decision margins suggest that not only is the model vulnerable to 
adversarial perturbations, but that it will be affected by any natural interference, such as noise, compression, or 
lighting effects [3]. 

5.4. Visual Analysis of Adversarial Perturbations 

To further interpret attack behavior, visual comparisons between clean and adversarial samples were 
generated for FGSM, PGD, and DeepFool attacks. 

FGSM perturbations appear visually noisy and relatively coarse because the attack applies a single-step 
perturbation directly along the sign of the input gradient. Despite its simplicity, the attack is still capable of 
misleading the classifier on multiple samples. The impact of single-step adversarial perturbations can be further 
demonstrated by Figure 5, where clean MNIST images are compared with their FGSM adversarial versions. 

PGD adversarial samples exhibit stronger perturbation structures due to iterative optimization. The repeated 
gradient updates allow the attack to progressively move samples toward highly vulnerable regions of the decision space. 

Adversarial samples created using PGD are shown in Figure 6. In comparison to FGSM, a more potent perturbation 
is achieved through iterative optimization. 

DeepFool perturbations are visually subtle yet highly effective. The attack modifies only the minimum 
amount necessary to cross decision boundaries. This demonstrates that the classifier relies on highly fragile 
discriminative features and possesses limited robustness margins. Figure 7 shows examples of adversarial attacks that 
have been created using the DeepFool technique. 

 

Figure 5. Clean vs FGSM adversarial examples. FGSM introduces single-step gradient perturbations that cause 
partial misclassification while preserving recognizable digit structure. 

 

Figure 6. Clean vs PGD adversarial examples. PGD performs iterative perturbation optimization, generating 
stronger adversarial distortions and significantly degrading model robustness. 
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Figure 7. Clean vs DeepFool adversarial examples. DeepFool computes minimal boundary-crossing perturbations, 
demonstrating the narrow decision margins learned by the CNN model. 

Collectively, these visual analyses confirm that stronger iterative attacks not only reduce numerical accuracy 
but also reveal deeper structural instability in the learned feature representations. 

5.5. Integrated Security Implications 

The experimental results collectively demonstrate that AI security vulnerabilities rarely occur in isolation. 
Distribution drift, adversarial instability, and governance concerns interact in ways that amplify operational risk. 

As a consequence, not only can the utility of each module be recognized, but the entire pipeline is valuable 
through its integration of monitoring, robustness testing, governance auditing, and experimentation [14,15]. 

This integrated perspective enables earlier detection of concurrent threats and improves operational visibility 
for production AI systems. 

6. Discussion 

The results show that reliable assessment of AI security cannot rely on individual robustness tests alone but 
should incorporate several methods of analysis together. In real-life situations, issues rarely occur due to a single 
point of failure; rather, there is an interplay of adversarial attacks, statistical shifts, unstable models, and various 
risk factors associated with deployment. The suggested framework was designed with a view to conducting 
multiple types of tests as a single process within a pipeline. 

The statistical drift testing showed that the proposed 0.8 shift for the Iris dataset caused statistically 
significant drift, which is demonstrated by the elevated PSI scores and the low KS test p-value of 0.000331. Such 
a shift would indicate meaningful changes in incoming data distributions, sensor behavior, or user interaction 
patterns in real-world deployment scenarios. This demonstrates the practical importance of continuously 
monitoring the statistical stability of deployed AI systems [6,7,20]. 

The results obtained in the adversarial robustness study uncovered inherent structural vulnerabilities in the 
baseline CNN architecture. Specifically, FGSM demonstrated that the classifier is highly sensitive to gradient-
based attacks because even a single-step perturbation was sufficient to substantially reduce classification accuracy. 
In contrast, PGD achieved significantly stronger degradation due to its iterative optimization strategy, where each 
iteration progressively refines perturbations to maximize classification error while remaining within constrained 
perturbation bounds [1,2]. 

DeepFool provided additional insight into the geometric structure of the learned feature space. Unlike FGSM 
and PGD, DeepFool computes the minimum perturbation required to cross a decision boundary. The severe 
degradation observed under DeepFool attacks indicates that the model learned extremely narrow robustness 
margins, meaning that even very small perturbations can alter predictions. This finding suggests that the model 
may remain vulnerable not only to adversarial attacks but also to practical deployment issues such as noisy sensor 
inputs, compression artifacts, or changing operating conditions [3]. 

These observations were further confirmed through the generated adversarial visualizations. FGSM 
perturbations appeared relatively coarse and high-frequency, while PGD generated progressively optimized 
perturbations that caused substantial instability in predictions. DeepFool perturbations remained visually subtle 
despite producing severe misclassification, emphasizing the practical danger of optimized low-magnitude attacks 
in deployed AI systems. 

Unlike traditional robustness benchmarking frameworks that evaluate attacks independently, the proposed 
pipeline integrates: 

• statistical drift monitoring, 
• adversarial robustness evaluation, 
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• governance-oriented auditing, and 
• reproducible experiment tracking. 

This integration provides a significantly more realistic operational security assessment because modern AI 
systems often experience concurrent threats rather than isolated failures. Furthermore, the incorporation of 
governance auditing through the Giskard framework extends the system beyond conventional robustness testing 
toward production-oriented AI assurance by identifying instability patterns, perturbation-sensitive behaviors, and 
operational monitoring vulnerabilities [14,15]. 

Overall, the findings demonstrate that integrated AI security monitoring provides substantially greater 
operational visibility than standalone robustness or drift detection systems. The proposed framework therefore 
establishes a scalable foundation for future real-time AI assurance, governance-aware deployment monitoring, and 
continuous MLOps-oriented security evaluation pipelines [21]. 

7. Limitations 

Despite providing effective and solid proof-of-concept examples, the Iris and MNIST datasets did not capture 
the reality of large-scale and complex real-life AI deployment systems [18,22]. Lacking GPU-acceleration 
capabilities, the experiments were also limited to lightweight CNNs, unable to test heavy architectures like 
ResNets and transformers. 

Another limitation lies in testing for statistical drift and adversarial robustness independently, using different 
datasets and setups. In reality, an AI deployment environment would face challenges with both types of threats at 
once. Future work should aim at analyzing unified scenarios that incorporate both types of risks. 

The generated drift was synthetic and mostly univariate in its nature. The drift in reality is likely to be 
slower, noisy, and multivariate, increasing the difficulty in detecting such changes [6,7]. Additionally, the existing 
solution did not fully test how feasible and cost-effective drift detection and mitigation is from deployment 
perspectives [10]. 

8. Future Work 

Potential expansions of the suggested framework will include scalability, robustness, explainability, and 
realistic deployments. An interesting avenue for further research will be multivariate or representation-level 
detection techniques that will allow modeling of complicated feature dependencies and their changes [7]. 

Other areas of interest are methods of certified robustness, such as randomized smoothing or more formal 
approaches to measuring robustness in addition to the heuristic methods applied here [11–13]. The robustness 
evaluation mechanisms will also help understand whether adversarial training can improve the detection capability 
of the proposed pipeline. 

Techniques in the area of Explainable AI can be incorporated into the pipeline to help pinpoint which features 
play an especially significant role in the detected drifts or vulnerability to adversarial examples [8–10]. Finally, future 
development of the framework will be centered around scalability and inclusion of MLOps, with such features as 
GPU-based monitoring, CI/CD deployment, and real-time governance of AI assurance pipelines [7,10]. 

9. Conclusions 

In this study, we have explored an integrated approach to AI security through a pipeline consisting of drift 
detection, adversarial robustness analysis, governance auditing, and experiment tracking. Our approach stands out 
from other isolated security systems in that it uses a combination of several AI assurance techniques in the 
examination of simultaneous threats in MLOps setups [23]. 

The experimental findings showed that the drift detection tool detected distributional drifts in the Iris dataset 
using the KS-Test, PSI calculation, and ADWIN [6,24]. In addition, the adversarial robustness studies revealed high 
vulnerability of CNN models to FGSM, PGD, and DeepFool attacks [1–3]. Although the FGSM attack illustrated a 
problem with susceptibility to gradient-based perturbation attacks, iterative attacks and geometry-aware attacks, such 
as PGD and DeepFool, respectively, caused considerable damage to classification performance [1–3]. 

The integrated Giskard auditing module also helped to achieve governance-driven assessment by 
recognizing perturbation-sensitive behavior patterns and operational reliability issues [14]. Taken together, these 
observations show that the combination of drift detection, adversarial testing, and auditing for governance 
purposes provides far greater visibility than robustness testing alone. 

While the proposed methodology was tested on proof-of-concept datasets like Iris and MNIST [18,22], the 
results lay the groundwork for scalable AI assurance processes in production environments. Next steps will 
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include applying the framework to bigger data sets, conducting adversarial training, performing multivariate drift 
detection, incorporating explainability of AI using SHAP and LIME [8,9], and certifying robustness through 
randomized smoothing [11,13]. 
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