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Abstract: Electrical energy theft is a critical concern with significant implications 
for the economic, reliable, and stable operation of power systems, especially in less 
developed countries. While technical losses occur during power transmission and 
distribution, non-technical losses, including electricity theft, pose a greater 
challenge to system stability by introducing unpredictability. This research presents 
an integrated Power Line Communication (PLC) with Advanced Metering 
Infrastructure (AMI) based technique, supported by high-frequency signal 
communication, to detect, monitor, and control energy theft. In the proposed 
scheme, high-frequency, low-amplitude signals are transmitted through the power 
system, and variations in the amplitude of both high- and low-frequency signals are 
analyzed to detect illegal energy consumption. As a result, the distribution system 
can be automatically disconnected from the rest of the power system in the event of 
a fault or theft occurrence. The MATLAB® (R2024a (v 24.1)) Simulink tool is used 
to design and analyze the proposed theft detection and protection model. The results 
demonstrate that the hybrid PLC–AMI technique efficiently detects different types 
of electricity theft loads and system faults. 

 Keywords: electricity theft; non-technical loss; frequency signal-based 
communication; fault detection; power system 

1. Introduction 

Electricity demand is steadily rising across all sectors due to the rapid advancement and widespread adoption 
of electrical appliances [1]. At the same time, building new conventional power plants is becoming increasingly 
difficult because of environmental concerns and strict government policies on pollution control [2]. This situation 
has placed greater emphasis on efficient electricity consumption planning, where the goal is not only to optimize 
available generation capacity but also to minimize losses within the existing infrastructure. Electricity generated 
at power stations is delivered to consumers through an extensive network of transmission and distribution lines, 
transformers, poles, and associated equipment. However, the energy received by end-users is often lower than the 
energy produced at the source, and this discrepancy is referred to as power system losses. Among these, the 
distribution network is the most vulnerable segment, accounting for the majority of the overall losses, while the 
transmission system contributes a relatively smaller portion [3,4], highlighting the potential for reducing losses 
and improving overall grid efficiency. 

Power system losses are broadly classified into technical and non-technical categories. Technical losses occur 
naturally as electricity flows through conductors, transformers, and meters, and although these can be minimized 
through better equipment and design, they cannot be eliminated. They result from factors such as conductor 
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resistance (I2R losses), dielectric heating, magnetic effects, load imbalances, undersized equipment, and poor 
maintenance practices. In contrast, non-technical losses (NTL) are external in nature and arise from human actions 
or operational inefficiencies. These include electricity theft or meter tampering, illegal connections, billing errors, 
inaccurate meter readings, meter malfunctions, and unpaid bills [5,6]. Among these, electricity theft is the most 
significant contributor, particularly in least developed countries such as Congo [7,8], and in developing countries 
such as Brazil, Nigeria, Ghana, Pakistan, India, and Bangladesh etc. [9–14], where weak enforcement, lack of 
advanced monitoring infrastructure, and limited financial resources exacerbate the problem. Unlike technical 
losses, NTLs are difficult to quantify due to irregular patterns and inadequate records, which further complicates 
detection and prevention. 

Figure 1 shows traditional electricity theft method which includes direct hooking, drilling holes in meters, 
and meter tempering. In less developed or developing countries, where electricity theft is widespread and resources 
are limited, Power Line Communication (PLC) combined with Advanced Metering Infrastructure (AMI) is 
considered the most effective method, as it enables real-time, bidirectional communication, accurate theft detection, 
and precise localization, critical advantages in areas with high theft rates and limited manpower. Compared to 
Global System for Mobile Communications (GSM)-based systems, manual inspections, wireless ZigBee modules, 
Arduino based system, and other techniques [15–18], PLC combined with AMI offers superior scalability, 
automation, and long-term cost savings, while also encompassing the benefits provided by the aforementioned 
methods [19]. PLC technology combines the strengths of wired fiber-optic and wireless communication by 
offering secure, high-speed data transfer. It is particularly effective in delivering elevated data transmission rates 
within smaller network environments [20]. 

 

Figure 1. Electricity theft methods. 

Electricity theft and ground faults cause significant losses and threaten grid reliability. Table 1 shows 
comparison of proposed method for electricity theft detection with existing methods. 

Table 1. Comparison between different electricity theft detection techniques. 

Method Communication/System Accuracy Response 
Time 

Deployment 
Cost 

Communication 
Overhead Scalability 

GSM-based 
systems Cellular network Moderate 

High 
(seconds–
minutes) 

High (SIM + 
module cost) High Limited 

ZigBee-based 
systems Wireless sensor network Moderate Medium Medium Medium Moderate 

Arduino-
based 

systems 
Embedded standalone Moderate Medium Low Low-Medium Low 

AI/ML-based Software-based classification High Medium Medium–High Low High 
Proposed 
method 

Power Line Communication + Smart 
Metering Infrastructure High Very Low 

(real-time) 
Low (uses 

existing grid) Low Very High 
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While developed countries have increasingly focused on adopting intelligent techniques such as state estimation 
and artificial intelligence-based approaches for electricity theft detection [21,22], recent studies have further advanced 
this direction. In [23], the authors proposed Kalman filter-based energy theft detection algorithms for smart grids, 
including a privacy-preserving framework that identifies energy theft while protecting users’ load profile privacy 
through parallel filtering and privacy analysis. Building on privacy-aware theft detection, the authors introduced a 
stochastic Petri Net-based framework for electricity theft detection and localization in grid-tied microgrids with bi-
directional power flow [24]. The method utilizes smart meter resistance disturbances and singular value 
decomposition to accurately identify theft locations and estimate technical and non-technical losses while preserving 
customer privacy through low-rate data transmission. Similarly, another study [25] proposed a privacy-preserving 
energy theft detection scheme that combines state estimation-based recursive filtering with lightweight encryption to 
detect abnormal energy consumption while reducing communication and computational costs in smart grid systems. 
Furthermore, the authors in [26] proposed a state estimation–based framework to detect NTLs caused by partial meter 
bypass, enabling theft localization, timing identification, and loss estimation with low false-positive rates, while 
demonstrating robustness against network variations and irregular consumption behavior. 

In [27], classical machine learning ensembles such as logistic regression and random forest regression were 
introduced to address class imbalance in electricity theft detection, improving minority-class learning and overall 
classification performance. Similarly, ref. [28] extend this direction by evaluating multiple machine learning 
models (including Naive Bayes, Support vector machine, Adaptive Boosting, decision tree, and random forest), 
where random forest achieved the best results with 95% accuracy and balanced evaluation metrics, particularly in 
non-smart grid environments. Building on these traditional machine learning approaches, ref. [29] shifts toward 
deep learning model that integrates temporal convolutional networks with Bayesian optimization to enhance 
feature extraction and automate hyperparameter tuning for time-series-based theft detection in smart grids. Further 
advancing robustness, ref. [30] propose a tensor decomposition–driven contrastive distillation and semi-supervised 
multitask learning framework to handle high-dimensional, incomplete spatio-temporal data, significantly 
improving performance under real-world uncertainty and missing information. 

Extending beyond single-model improvements, ref. [31] introduce a multi-objective evolutionary hybrid deep 
learning framework that simultaneously optimizes detection accuracy, reduces false positives, and captures 
periodic consumption patterns, improving overall decision robustness. Another study, ref. [32] address practical 
deployment constraints by proposing a deep compression–based split computing framework, enabling efficient 
execution of deep learning models in resource-constrained internet of things and smart grid environments, thereby 
bridging the gap between high-performance detection models and real-world implementation feasibility. 

Overall, the literature demonstrates a clear shift toward more intelligent, accurate, and deployable electricity 
theft detection systems. However, despite these advancements, existing approaches still face several challenges, 
including high computational complexity, limited interpretability of deep learning models, and reduced 
generalization performance due to dataset dependency and evolving attack behaviors in smart grid environments. 
Furthermore, in many developing and least developed countries, the adoption of advanced electricity theft 
detection techniques remains constrained by limited financial resources, weak regulatory enforcement, a shortage 
of skilled workforce, inadequate infrastructure, and low penetration of advanced metering systems. As a result, 
utilities in these regions continue to rely primarily on conventional or manual theft detection approaches [33,34]. 

Although prior studies have explored PLC-based techniques for detecting resistive-inductive (RL) and 
resistive (R) theft loads [35,36], these methods remain limited in scope, as they do not address multiple theft load 
characteristics, fault detection, or integrated theft protection capabilities. In addition, most previous studies have 
primarily focused on theft detection rather than simultaneously incorporating system protection mechanisms. To 
address these limitations, integrating PLC with AMI offers a promising solution by enabling real-time monitoring, 
secure communication, and enhanced detection of both theft and fault conditions. 

Motivated by these challenges and research gaps, this study proposes a unique hybrid PLC-AMI framework 
for electricity theft detection and protection in power distribution systems to improve grid security, reduce non-
technical losses, and support sustainable grid operations. In the proposed approach, different theft load types, 
together with ground fault circuits, are incorporated into a base-case system (without theft/fault) to analyze 
variations in carrier signal voltage, power signal frequency, and protection device (circuit breaker) current, which 
are subsequently compared with normal operating conditions to identify abnormal behavior. 
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2. Methods 

2.1. Power System Flow 

Figure 2 illustrates the complete power system flow, starting from generation and extending through 
transmission and distribution to the load. The sequence includes generators, high-voltage transmission lines with 
transmission towers, substations, distribution transformers, distribution feeders, energy storage units, PLC 
couplers, service lines to customers, smart meters, protection devices, AMI, and other components. 

 

Figure 2. Power system flow from generation through transmission and distribution to load. 

In the current power system, variations in the connected load cause small voltage drops and frequency 
fluctuations at the load end. These fluctuations are typically short-lived, as capacitor banks and other equipment 
work to stabilize the system. 

2.2. Integrated PLC with AMI 

In the proposed system, two signals are injected into the transmission line: a 50 Hz, 230 V power signal and 
a 150 kHz, 20 V high-frequency carrier signal. The carrier signal is injected through a high-frequency coupling 
circuit providing galvanic isolation while allowing propagation along the power line. Series capacitors and high-
impedance inductors are used to separate the low-frequency (50/60 Hz) and high-frequency components, ensuring 
safe operation and minimizing interference with normal loads. Additionally, band-pass and notch filters are 
employed to suppress noise, harmonics, and other unauthentic components, thereby preserving the integrity of the 
carrier signal. 

Since the carrier signal is not compensated within the power system, variations in load conditions affect its 
amplitude. Therefore, monitoring the carrier amplitude enables detection of electricity theft through the AMI. The 
proposed scheme can also identify fault conditions and frequency variations in the power signal. In integration 
with AMI, the PLC-based system continuously monitors voltage and current characteristics and initiates 
disconnection when abnormal conditions are detected, as illustrated in Figure 3. 

In principle, when high-frequency and low-frequency signals coexist in the power line, inductive elements 
impede high-frequency components while allowing low-frequency power flow, whereas capacitive elements block 
low-frequency signals and permit high-frequency carrier propagation. This frequency-selective behavior enables 
independent monitoring of both signals for detecting load variations, faults, and potential electricity theft in the 
distribution network. 
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Figure 3. Integration of AMI with PLC. 

Security of PLC-AMI system is a critical requirement to prevent energy theft, spoofing, and malicious control 
actions. In the proposed system, data exchange between smart meters and the data concentrator unit (DCU) is 
assumed to be protected using symmetric encryption (e.g., AES-128/256) to ensure confidentiality. Mutual 
authentication mechanisms are considered so that both the meter and the DCU verify each other’s identity before 
data transmission. Message integrity codes (MICs) and sequence counters are used in standard PLC-AMI security 
frameworks to prevent replay and message injection attacks. To mitigate carrier signal spoofing or jamming, the 
system considers signal validation techniques such as frequency consistency checks, modulation pattern 
verification, and anomaly detection at the head-end. In addition, redundancy in data reporting and event logging 
can help detect abnormal communication behavior. Physical bypass attempts are addressed through tamper 
detection features within the smart meter, including voltage imbalance monitoring and neutral disturbance 
detection. Any abnormal condition is reported to the utility for further investigation. 

2.3. Proposed Model 

In this research work, the MATLAB Simulink tool is used to design the proposed model, which consists of 
various detection and protection devices such as circuit breakers, relays, pi-section lines, inductive, capacitive, and 
resistive components, as well as power and voltage sources, as shown in Figure 4. In an inductive component, 
voltage is opposed by a back electromotive force (EMF), which is proportional to the rate of change of current. At 
higher AC frequencies, the rate of change of current increases at the peak of the sine wave, leading to a greater 
back EMF that opposes current flow. A capacitor blocks DC signals but allows AC signals, provided the AC 
frequency is not too low. At very low frequencies, the capacitor cannot charge and discharge quickly enough due 
to frequency limitations, thus effectively blocking the low-frequency signal. The resistive component limits the 
flow of current, and its impedance depends on the frequency of the signal. The impedances of these three 
components are shown in Equation (1). 

𝑍𝑍 = �
2𝜋𝜋𝜋𝜋𝜋𝜋, 𝑓𝑓𝑓𝑓𝑓𝑓  𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐

1
2𝜋𝜋𝜋𝜋𝜋𝜋,� 𝑓𝑓𝑓𝑓𝑓𝑓  𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐 𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐

𝑅𝑅, 𝑓𝑓𝑓𝑓𝑓𝑓  𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟 𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐
 (1) 
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Figure 4. Block diagram of proposed system. 

Three main model parameters, representing theft loads, are considered: RL, RC, and R Load, as presented in 
Table 2. In the proposed model, pi-section lines are integrated with different theft loads and a ground fault circuit 
sequentially, as indicated in Figure 5, to analyze the behavior of theft/fault cases compared to the no-theft/no-fault 
case. The parameters of the pi-section lines, breaker, and source/components are shown in Table 3. The power 
distribution system is disconnected from the transmission system whenever any hazard, such as a fault or theft, 
occurs. The breaker current output serves as an indicator to identify the type of theft or fault. The MTALAB 
Simulink model for electricity theft detection and protection system is shown in Figure 6. The workflow of the 
proposed Electricity Theft Detection approach is presented in Algorithm 1. 

Table 2. Mathematical representation of theft load types and associated voltage deviation characteristics. 

Theft Load Types Theft Load Impedance (Ω) Voltage Drop across Theft Load (V) Voltage Deviation (V) 
RL Load 𝑍𝑍𝑅𝑅𝑅𝑅 = 𝑅𝑅𝑡𝑡 + 𝑗𝑗𝑗𝑗𝐿𝐿𝑡𝑡 𝑉𝑉𝑅𝑅𝑅𝑅(𝑡𝑡) = 𝐼𝐼𝑅𝑅𝑅𝑅(𝑡𝑡) 𝑍𝑍𝑅𝑅𝑅𝑅 Δ𝑉𝑉𝑅𝑅𝑅𝑅(𝑡𝑡) = 𝑉𝑉𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏 (𝑡𝑡) − 𝑉𝑉𝑅𝑅𝑅𝑅(𝑡𝑡) 
RC Load 𝑍𝑍𝑅𝑅𝑅𝑅 = 𝑅𝑅𝑡𝑡 −

𝑗𝑗
𝜔𝜔𝐶𝐶𝑡𝑡�  𝑉𝑉𝑅𝑅𝑅𝑅(𝑡𝑡) = 𝐼𝐼𝑅𝑅𝑅𝑅(𝑡𝑡) 𝑍𝑍𝑅𝑅𝑅𝑅   Δ𝑉𝑉𝑅𝑅𝑅𝑅(𝑡𝑡) = 𝑉𝑉𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏 (𝑡𝑡) − 𝑉𝑉𝑅𝑅𝑅𝑅(𝑡𝑡) 

R Load 𝑍𝑍𝑅𝑅 = 𝑅𝑅𝑡𝑡 𝑉𝑉𝑅𝑅(𝑡𝑡) = 𝐼𝐼𝑅𝑅(𝑡𝑡) 𝑅𝑅𝑡𝑡 Δ𝑉𝑉𝑅𝑅(𝑡𝑡) = 𝑉𝑉𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏 (𝑡𝑡) − 𝑉𝑉𝑅𝑅(𝑡𝑡) 
𝑉𝑉𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏 (𝑡𝑡): base voltage with no theft. 

 

Figure 5. Pi Section lines with: (a) No Theft Load case (b) RC Theft Load case (c) RL Theft Load case (d) R Theft 
Load case (e) Ground Fault case. 
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Table 3. Model parameters. 

Pi-Section Line 
Parameters Value Circuit Breaker 

Parameters Value Source/Component Value 

Number of Phases & Pi 
sections 1 Initial status 1 (closed) AC Voltage Source 230 V peak/50 Hz 

Line Length 100 km Breaker resistance 0.1 mΩ High Frequency 
Signal 

20 V peak/150 
kHz 

Frequency used for 
RLC specification (Hz) 50 Hz Snubber resistance 1 MΩ L1 10 µH 

Resistance per unit 
length 0.01273 Ω/km Snubber capacitance 0 F (disabled) L2 1 µH 

Inductance per unit 
length 

0.9337 
mH/km Breaker control Time [0 1.5/60 3/60] s C1, C2, C3 1 µF 

Capacitance per unit 
length 12.74 nF/km Amplitude [1 0 1] R1, R2, R3 200 Ω 

 

Figure 6. Simulink model of electricity theft detection and protection system. 

The proposed method is a deterministic physics-based detection approach; therefore, evaluation focuses on 
waveform-level separability and feature discrimination rather than statistical classification metrics. The proposed 
system is designed with cost-effectiveness in mind by leveraging existing power line infrastructure for 
communication through PLC, thereby reducing the need for additional dedicated communication networks. In 
addition, the hardware requirements are minimal, as the detection mechanism relies primarily on signal injection 
and measurement rather than expensive sensing or metering infrastructure. While a detailed economic analysis is 
beyond the scope of this study, these design considerations suggest that the proposed approach has the potential 
to reduce deployment and operational costs compared to standalone communication-based theft detection systems. 
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Algorithm 1. Electricity Theft Detection 
Step 1: Measure carrier signal volage V(t) 
Step 2: Compute positive peak: 
        𝑉𝑉𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝 = max (V(t)) 
Step 3: Set threshold: 
        𝑉𝑉𝑡𝑡ℎ = 17 𝑉𝑉 
Step 4: Decision logic: 
    IF  𝑉𝑉𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝 ≥ 𝑉𝑉𝑡𝑡ℎ 
        → Normal Operation 
    Else IF 𝑉𝑉𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝 < 𝑉𝑉𝑡𝑡ℎ 
        → Suspicious Condition 
Step 5: Persistence check: 
    IF  𝑉𝑉𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝 < 𝑉𝑉𝑡𝑡ℎ persist for N ≥  3 or more cycles 
        → Theft Detected 

3. Results and Discussions 

This section discusses following cases with results. 

(a) Impact of theft loads and ground faults on the output of carrier voltage signal 
(b) Impact of power signal frequency on the output of carrier voltage signal 
(c) Impact of theft load and ground faults on the output of breaker current signal 
(d) Comparative analysis against existing relevant methods 

3.1. Impacts of Theft Loads and Ground Faults on the Output of Career Signal 

In the case of no theft condition, the carrier signal output voltage lies within the amplitude range of –20 V to 
20 V, as depicted in Figure 7a. This represents the normal operating condition, where the carrier signal maintains 
its full symmetrical swing. 

 
(a) 

 
(b) 
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(c) 

 
(d) 

 
(e) 

Figure 7. Analysis of voltage amplitude for different case (a) No Theft Load (b) RL Theft Load (c) RC Theft Load 
(d) R Theft Load (e) Ground Fault. 

Under different theft conditions, the amplitude range of the carrier signal becomes distorted. For RL theft 
load, the amplitude is reduced to between –9 V and 15 V, as shown in Figure 7b. This indicates that the RL load 
causes a shift and compression of the carrier signal. For RC theft load, the carrier signal varies between –18 V and 
16 V (Figure 7c), showing that the capacitive-resistive load slightly reduces the negative swing while maintaining 
near-symmetric behavior on the positive side. For R theft load, the carrier signal amplitude decreases further to 
the range of –19.5 V to 11 V (Figure 7d), which reflects that a purely resistive theft load mainly suppresses the 
positive amplitude. 

In the case of a ground fault in the absence of theft load, the carrier signal output voltage magnitude is limited 
to the range of –20 V to 10.5 V, as illustrated in Figure 7e. This result suggests that the fault condition primarily 
reduces the positive half-cycle of the signal while leaving the negative half-cycle almost unaffected. The Table 4 
shows career signal output voltage across time for different system states. 

Table 4. Career signal output voltage for different system states. 

System State Overall Range of Career Signal Output Voltage (V) 
No Theft/Fault [−20, 20] 
RL Theft Load [−9, 15] 
RC Theft Load [−18, 16] 
R Theft Load [−19.5, 11] 
Ground Fault [−20, 10.5] 
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3.2. Impacts of Power Signal Frequency on the Output Carrier Voltage Signal 

The effect of supply frequency on the carrier signal is shown in Figure 8a,b. At a frequency of 60 Hz, the carrier 
signal output voltage varies within the range of –17 V to 16 V, whereas at the nominal 50 Hz frequency, the range 
extends to –19 V to 19 V. This comparison highlights that increasing the supply frequency slightly reduces the overall 
amplitude swing of the carrier signal. The narrower range observed at 60 Hz indicates a reduction in signal sensitivity, 
which may affect the ability to clearly distinguish abnormal operating conditions. In contrast, the wider and more 
symmetric range at 50 Hz reflects stable system behavior under normal frequency conditions. 

 
(a) 

 
(b) 

Figure 8. Analysis of career signal output voltage at different frequency of power signal (a) at 60 Hz, (b) at 50 Hz. 

The power signal at 230 V and 50 Hz, which appears as a sinusoidal waveform with a maximum amplitude of 
approximately 230 V, is observed in the time range of 0–0.02 s during no-fault condition, as shown in Figure 9a. In a 
single line-to-ground fault, the fault current remains very small due to the capacitive nature of the earth. Conventional 
overcurrent-based detection systems are generally unable to detect such minor imbalances in a single phase. However, 
the proposed system demonstrates the capability to identify these subtle fault conditions in the power network. Under 
fault conditions, the output of the power signal is observed as a straight line, as depicted in Figure 9b, which illustrates 
both the output of the power signal at the distribution end and the corresponding fault detection circuit. 

 
(a) 
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(b) 

Figure 9. Analysis of power signal output on distribution side (a) No Fault Condition (b) Fault Condition. 

The carrier signal in the proposed system operates at a significantly higher frequency (150 kHz) compared to the 
fundamental grid frequency (50/60 Hz). Therefore, small grid frequency variations such as ±1–2 Hz (e.g., 49–51 Hz or 
59–61 Hz) primarily affect only the low-frequency component of the power signal and do not directly overlap with the 
high-frequency carrier band. In the proposed design, coupling and band-pass filtering stages are assumed to suppress 
low-frequency variations and their harmonics, thereby limiting their influence on the carrier signal. 

3.3. Impacts of Theft Load and Ground Faults on the Output of Circuit Breaker Current Signal 

The breaker current threshold 𝐼𝐼𝑡𝑡ℎ = 1.5 A is defined based on the maximum normal operating current (±1.25 A) 
with a 20% safety margin, in the context of the simulation-scale PLC-AMI model. 

The protection action is triggered when the measured current exceeds 𝐼𝐼𝑡𝑡ℎ for a sustained duration beyond 
transient disturbances. Under normal operating conditions, the system current remains below this threshold, 
whereas abnormal conditions such as electricity theft result in deviations that exceed the defined operating range. 

For different consumer categories, the threshold can be adapted proportionally to the maximum load demand. 
In general, the adaptive threshold can be expressed by (2): 

𝐼𝐼𝑡𝑡ℎ = 𝑘𝑘. 𝐼𝐼𝑚𝑚𝑚𝑚𝑚𝑚 (2) 

where 𝐼𝐼𝑚𝑚𝑚𝑚𝑚𝑚 is the maximum expected load current of the consumer, and k is a safety factor (1.1 ≤ 𝑘𝑘 ≤ 1.3) 
depending on the desired protection sensitivity. 

In general, circuit breakers are current-sensing devices, and voltage cannot be accurately measured through 
them. Since circuit breakers are designed for different current ratings, in the proposed system the breaker current 
threshold is set according to the maximum load requirement of consumers. The breaker current response clearly 
reflects the electrical characteristics of the connected load or fault condition. Under normal operating conditions, 
the current remains stable within a narrow range of approximately [−1.25, 1.25] A, representing balanced operation 
with minimal distortions, as shown in Figure 10a. When inductive theft loads are connected, the current shifts to 
about [−1, 1] A, as indicated in Figure 10b, where the phase lag between voltage and current produces additional 
magnetic flux and increases the system’s energy demand. In the case of capacitive theft loads, the current exhibits 
the widest excursion of approximately [−20, 20] A, caused by harmonics and waveform distortion as current leads 
the voltage, indicating system instability, as shown in Figure 10c. 
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Figure 10. Analysis of Circuit Breaker’s current amplitude for different case (a) No Theft Load (b) RL Theft Load 
(c) RC Theft Load (d) R Theft Load (e) Ground Fault. 

Resistive theft loads yield the lowest current amplitude within [−0.4, 0.4] A, since the power factor remains 
unity and voltage and current are in phase, with only transient inrush current observed at the instant of connection, 
as shown in Figure 10d. For ground fault conditions, the breaker current ranges between [−16, 10] A and displays 
distinct sinusoidal behavior dominated by the snubber resistance and capacitance, with large excursions that reflect 
fault severity, as shown in Figure 10e. These results confirm that each load or fault condition produces a unique 
breaker current signature, which can be effectively utilized for reliable detection and classification of electricity 
theft and faults in the distribution system. The Table 5 shows circuit breaker’s current output across time for 
different system states. 

Table 5. Range of breaker current output for different system states. 

System State Overall Range of Breaker Current Output (A) 
No Theft/Fault [−1.25, 1.25] 
RL Theft Load [−1, 1] 
RC Theft Load [−20, 20] 
R Theft Load [−0.4, 0.4] 
Ground Fault [−16, 10] 

In this work, a single-scale residential-type model is considered for study purposes, while adaptive multi-
class thresholding (residential, commercial, and industrial loads) is identified as a potential extension of the 
proposed framework. 
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3.4. Comparative Analysis against Existing Relevant Methods 

As compared to previous work, this study presents a comparative analysis of the proposed detection and 
protection scheme by incorporating different main load types, as indicated in Table 6. 

Table 6. Comparison with existing PLC-based electricity theft detection approaches. 

Ref. Year Normal 
Power Signal 

High 
Frequency 

Carrier Signal 
Objective Career Signal Output 

(V) 
Breaker Current Output 

(A) 

[35] 2014 230 V, 50 Hz 20 V, 150 kHz Electric Theft 
Detection 

No Theft load: [−7, 7] 
RL Theft Load: [−3, 3] 
R Theft Load: [−5, 5] 

N/A 

[36] 2022 230 V, 50 Hz 20 V, 150 kHz Electric Theft 
Detection 

No Theft load: [−20, 20] 
RL Theft Load: [−15, 20] N/A 

This 
work 2026 230 V, 50 Hz 20 V, 150 kHz 

Electric Theft and 
Ground Fault 
Detection, and 

Protection Systems 

No Theft load: [−20, 20] 
RL Theft Load: [−9, 15] 

RC Theft Load: [−18, 16] 
R Theft Load: [−19.5, 11] 
Ground Fault: [−20, 10.5] 

No Theft load: [−1.25, 1.25] 
RL Theft Load: [−1, 1] 

RC Theft Load: [−20, 20] 
R Theft Load: [−0.4, 0.4] 
Ground Fault: [−16, 10] 

4. Limitations 

The proposed method is performed under controlled simulation conditions and therefore represents an 
idealized operating environment. In practical deployment, several factors may affect its performance. These 
include measurement noise, variations in load characteristics, signal attenuation along distribution lines, and non-
ideal grid operating conditions. In addition, the current study does not explicitly evaluate sensitivity under extreme 
operating scenarios or highly dynamic disturbances. 

Furthermore, the analysis does not consider hardware imperfections, communication delays, or 
environmental interference that may arise in real-world PLC-AMI based implementations. The method’s 
robustness under large-scale deployment with heterogeneous network configurations also remains untested. These 
limitations highlight that the present work focuses on conceptual validation, and further experimental and field-
based studies are required to fully assess practical applicability. 

Although the proposed model is developed on a single-phase 100 km distribution network for conceptual 
demonstration, the underlying principle can be extended to three-phase distribution systems. In a practical three-
phase network, the same carrier signal injection and measurement concept can be applied to each phase 
independently or through phase-wise multiplexing techniques. However, extending the proposed approach to 
three-phase systems introduces additional challenges. These include inter-phase coupling effects, increased noise 
levels, unbalanced loading conditions, and more complex signal propagation behavior. Furthermore, variations in 
network topology such as radial, ring, and meshed configurations, along with long-distance signal attenuation, 
may impact carrier signal integrity and detection reliability. To address these challenges, practical implementations 
may require phase-wise signal separation strategies, adaptive filtering techniques, and the use of localized data 
concentrators for improved signal processing and scalability. 

5. Impact of Distributed Generation Penetration 

In modern distribution networks, the increasing penetration of user-side distributed generation (e.g., rooftop 
photovoltaic (PV) systems and small-scale energy storage units) significantly alters the voltage and current 
characteristics of the grid. These resources introduce bidirectional power flow, increased variability, and dynamic 
changes in load profiles, which may affect conventional power system measurements. 

With the proposed PLC-AMI based electricity theft detection framework, such distributed generation may 
primarily influence the low-frequency operating conditions of the network. However, the detection mechanism relies on 
the behavior of a high-frequency carrier signal, which is largely decoupled from fundamental frequency variations. 
Therefore, the direct impact of PV and energy storage integration on carrier signal propagation is expected to be limited. 

Nevertheless, high penetration of distributed energy resources may introduce additional variability and noise 
in practical deployment environments, which could affect overall system robustness. 
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6. Conclusions 

This work presents a simple yet realistic technique for detecting, monitoring, and mitigating electricity theft 
using a PLC-AMI integrated approach. High-frequency, low-amplitude signals are transmitted through the power 
network to detect theft and protect against system faults, while also analyzing load variations, consumer load types, 
and frequency deviations. In normal conditions, the carrier signal remains symmetric (–20 V to 20 V), whereas 
different theft loads (RL, RC, R) and ground faults distort its amplitude, mainly suppressing the positive swing. 
At 50 Hz, the carrier signal shows a wider symmetric range (–19 V to 19 V), indicating stable operation, while at 
60 Hz the narrower range (–17 V to 16 V) reduces sensitivity for abnormality detection. 

Protection devices, such as circuit breakers, current analysis further confirms distinct patterns for each case: 
stable under normal operation, shifted for RL loads, widely distorted for RC loads, minimal for resistive loads, 
and showing large excursions ground faults. These distinctive patterns enable reliable detection and classification 
of electricity theft and faults. The results show the effectiveness, practicality, and potential of the proposed PLC-
AMI based framework for secure and sustainable distribution system operation. 

In future, the integration of energy storage systems can be explored to enhance the resilience of electricity 
theft detection and protection schemes. Although this study does not model or experimentally evaluate energy 
storage, future work may investigate how storage units can support critical legitimate loads after theft or fault 
events, particularly when supply is intentionally disconnected. Such analysis would enable a deeper understanding 
of how coordinated control between detection mechanisms and storage resources can maintain service continuity, 
improve operational stability, and strengthen overall distribution system reliability. More realistic theft scenarios, 
including dynamic load profiles and advanced bypass methods, will be investigated in future work to further 
evaluate the robustness of the proposed approach. 
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