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Abstract: The development and implementation of machine learning and deep learning
algorithms has opened up new possibilities in industry. Maintenance of industrial assets
has received wide interest from scientists and practitioners. Condition-based maintenance
(CBM) has proven to be necessary to reduce downtime and the cost of repairs and
inspections, and to predict and prevent faults. In the maritime industry, marine engines
are complex systems that must work in a rough environment; therefore, implementing
safe, reliable, and efficient maintenance strategies is challenging. In this context, artificial
intelligence (AI) algorithms have shown high reliability and versatility with respect to
traditional model-based and knowledge-based techniques. In this work, we propose an
unified framework explaining the implementation of suitable Al algorithms to predict the
main faults affecting the performance of a marine engine. By an accurate analysis, aging
and catastrophic faults are the most common ones. Then, we describe strategies to detect
these two types of faults. We also describe the requirements that a decision support system
should satisfy to integrate the algorithms for applying an innovative CBM strategy into
real-life scenarios. Finally, we present the challenges and provide some suggestions for
future research. In summary, the main finding of this work is the framework integrating
Al-based efficient strategies for predicting aging and catastrophic faults with significant
advance. In detail, prediction of catastrophic faults gains nearly 30 seconds with respect
to a classical prediction method. These findings enable us to effectively implement CBM
of marine engines considered in this research.

Keywords: condition-based maintenance; fault; predictive algorithm; artificial intelligence;
marine Diesel engine; decision support system

1. Introduction

The development and implementation of models, control systems, and optimization algorithms based on

Artificial Intelligence (Al) are forcing a paradigm shift in several industries, such as those producing engines for
ships and marine vehicles. The Shipping 4.0 concept has been coined to represent the digitalization and automation
of the maritime and logistics sector [1]. The goal is to reduce production and maintenance costs, improve the safety
of operations and people, track vehicles and goods in real time while securing them, save energy and optimize use of

resources, and reduce the environmental impact of naval operations. In fact, maritime transport is very important for
the world and EU economy: 75% of EU international trade takes place by sea and Europe has the highest number of
passenger transports by water, which are increasing after the COVID-19 pandemic. The integration of intelligence
allows cooperation and symbiosis between humans and machines.
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1.1. Condition-Based Maintenance Paradigm

In the described scenario, autonomous shipping, ship digitalization, intelligent energy management, and
cyber-security are becoming increasingly important. Research also highlights a change of paradigm in maintenance
procedures, especially those related to the core of every ship, i.e. its propulsion plant. By the European regulation
EN 13306:2018, maintenance is the combination of all technical, administrative, and managerial actions during
the life cycle of an item to retain it in, or restore it to, a state in which it can perform the required function.
Lack of maintenance can have a significant environmental impact because a malfunctioning machine emits more
harmful substances than a machine that is functioning properly [2]. Moreover, downtime could have serious cost
consequences, and faults could cause safety concerns for crew and passengers [3,4].

Until today, maintenance has generally been reactive in nature, i.e. based on repair or replacement of failed
components, or time-based, i.e. based on statistical observations and inspection audits planned at fixed time intervals,
similar to scheduling problems. The preventive maintenance [5—7] overcomes the limits of reactive maintenance,
which only intervenes after the fault has occurred [5—7]. However, the risk of unexpected downtime is lower than
with a reactive approach, but it is still not zero; moreover, the unnecessary audits and use of parts when the machine
is still healthy increase the cost of maintenance and can introduce faults, for instance due to incomplete or incorrect
reassembly. Since that, predictive maintenance by machine learning (ML) and deep learning (DL) algorithms has
clear advantages like reducing the number of unplanned and unnecessary downtime and increasing the safety of
transported goods and people. The classification of maintenance approaches is shown in Figure 1.

Reactive Preventive Condition-Based
Maintenance Maintenance Maintenance

Figure 1. Approaches to maintenance.

To begin with, we clarify the main definitions. The literature records the terms condition-based maintenance
(CBM), predictive maintenance (PdM), and prognostics and health management (PHM) that can indicate the same
or different strategies to solve the same problem. In fact, PAM [8—10] and PHM [5,6, 1 1] focus on predicting the
trend of significant variables such as the remaining-useful-life (RUL) of the monitored asset. The RUL is the time
interval between the current operating condition and the occurrence of the fault. On the contrary, CBM emphasizes
that the continuous monitoring of the status of equipment is the key to determine maintenance operations [12]. Both
PHM and CBM use sensor data to evaluate the RUL. In this work, we consider CBM, PdM, and PHM as synonyms.
In fact, the RUL prediction is impossible without monitoring the engine in a continuous way.

On the other hand, as highlighted by [13, 14], CBM is hindered by its upfront implementation cost due to
the additional hardware and software required (advanced sensors, wiring, data acquisition systems and computers,
tailored numerical codes). Moreover, marine engines require storing and processing a tremendous amount of
data and CBM is possible only through advanced technologies and qualified technicians [14, 15]. However, the
minimization of both unexpected faults and unnecessary idle time allows us to save money, reduce use of spare
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parts and labour costs, increase the life of the components and the safety of the ship, passengers, and transported
goods. These benefits increase the profit of the shipping company and return the initial investment.

The CBM can be applied through online or offline monitoring. The second method consists in acquiring
information when the asset is not working, e.g. by vibration analysis [16], oil samples [17], and wave spectrum
analysis [18]. However, most of the interest is in online methods, since they protect the ship’s engines for the entire
running time. Today, CBM is often hardcoded rules with alarm limits (say overall vibration as in rotary steerable
systems or specific frequencies above a threshold). Then, AI can support online CBM by the following approaches:

. Knowledge-based: algorithms are designed to mimic the experts’ reasoning, like in Bayesian Networks [17].
The drawback is that, for new prototype engines or hydrogen fuel cell engines [19], the availability of experts
is not a given.

. Model-based: an accurate mathematical model is built by using the physical laws representing the asset
behavior. In some cases, researchers implement a digital twin, which is a virtual replica enabling simulation of
scenarios, test upgrades, and identification of potential failures before their occurrence [20,21]. Digital twins,
as very accurate models, may provide close-to-life results, but marine engines are compound systems, difficult
to reproduce in the digital space without approximations that can lead to wrong predictions [5, 1 1].

. Data-driven: ML and DL algorithms are used to find relations between data [5-7,9, 1 1]. Digital twins can
be based on data-driven models and there exist hybrid methods combining model-based and data-driven
approaches. In general, data-driven models can be applied using a supervised approach, an unsupervised
approach, or even a semi-supervised approach. Supervision consists in exploiting data that are labeled, i.e.
associated to healthy and faulty conditions. Obviously, most of the data acquired during the life of the
engine are healthy. Since that, supervised algorithms are often hard to realize [6,22,23]. Then, unsupervised
algorithms are often considered and trained only on healthy values [6]. Data fed to the algorithms are not
labeled, so we do not know whether they are healthy or faulty, nor do we know the type, size, and severity of
the fault, and we rely on Al to identify patterns in the data. Semi-supervised approaches use a small amount
of labeled data along with a large amount of unlabeled data during training. Finally, another approach is
reinforcement learning, which is neither supervised nor unsupervised and works by maximizing rewards.

Table 1 provides an overview of the aforementioned, main contributions to CBM, with reference to the
maritime sector. However, research in other fields has also led to great advances in CBM. For example, a reference
review is [24], which has described industrial process monitoring in detail and in a general way, thus providing a
good basis to determine the root causes of maintenance, without limitation to a specific field of interest, e.g. marine
engines. Moreover, each industrial field has its own specific way of realizing CBM, which may be unsuitable in
other cases. For example, the chemical industry is experiencing great progress as is the maritime industry. Namely,
the work [25] proposed a framework based on traditional correlation analysis combined with a machine learning
method. Also, a Bayesian network is combined with novel machine and deep learning strategies in [26]. Other
examples of Al techniques applied to complex industrial applications can be found in [27-29].

This work focuses on achieving CBM by taking advantage of data-driven models, obtained through ML and
DL algorithms. In fact, this approach is attracting much interest from the industries of the field thanks to its high
versatility. In case of new engines, both knowledge- and model-based methods require high efforts to build new
models; on the contrary, if data are available, training new data-driven algorithms requires less time and effort.
Namely, digital twins do not depend on the amount of data, but suffer the issues of complexity and reliability of the
twin model [5, 1 1]. To conclude, CBM with Al through a data-driven approach is realized by the workflow depicted
in Figure 2. First, we must get the data. Then, we apply pre-processing techniques. After, we train the most suitable
algorithm. Finally, we apply the algorithm to the real system.

Table 1. Classification of the most representative contributions to different approaches to CBM.

Works Different approaches to CBM and predictive maintenance
[6,11] Unsupervised or semi-supervised approaches
[8] Classification algorithm
[5,12,23] Supervised algorithms
[17] Experts’ knowledge-based approach
[20,22] Model-based approach
[30-32] Decision Support Systems
[33,34] Surveys
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Figure 2. Condition-Based Maintenance with Al

1.2. Paper Objective and Outline

The objective and main contribution of this work is to provide an integrated-oriented framework that unifies
recent and significant fault prediction algorithms and CBM strategies using machine and deep learning algorithms.
To the best of the authors’ knowledge, most of the literature focuses on individual aspects of CBM, fault problems,
detection algorithms, whereas our goal is to unify different prediction techniques into a single framework that takes
into account all stages of CBM, from formalization to implementation. The framework should serve as an Al-based
methodology for the maritime industry interested in fault prediction and CBM. We integrate Al algorithms in a
unique strategy, starting with the development of algorithms capable of predicting both aging faults and catastrophic
faults, and culminating in a decision support system (DSS), which should support decisions in the event of detected
or predicted faults. This approach should prove particularly useful for managing the aforementioned faults through
a single, integrated system, and thus for the practical implementation of CBM of marine engines.

Note that, in reality, there is no universal “one-size-fits-all” tool because the problem spans three fundamentally
different domains: design (physics-based), operation (real-time control), maintenance (data-driven analytics). On
the contrary, there is a class of integrated platforms that, when combined, achieve a continuous chain from design to
monitoring, diagnostics, maintenance, and feedback into design. This concept exists in aerospace systems [35,36]
and is increasingly adapted to maritime vehicles and systems, although less mature in this field [37-39]. The
key idea is to connect design assumptions, real operational data, and maintenance decisions. Previously, health
management was considered as an additional element to design rather than as a separate sub-system, fully integrated
with the asset design itself [35].

Today, maritime industry has some integrated DSS platforms for CBM of onboard machinery but they are
typically vendor-specific [12]. Furthermore, an innovative DSS may integrate the characteristics and functionality
of predictive and detection algorithms, but is often built on assumptions and requirements proposed years ago but
still valid [40,41]. These papers described the design of diagnostic and control systems by using a supervisory
structure, remedial actions, etc., and the strategy to validate the systems by computing several performance indexes
(time to detect faults, false detection probability, missed detection probability, etc.). To sum up, they addressed
the problem of fault-tolerant control, but laid the foundations for diagnostic and prognostic systems. However, a
unified framework that addresses all phases of CBM implementation is still missing, from the analysis of faults to
the identification of those with higher impact, development of associated detection strategies, modeling of these
strategies by advanced data-driven methods, algorithmic coding, and integration into a single platform. Then, our
contribution could help bridge the gap between theory and practical realization of fault prediction and CBM of
marine engines. We finally remark that the combination of ML and DL algorithms into a DSS is necessary to
provide a solution useful for industry. In fact, displaying this combination through user interfaces helps human
operators analyze the results of predictive algorithms and understand the state-of-the-health of the asset.

The paper is organized as follows. Section 2 provides some preliminary information on faults and decision
support systems using Al to help CBM. Section 3 describes the case study, namely a marine Diesel engine. Section 4
deals with the topic of the aging fault and shows how to predict the associated degradation pattern. Section 5 gives an
overview of a simulated catastrophic fault and proposes a strategy for its early detection. Section 6 proposes guidelines
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for the design and development of a DSS. Section 7 draws the conclusions with some future research prospects. We
remark that, after the previous literature review, the following Sections 2 and 3 are the preliminary knowledge needed to
address the CBM topic; then, the integrated-oriented framework is presented in Sections 4—6.

2. Preliminaries

2.1. Faults Modeling and Classification

The IFAC SAFEPROCESS Technical Committee provided a standardized, internationally recognized termi-
nology for fault diagnosis, supervision, and safety in technical processes [42]. This terminology, largely developed
by R. Isermann and P. Ballé [43—46], ensures a common language for identifying abnormal system behavior. Some
of the fundamental definitions are as follows:

. Fault: an unpermitted deviation of at least one characteristic property or parameter of the system form the
acceptable/usual/standard condition.

. Failure: a permanent interruption of an ability to perform a required function under specified conditions.

. Error: a deviation between a measured or computed value (of an output variable) and the true, specified or
theoretically correct value.

. Residual: a fault indicator, such as a deviation between measures and model-equation-based computations.

. Fault detection: determination of the faults present in a system and the time of detection.

. Monitoring: continuous real-time determination of the conditions of a physical system, by recording informa-
tion, recognizing and indicating anomalies in the behavior.

It is important to distinguish faults from failures. A fault is a deviation (unpermitted state), whereas a failure
represents a permanent loss of function. Stated in other words, a fault could be the underlying cause (why). A
failure is the observed result when the system fails to meet expected requirements (what). In this work, we present
methods to observe and predict faults and methods to anticipate them. This is a clear benefit for industry, which can
save cost of repairs if faults are predicted quite in advance.

Identifying a unique and general maintenance strategy for all possible faults in the marine engine is impossible.
In fact, the engine should be protected from all the different ways in which it can fail. Since that, a crucial step in
developing suitable and reliable strategies for CBM of marine engines is modeling realistic degradation patterns.
They are often represented through the concept of residuals [47-56], namely the difference between the expected
(healthy) values and the real sensor measurements, acquired from the monitored machines. As highlighted in [57],
the degradation pattern represented by the residuals can be modeled as follows:

Ti(t) :F(Si(t)aéi(t)at) (1)

where 7; is the residual for the ¢-th measured variable, s; and §; are the acquired and predicted sensor measurements
of the ¢-th variable, F' is the time-dependent law. F' can be represented by a polynomial equation:

F(si(t),3:(t),t) = Y ault) [ka(1))' @
=0

where a;; is the simple difference between s; and §;, k; is the failure coefficient, and [ is the order of the polynomial
equation. Based on the severity and on the degradation speed to represent, F'(s;(t), $;(t),t) can be further detailed
as an additive, multiplicative, or exponential fault.

For example, by putting n = 1 and a;; = 1, a simple additive fault can be modeled:

F(Si(t), §i(t), t) = aio(t) + k‘(t) 3)
Similarly, putting a9 = a1 = ... = a,—1 = 0 and [ = n, an exponential law can be obtained:
F(si(t), 8:(t),t) = ain(t) [K(®)]" )

Although different mathematical rules can be used to model the residuals’ patterns, two main behaviors can be
identified according to the degradation velocity:

*  Aging fault: it is a slow and often regular pattern of degradation from a healthy to a faulty condition, mainly
caused by the wear and tear and use of system components. Algorithms detecting this fault behavior must be
characterized by the ability to learn and predict time-series patterns. Examples are in [9,12,57,58].

. Catastrophic fault: it is also called abrupt fault, mainly caused by mechanical problems and characterized by
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a sudden and unexpected event. In fact, this fault occurs in few seconds causing the total disruption of the
marine engine. Then, the algorithms trained for detection must be able to process the input data and to provide
reliable outputs quickly. Examples are in [59-61].

The functioning and safety of marine engines is supervised by “onshore” and “offshore” operators, the first
operating remotely, the second working on board. Onshore operators manage the correct machine functioning
from a terrestrial office; offshore (or onboard) operators are crew members who are on the ship. It is clear that a
single algorithm can not cover both aging and catastrophic faults. Therefore, training two different algorithms and
integrating them into a unique decision support system designed to support both onshore and offshore operators is
crucial to guarantee the safety of the marine engines.

2.2. Learning from Data and Taking Decisions

Choosing the most suitable ML and DL algorithms based on the fault to detect and predict is just the initial step
for correct integration of the CBM strategies for marine engines. Indeed, integrating the codes implementing these
algorithms into an user-friendly software system that supports both onshore and offshore operators in monitoring
the marine engines is another crucial step. This software system is known as expert system [30] or decision support
system [31]. It is a powerful instrument used to extract meaningful information from data acquired by sensor
measurements, to help onshore and offshore operators to know the state-of-the-health of the monitored engine, and
to organize maintenance audits if necessary.

Even if the focus of the current work is to apply data-driven models for CBM, all the different CBM strategies
that were previously described can be integrated into DSS. For example, while artificial neural networks (ANN5s) are
used as basis for the DSS in [31], a knowledge-based approach is developed in [30]. Furthermore, large language
models (LLMs) have been recently applied into DSS. Herein, the data-driven models for fault detection are still the
core of the DSS, the difference is how data is processed and information proposed to the human user. Namely, in
the case of LLMs, the DSS works as a chat-bot, waiting for user inputs to process and providing useful information
as output. In more details, in the traditional DSSs, the algorithms placed in the backend of the user interface make
predictions and then the predicted faults are shared with the user through alarms or labels. Whereas, in case of
LLMs, the user makes queries; then, the chat-bot elaborates the query asked by the human and processes the data to
give a textual output. An example is provided by [32].

We will focus on the DSS that processes the data in the backend and shows them on charts and labels, like
those explained in [30,31]. In future research, the LLM-based DSS will also be considered and will be a perfect
case to consider Al agents that communicate and interact to operate, monitor, diagnose, maintain, and control the
entire life cycle of the marine engine.

3. The Marine Diesel Engine

In this work, a high-speed marine Diesel engine is the system under condition-based maintenance. Figure 3
shows an example of this type of engine.

Figure 3. Marine Diesel engine (courtesy of Isotta Fraschini Motori S.p.A., see https://www.isottafraschini.it/
prodotto/vl1716¢2-mlh/ (accessed on 27 March 2026)).
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Now, an overview of the engine parts and the main physical modeling laws are essential to understand the
complexity of the system. As highlighted in different works [22,33], a traditional marine Diesel engine is often
divided into four subsystems:

. air and exhaust gases circuit: it is the circuit that manages the air and exhaust gas circulation through the
engine. The air is crucial for the combustion process and for providing enough energy to the turbocharger
systems.

. oil circuit (also known as Lube circuit): this circuit guarantees the correct lubrication of the mechanical parts.

. water circuit (also known as the cooling circuit): it is divided into the low- and high-temperature circuits, the
water is used to cool down the temperature of the mechanical components.

. fuel circuit: it is the circuit in which the fuel flows. Its main task is to correctly manage the injection to have
an optimal combustion process.

A detailed description of each circuit is beyond the scope of this work. Despite that, we provide a quick
overview of the mathematical modeling equations that are usually applied in the literature [20,62,63]. Basically, the
considered physical laws can be reduced to the conservation of mass, energy, and momentum. Taking the (intake or
exhaust) manifold as an example, the conservation of the mass can be written as follows [62]:

() = om ®
where R is the universal gas constant, V' is the manifold volume, and 7" and p are the gas temperature and pressure
in the manifold, respectively; Am = my,, — M,y is the time variation of mass between the inlet and the outlet of
the manifold.

Assuming time-invariance of the volume, the conservation of the energy in the manifold is written as:

V o d

E Cy dilz - (mzn hln) - (mout hout) (6)
where ¢, is the specific heat in case of constant volume, and h;, and h,,, are, respectively, the inlet and outlet
fluid enthalpy.

Similarly, in the case of engine cylinders, the conservation law of the mass is written as follows:

dmcyl

o =Am+ q; )

where m.,,; is the whole mass inside the cylinder, Am is the variation of the mass flow between the inlet and outlet
valves, and «; is the ideal burned fuel rate.
Finally, focusing the attention on the turbocharger, the dynamic equilibrium is described by the momentum

equation:

d AP
YIS L Vwps = —— ®)
dt wTs

where I7 is the inertia momentum of the turbocharger system, v is the viscous friction coefficient, wrg is the
rotational speed of the turbocharger system, and, finally, AP is the difference between the power given by the
turbocharger and the one received by the compressor.

The described equations are the basis for modeling the entire marine engine, under suitable assumptions. The
reader is referred to [62,63] for more details.

It

4. The First Problem: Aging Fault

As remarked in the introduction, the aging faults are characterized by slow degradation patterns due to usage
and wear. Since that, the algorithms trained for predicting such faults must be able to recognize and predict time-series
patterns. To this aim, the most suitable algorithms are the recurrent neural networks (RNNs) and their variants, as the
long short-term memory (LSTM) algorithm, defined for the first time by [64]. This is true because the memory and
update cell, which is intrinsic to the LSTM algorithm (see Figure 4), allows us to manage and retain only the most
useful information in the learning process and to predict data patterns. Moreover, compared to a traditional RNN, this
cell avoids the so-called vanishing gradient problem, where the gradient represents the direction and the entity of the
error. The vanishing gradient usually occurs while training the neural networks, during the back-propagation phase,
when the gradient risks to assume values that are too small. The typical LSTM architecture is shown in Figure 4, in
which the memory and forget cells are emphasized, since they increase the algorithm capabilities to manage long-term
dependencies. Examples of the LSTM applied to the CBM of marine engines can be found in [5,6,9,11,58].
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Figure 4. Architecture of the LSTM algorithm.

The discrete-time equations that describe the algorithm are the following:

f() =Wy - [h(t = 1), z(t)] + by), ©
i(t) = (Wi - [h(t = 1), z(t)] + bs), (10)
&(t) = tanh(W, - [A(t — 1), 2(t)] + be), (11)
c(t) = f(t) - c(t =1) +i(t) - &), (12)
o(t) = a(W, - [h(t — 1), 2(t)] + by), (13)
h(t) = o(t) - tanh(cy), (14)

where ¢t and ¢ — 1 are the current and previous discrete time instants, 2:(t) the input, h(¢) the hidden state, f(¢) the
forget state, i(¢) the input state, c(t) the cell state, o(¢) the output state, o the sigmoid activation function, W denote
weight matrices, and, finally, b are biases. The sigmoid function filters the useful information in the forget cell: if its
value is 0, then the information is forgotten; if it is 1, then the information is kept for prediction. The memory and
update cell works in a similar way, by the tanh function “deciding” the information to update. Finally, the output
information is managed by the last sigmoid function.

The LSTM weights are updated by defining a loss function. Among the most common ones available in the
literature for regression tasks, the root mean squared error (RMSE) is frequently used in this role:

RMSE = (15)

where D is the number of data points, y is the real (measured) output value, and g the predicted one.

After the most suitable predictive algorithm has been chosen, i.e. the LSTM, the next step is to develop an
efficient strategy to apply it. Since the goal is to predict a slow degradation pattern, the fault has been modeled as an
additive fault:
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yri(t) = yni(t) + k(t) (16)

where y, and yj,, are the faulty and healthy values of the i-th sensor measurement y and k(¢) is a fault coefficient.

Then, as remarked by [65], it is important to note that the ML and DL algorithms work properly if the statistical
law used for data generation does not change over time. If it changes, this is referred to as “data distribution shift”
in the literature. Since that, we made the following assumption.

Assumption 1. The engine under consideration is installed on ships with a regular and predictable behavior. These
ships always travel the same route daily and cyclically.

This hypothesis allows to consider ships that sail the same path day after day, with slow or minimal changes
over time. In this scenario, the LSTM can be correctly applied. Namely, working conditions as in Assumption 1
mainly characterize ferry ships and cruise ships. These vessels follow a strictly defined route, which is highly
suitable for predicting future trends in sensor measurement time series. Other approaches must be investigated for
luxury or military ships. In these cases, the working conditions are not regular, highly variable, and often random
and, consequently, the time series are not predictable [65]. A different possibility could be to predict the drift, that
is, the difference between healthy, expected values and the values actually acquired by measurements.

Having identified the case study for marine Diesel engines with regular behavior, we develop the following
multi-step methodology to train the LSTM and to correctly predict time-series of variables measured by sensors:

the engine is started and data are collected for a period of time of length AT} and then stored;

the data acquired from sensors are used for training an LSTM algorithm;

the trained LSTM predicts the time-series patterns for a period of time of length AT5;

the trained LSTM predicts a second cycle of time-series patterns for a period of time of length AT5;

the predictions and healthy sensor data are compared and the consequent fault detection is made;

if a fault is not detected, the LSTM waits for new data from the next period of length AT} to be retrained; if a
fault is detected, an alarm is generated;

the oldest data are replaced with the newest ones;

8. go back to step 2.

SN e

~

We tested the proposed methodology with three different variants of the traditional LSTM:

. a traditional LSTM;
. an LSTM optimized by a genetic algorithm [66];
. an encoder-LSTM combination [34].

An overview of the proposed method, which is a kind of moving-window approach, is shown in Figure 5.
This approach, based on an online cyclical-update logic, overcomes one of the most important limits in applying
data-driven algorithms: the availability of data. In fact, here the LSTM is trained directly “on the field”, without the
necessity of acquiring a large amount of data offline. Moreover, deleting the oldest data and replacing them with
newest data is justified by a second assumption. Note that, while the data for the initial window of length AT is
gathered to train the LSTM, the data immediately following is buffered and used in the following AT, window,
where the choice of AT} and AT5 is free. Moreover, since we wait before retraining, there is no overlap between
the data used in successive training processes.

It is worth noting that, in the literature, the LSTM is not the only algorithm applied for CBM and prediction
by time series, but it is the most suitable algorithm to detect aging faults [5]. In fact, other approaches such as
ANNS are widely used to predict expected and nominal values of sensor measurements, but are not suitable for
predicting future behavior, whether healthy or faulty. Moreover, literature shows the LSTM is often combined with
other techniques. For example, it is often integrated into an Autoencoder to build a reconstruction algorithm, which
is trained to provide an output equal to the input [11]. If the difference between the inputs and the reconstructed
outputs exceeds a fixed threshold, then a fault is detected. While this technique can detect the presence of a fault in
the system, it does not provide any information about its future behavior. Since the ability to provide future insights
is the core of CBM, the LSTM was chosen due to its ability to learn and predict future time series. It is worth noting
that other algorithms with this feature are the Gated Recurrent Unit (GRU) and the Recurrent Neural Networks
(RNN), but the GRU are a simplified version of the LSTM and the RNN are inherently flawed due to the vanishing
gradient problem that the LSTM structure overcomes. Then, the traditional LSTM is a good benchmark algorithm
to predict aging faults.
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Figure 5. Method for detecting aging faults.

Assumption 2. The fault behavior is more affected by newest data than by oldest ones.

This assumption is intuitive, but improves the prediction. Namely, the aging law can change over time, making
the acquired data obsolete.

We simulated a specific fault that is the drift of the exhaust manifold temperature. To this aim, we used a
simulation model very similar to a digital twin of the engine under consideration. The results showed that the simple
LSTM has the lowest percentage relative error, which is computed as:

~g(t) —y(t)
B = y(t)

where §(t) is the predicted sensor measurement and y(¢) is the real one. In fact, a traditional LSTM was able to
keep the error below 2% in both the presence and absence of noise, whereas the encoder combined with the LSTM
showed less reliability especially in presence of noise; finally, the optimization by a genetic algorithm increased
the risk of overfitting. More details can be found in [9,58]. Figure 6 shows some results that can be derived from
the approach in the cited works. The green line shows the LSTM prediction of the exhaust temperature, while the
orange line shows the actual value. It is clear that the proposed strategy can predict the future time series of the
measured variable correctly, thus can detect any anomaly drift sufficiently ahead of time. From a practical point
of view, this allows the ship owner to order spare parts and plan maintenance when strictly necessary. Moreover,
unexpected downtime is avoided and safety is increased.
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Figure 6. Aging fault detection: comparison between LSTM prediction and actual values of exhaust temperature.
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5. The Second Problem: Catastrophic Fault

The next step is to develop a strategy suitable for catastrophic faults. As remarked in the introduction, a
catastrophic fault is an anomaly that occurs suddenly and is impossible to predict far in advance. Then, the only
possible way to manage this problem is early detection. It is important to note that detecting such a fault even
just few seconds before it occurs is crucial for the marine engine. In fact, an early detection allows us to avoid
unexpected power losses, consequently the ship commander can secure the vessel by altering the route if any
obstacles are present, or he can raise the alarm to evacuate the engine room. Then, it is clear that detection time
is the key factor in developing suitable strategies to detect catastrophic fault early. A reliable solution is to not
focus on the error itself, computed as indicated in Equation (17), but to consider its first and second derivatives.
Consequently, we propose the following method in successive steps:

1. Each time new data are acquired, their error is evaluated according to Equation (17);
2.  The first derivative of the error (a sort of “error velocity’”) and the second derivative of the error (a sort of
“error acceleration”) are computed as:

_ de(t) _e(t)—e(t—1)

o) =g T Ar (18)
_dPe(t) _w(t)—w(t—1)
at) =g AT (19)

where AT is the data acquisition time-step.
3. If the first and second derivatives show an increase in the density of peak values, it means that something is
wrong and is suddenly happening in the engine: an alarm is triggered.

Figure 7 shows an overview of the proposed framework. A suitable algorithm to apply this approach is the
decision tree (DT). In fact, it is a widely applied predictive algorithm easy to train in noisy scenarios, as the one of
interest. Its structure determines a prediction process working as follows: each node gives a branch split that leads
to an output or to another decision node; the first decision is taken in the input nodes, called roots; then, internal
decisions, made by other nodes, determine the flow of the decision process depending on the values of input data;
the leaves, representing the final decision, output the predicted values.

Predictive R Predicted Healthy
Model Sensor Measurements

Error
Derivative of the error
Second derivative of the error

Acquired Sensor
Measurements

—p Sensors >

Figure 7. Method for detecting catastrophic faults.

Figure 8 shows a possible DT of the engine under analysis. In the figure, the rotational speed in rpm and the
power are the DT inputs used to predict the expected sensor measurements (outputs). In details, P1, P2, P3 are
power values and RPM1, RPM2, RPM3, RPM4 are speed values in different regimes; all are used by the DT to take
decisions. Based on the inputs, the decision-making process follows one path or another to determine the sensor
measurement predicted as output. Each different path leads to a different outcome. Note that predictions are used to
compute the error to be used in (18) and (19).

The DT is trained by reducing the value of the entropy variable. It is a measure of the uncertainty level in
assessing a variable in a decision process and is expressed as follows:

B(S) ==Y p(x)logap() (20)

reX

where S is the dataset, X a class in the dataset .S, and x a variable. The entropy has values between 0 and 1: the
lower the entropy after a node decision, the more effectively the DT is trained. Then, the Information Gain and
Gini impurity are the other two key variables that properly describe a DT. The Information Gain is the difference
between the values of entropy

I(S,z) = E(S) — E(S|x) (21)
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where E(S|z) is the entropy of the sample S given the assessment of . Finally, the Gini Index is the probability of
making an error in classifying a sample:

G=1-Yp 22)

where ¢ represents the i-th class, p; is the fraction of elements that belong to class 4 in a specific node. Figure 9
shows the training of the DT associated to the considered engine. Training is made to yield sensor measurements in
healthy conditions. These values are then compared to those measured in real time to get an error and then compute
its derivatives. As the straight line shows, the predictions of sensor measurements under healthy conditions basically
correspond to the real values.

INPUTS

NO YES

’ |s Power<P2 ? Is RPM<RPM1 2 ’ Is Power>P2 ?
Yes o YES S No

= Power = P4 & Power != P4 &
Power != P3 & Power = P3 & RPM > RPM4 7 RPM > RPM4 ?
RPM > RPM3 ? RPM > RPM3 ?
Prediction 1 Prediction 3 Prediction 5 Prediction 7
Prediction 2 Prediction 4 Prediction & Prediction 8

Figure 8. Decision tree for the considered marine engine.
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Figure 9. Training of the Decision Tree.

This approach has been tested on a simulated catastrophic fault due to a bearing collapse in a marine engine.
The results showed the reliability of the proposed method, see [61] for more details. The Figure 10 shows important
results derived from the approach in the cited paper. The blue and orange lines are, respectively, the first and second
derivatives of the error, in its turn shown in green. The dotted line is the sensor threshold. As clearly visible, the
fixed alarm threshold is exceeded by the proposed approach much earlier than by using the simple error, thereby
preserving the engine integrity and lifetime, while increasing the safety of the crew and of the transported goods.

Consequently, the proposed approach shows very promising results. However, improvements are necessary.
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Namely, implementation in a real-life scenario is challenging and not easy. Data coming from the asset are affected
by noise, then the derivative computation shows spikes that can produce false alarms. A simple solution widely
applied in industry is based on noise filters. Moreover, a threshold must be defined for detecting faults through the
error derivatives. An initial choice is the threshold used for the error to detect failures in sensor measurements.
Then, the threshold value can be fine-tuned by a test campaign in real conditions.
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Figure 10. Error and its first and second derivatives.

6. Third Problem: Decision Support System

The last step in realizing the framework for fault prediction and CBM is to integrate the two presented
predictive strategies for fault detection into a decision support system supporting onboard and onshore operators.

To address this topic, it is important to take into account that the CBM is developing a paradigm shift during
the revolution brought by the Internet of Things (IoT). In fact, the development of a DSS is not a simple integration
of ML and DL algorithms into a graphical user interface, but consists of integrating several tools for: acquiring and
storing the sensor measurements; processing these data; using them as inputs of the predictive models; storing and
further processing the outputs of the predictive models; finally, making a decision based on the obtained information.
It is clear that all these data and the extracted information must be provided in real time and without or with short
delay, such that the faults are detected with adequate time in advance. Since that, an automation, control, and
supervision system (ACS) is often required, namely, a centralized system that manages and processes all the data
and information, making decisions autonomously, without waiting for human input. Consequently, a constant cloud
networking and communication between the ACS and the controlled vessels is desirable and must be guaranteed. In
fact, even if a CBM technology can be installed onboard, an online cloud-based solution is often preferred. This is
because in this way both onboard and onshore operators can have access to information about fault predictions, and
may coordinate an emergency response in case of failures and breakdowns. This is particularly important in the case
of autonomous ships, which are obviously supervised by an ACS acting if some issues occur. The choice of this
cloud-based supervision system opens new challenges, especially related to cyber-security, such as the so-called
adversarial attack [67]. A simplified representation is provided by Figure 11, which highlights the need, especially
in the current geopolitical situation, to correctly secure the information and software tools that are stored on the
cloud, the core and brain of the overall CBM system.

Addressing all the issues highlighted in this section is beyond the scope of this work, but being aware of their
existence is necessary for the reader to have an overall idea of how challenging the CBM implementation is.

Focusing on the DSS design, two are its key requirements that must drive the implementation:

1. the most suitable fault prediction algorithm must be chosen;
2. the DSS must be user-friendly both for the onboard and onshore operators.

The first issue has been addressed in [7], where the authors proposed to compare predictive algorithms with a
loss function, which is evaluated by combining both the prediction time and the prediction accuracy. The idea is
that once all the possible algorithms available in the literature are tested, the one with the lowest loss function can
be chosen.
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The second problem is designing an ACS that can display only the most important and easily interpreted
information to the user, preventing their attention from getting lost in unnecessary, complicated, and superfluous
details. Since that, the user must be able to navigate into the DSS and easily retrieve the necessary information. In
addition, the operators’ attention must be maintained through high-level alarms when faults are detected or predicted.
Note that information flows not only from the DSS to the user, but also from the user to the DSS. An overview of
the system and the information flow is in Figure 12 and in [68].

We observe that language models can be used to streamline the human-machine interface, and Al agents
can be employed to make the analysis more efficient for operators (and possibly tailor-made depending on the
experience/background of the user).

*  Most suitable algorithm
s Catastrophic Fault Detection Module
*  Aging Fault Detection Module

Figure 12. Information flow between ship/ACS and onshore operators.

7. Conclusions and Open Issues

This work addressed the main topics for the development of a unified framework to apply effective Al
algorithms in CBM of marine engines. First, the two main types of fault that can affect the asset have been
identified—the aging and catastrophic ones. Second, suitable predictive strategies have been developed. The LSTM
algorithm has been chosen to predict the occurrence of aging faults in the case of ships with periodic and regular
behavior, whereas the DT algorithm was chosen for fast and timely detection of catastrophic faults. Finally, the
requirements and challenges of DSS implementation have been described.

Several open issues must still be addressed. In fact, as remarked in the previous sections, cyber-security is a
primary characteristic in implementing CBM by an ACS [67]. Moreover, the problem of managing data coming
from an entire fleet of ships is hard and still studied. In the literature, the federated learning approach was identified
as a promising solution to also address customer privacy [69,70]. It consists of sharing in a common cloud not the
acquired data, but only the trained models. Consequently, in the centralized cloud, an “average” predictive model
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is created and shared by different customers. It is an original solution that allows to remove several limitations in
CBM implementation: each individual customer’s data are not shared with others, thus protecting his privacy; the
centralized cloud does not run a predictive model for each customer, but just one model for all customers, such that
delays and computational cost are reduced.

Finally, in this work, the aging fault detection module and the catastrophic fault detection module have
been independently analyzed and developed. Consequently, no communication has been designed between them.
Recently, the agentic Al architecture has been introduced in the CBM paradigm [71]: it consists in the creation
of an interconnected system between the different Al agents implemented. By this technique, the aging and the
catastrophic modules would no longer operate passively on their own, but, thanks to a global Al agent, they would
share information allowing a more effective engine management. Obviously, the aging detection agent and the
catastrophic detection agent can be supported by and cooperate with other Al agents, in their turn devoted to energy
management system, fault-tolerant control, and prescriptive maintenance. The computational cost will increase, but
it will make a big step forward to fully autonomous ships.

Finally, the last direction for future research could be the implementation of maybe more powerful tools for
CBM of marine engines, such as reinforcement learning (RL) [72,73]. This technique seeks an optimal solution
by maximizing a reward function. Its strength is the fact that a RL-based approach searches autonomously for the
optimal solution. Consequently, it can be easily implemented into a deep learning architecture to search for the best
combination of hyper-parameters characterizing the architecture. The RL-based approach is suitable in applications
where supervised learning is not possible and where a single optimal solution must be determined. This could cover
many cases of marine engines and systems, especially innovative systems for which experts’ knowledge is not
available, like in the case of hydrogen fuel cells.

The described research activities also represent the future trends that the CBM research is going to follow. At
the same time, it is worth noting that every novel algorithm or strategy must be tested in close-to-real-life scenarios.
In fact, the algorithms must have a quick response, must be robust to changes in working conditions and possess
high adaptability. Consequently, an algorithm should be preferred over another not only based on the predictive
performance during its training, but also based on its behavior during the engine lifespan. Since that, a good trade-off
between novelty and wide applicability is the key factor that must drive the CBM research.
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