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tailed anomaly-score distributions and elevated false-positive rates under unseen driver
behavior. To address this limitation, we propose the Uncertainty-Gated Mixture Model
(U-GMM), a feature-wise anomaly-scoring framework that combines conditional
probabilistic forecasting with marginal plausibility estimation through an uncertainty-
aware gating mechanism. The conditional component captures temporal consistency
with recent history, while the marginal component evaluates whether an observation
remains plausible under the broader nominal feature distribution. The learned gate then
uses predictive uncertainty to adaptively balance these two sources of anomaly evidence,
reducing undue score inflation in nominally stochastic channels while preserving
sensitivity to dynamically inconsistent or globally implausible deviations. Experiments
on real-world vehicle telemetry datasets show that the proposed framework improves
threshold transfer under unseen-driver evaluation, achieving up to a 2.5 reduction in
extreme false-positive rate while maintaining competitive fault detection performance
under injected anomalies. These results indicate that reliable anomaly detection in
human-in-the-loop systems depends not only on predictive model capacity, but also
on uncertainty-aware score construction that distinguishes difficult-to-predict nominal
behavior from genuinely abnormal system dynamics.
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1. Introduction

Unsupervised anomaly detection has become an important paradigm for vehicle health monitoring because
fault events are rare, heterogeneous, and difficult to label comprehensively [1,2]. By training models exclusively
on nominal telemetry, unsupervised anomaly detection methods can identify deviations from learned normality
without requiring exhaustive fault annotations [3,4]. The ability to learn directly from nominal operating data makes
unsupervised anomaly detection particularly well suited to modern vehicle monitoring, where high-dimensional
multivariate telemetry is readily available but representative fault datasets are generally scarce [5].

The need for unsupervised monitoring approaches is amplified by the increasing complexity of modern vehicle
mechatronic systems, in which tightly coupled sensing, control, and embedded software can obscure the observable
effects of incipient degradation [0, 7]. In closed-loop operation, compensation and fault-tolerant control may
attenuate the external manifestation of internal drifts, so that early-stage faults appear only as subtle deviations
in internal telemetry rather than as clear threshold violations in performance variables [7]. The weak external
manifestation of early-stage faults makes nominal-data-driven monitoring particularly attractive for early fault
detection in high-dimensional vehicle systems [6].
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In human-driven vehicle systems, early fault detection from telemetry is further complicated by the fact that
telemetry is shaped not only by deterministic vehicle dynamics but also by partially observed driver behavior and
operating context [8,9]. Signals associated with steering, braking, and acceleration may vary substantially under nominal
conditions due to driver intent, traffic interactions, and road geometry, even when the vehicle remains mechanically
healthy [9-11]. As a result, deviations in observed telemetry do not uniformly indicate abnormality [12, 13]: large
residuals in some channels may reflect benign behavioral variability, whereas comparable deviations in more tightly
regulated vehicle-state variables may be more indicative of genuine system faults.

Most existing anomaly detection frameworks for multivariate vehicle telemetry model nominal behavior
through reconstruction, forecasting, or likelihood estimation, and then derive anomaly scores from residual magni-
tude or predictive deviation [2,3]. While effective in many settings, the aforementioned approaches typically do
not distinguish between channels that are intrinsically difficult to predict under nominal operation and channels
whose deviations are more indicative of abnormal system behavior [12, 14, 15]. Treating all prediction residuals as
equally informative can lead to a formulation mismatch in human-driven telemetry: behavior-sensitive variables
with high nominal uncertainty may dominate aggregate anomaly scores, inflating false-positive rates even when the
underlying system remains healthy [9, 13]. The resulting sensitivity to nominal behavioral variability suggests that
the central challenge lies not solely in representational capacity, but in anomaly scoring under mixed uncertainty.

To address this limitation, we propose the Uncertainty-Gated Mixture Model (U-GMM), a feature-wise anomaly
scoring framework that combines conditional probabilistic forecasting with marginal density-based plausibility
estimation through an uncertainty-aware gating mechanism. The conditional forecasting component quantifies the
consistency of each observation with its recent temporal context, whereas the marginal plausibility component
evaluates whether the same observation remains likely under the broader nominal feature distribution. A learned
gate then uses predictive uncertainty to adaptively fuse the complementary anomaly signals. In channels for which
nominal behavior is inherently difficult to predict, large conditional residuals need not imply abnormality; in such
cases, the proposed framework reduces reliance on predictability-based evidence and instead assesses whether
the observation remains globally plausible under nominal operation. Conversely, when temporal predictions are
confident, deviations from the conditional forecast are treated as stronger indicators of abnormal behavior. In effect,
the proposed framework learns to distinguish between telemetry channels and operating regimes in which predictive
deviation is informative of abnormality and those in which nominal behavior is inherently difficult to predict. As
a result, deviations in conditionally predictable signals are penalized more strongly, whereas deviations in more
aleatoric channels are evaluated primarily through global plausibility when conditional uncertainty is high.

Unlike conventional reconstruction- or forecasting-based detectors, the proposed framework does not assume
that predictive deviations are uniformly informative across telemetry channels and operating contexts. Instead,
U-GMM explicitly models heterogeneous feature-wise predictability by combining conditional temporal consistency
with global marginal plausibility through uncertainty-aware gating. The central contribution therefore lies not
merely in the use of a more expressive forecasting architecture, but in a different anomaly-scoring formulation
for human-driven telemetry, where nominal stochastic variability and fault-relevant deviations must be treated
differently. By adaptively modulating anomaly evidence according to predictive uncertainty, the proposed framework
reduces false-positive inflation arising from behavior-sensitive telemetry channels while preserving sensitivity to
genuinely abnormal vehicle dynamics.

The main contributions of this paper are as follows:

e We formulate anomaly scoring in human-driven vehicle telemetry as a mixed-uncertainty problem, high-
lighting the need to distinguish behavior-induced aleatoric variability from fault-relevant deviations in more
deterministic vehicle dynamics.

e  We propose the Uncertainty-Gated Mixture Model (U-GMM), a unified feature-wise anomaly scoring frame-
work that combines conditional probabilistic forecasting with marginal plausibility modeling.

e We develop a dynamic uncertainty-aware gating mechanism that uses predicted conditional uncertainty to
adaptively weight complementary anomaly signals at each feature and timestep.

*  We show through ablation and interpretability analysis that the resulting gating behavior is not only effective,
but also consistent with the heterogeneous predictability structure of vehicle telemetry.

The remainder of this paper is organized as follows. Section 2 reviews related work. Section 3 formulates
the anomaly detection problem under mixed uncertainty. Section 4 presents the proposed U-GMM framework.
Section 5 describes the experimental setup, and Section 6 reports the empirical results. Section 7 discusses the
findings, Section 8 outlines limitations and future work, and Section 9 concludes the paper.
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2. Related Work

2.1. Deep Anomaly Detection for Multivariate Time Series

Traditional statistical and threshold-based anomaly detection methods are effective under low-dimensional
settings and strong modeling assumptions, but do not scale well to modern high-dimensional multivariate time
series with nonlinear temporal dependencies and cross-variable interactions [1,3, 16]. Classical machine learning
approaches, including distance-based, clustering, and one-class methods, face similar limitations as dimensionality
and system complexity increase [17, 18]. The limitations of classical methods in modeling high-dimensional
multivariate temporal structure have motivated deep learning-based approaches that learn temporal representations
directly from multivariate telemetry [1,2].

Existing deep anomaly detection methods for time series can be broadly categorized into reconstruction-based
methods [19], forecasting-based methods [20], probabilistic likelihood-based models [3], and adversarial or hybrid
frameworks [21,22]. Models such as OmniAnomaly [3] and USAD [21] learn nominal temporal structure and
detect anomalies through deviations in reconstruction error, prediction error, or likelihood. More recent work further
incorporates attention mechanisms and graph structures to capture complex inter-variable dependencies [23,24].

Despite differences in anomaly detection architecture, most existing frameworks do not explicitly account
for heterogeneous feature-wise predictability. In particular, most existing frameworks typically derive anomaly
scores from deviations relative to a single learned notion of nominal temporal behavior, without distinguishing
channels that are intrinsically difficult to predict under nominal operation from channels whose deviations are
more indicative of abnormal system behavior. The assumption that all residual deviations are equally informative
becomes especially problematic in human-in-the-loop vehicle telemetry, where behavior-sensitive inputs can exhibit
substantial nominal variability. The presence of feature-dependent nominal uncertainty motivate anomaly scoring
formulations that adapt to feature-wise predictive uncertainty rather than treating all residual deviations as equally
informative [3,23,25].

2.2. Context-Aware Anomaly Detection with Human-in-the-Loop Variability

Anomalies are generally defined relative to an established notion of normal behavior [16]. In complex
multivariate systems, however, abnormality often depends on operating context rather than absolute signal magnitude
alone. Context-aware anomaly detection therefore evaluates deviations conditioned on system state, environmental
conditions, or operating regime [16,26].

The distinction between nominal behavioral variability and genuinely abnormal system behavior is particularly
important in human-in-the-loop vehicle systems, where driver control inputs constitute a major source of variability
under healthy operating conditions [8]. Prior studies have shown that driving behavior differs substantially across
individuals and also varies within individuals depending on context and functional state [27-31]. Although
behavioral variability is informative for tasks such as driver identification and driving-style analysis, driver-
dependent operating patterns introduce substantial heterogeneity into nominal vehicle telemetry from a fault-
detection perspective.

Context-aware anomaly detection methods attempt to mitigate the influence of context-dependent variability by
augmenting primary signals with auxiliary contextual information, such as system modes, environmental variables,
or regime indicators [16,26]. In time-series settings, context-aware anomaly detection has been implemented
through regime-dependent models, conditional forecasting, and multi-stream architectures [32,33]. More recent
work, such as the CADD framework [12], further incorporates estimated physical context to ground anomaly
detection in mechanical invariants.

Comprehensive context modeling is generally infeasible in production vehicle systems. Many factors that
shape driver behavior, including intent, internal state, and local interaction with traffic, are only partially observed or
entirely unavailable. Moreover, the separation between exogenous driver inputs and endogenous system responses
is often ambiguous in closed-loop vehicle telemetry, since many measured channels reflect mixtures of driver action,
controller intervention, and environmental disturbance [8,9,34]. As a result, explicit feature augmentation alone
does not eliminate regime-dependent uncertainty in signal predictability [9, 12].

Recent intelligent transportation research has also explored broader Al-driven frameworks for traffic behavior
modeling and vehicular-system monitoring. Hybrid TrafficAl [35] proposes a generative Al framework that
integrates multimodal fusion, synthetic edge-case scenario generation, temporal-spatial attention, and LLM-based
semantic reasoning for real-time traffic simulation, trajectory prediction, and anomaly detection. In a related
intelligent transportation setting, hybrid ensemble-learning frameworks have also been investigated for attack
detection in Internet-of-Vehicular-Things networks [36], demonstrating the use of adaptive Al architectures for
robust vehicular-system monitoring. The aforementioned studies further highlight the growing importance of hybrid
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and adaptive Al frameworks for modeling complex transportation-system behavior under heterogeneous operating
conditions. The proposed U-GMM framework similarly addresses heterogeneous uncertainty in vehicle telemetry,
but focuses specifically on adaptive anomaly scoring under partially observed human behavioral variability rather
than traffic-level simulation or network-security monitoring.

In summary, explicit treatment of human-induced aleatoric variability in unsupervised vehicle fault detection
remains limited although context-aware anomaly detection has been widely studied. Existing approaches do not
directly address how anomaly scoring should adapt when large deviations arise from nominal but difficult-to-predict
behavioral variability rather than from genuine system faults [3, 12,23]. This limitation motivates uncertainty-aware
scoring mechanisms that adapt to heterogeneous feature-wise predictability [25].

2.3. Hybrid and Uncertainty-Aware Anomaly Scoring

Recent research in time-series anomaly detection has increasingly explored hybrid and probabilistic formula-
tions, reflecting a broader shift from purely deterministic residual scoring toward more flexible anomaly-scoring
strategies [2]. Representative examples include probabilistic latent-variable models such as OmniAnomaly [3] and
hybrid adversarial-reconstruction frameworks such as USAD [21]. Probabilistic and hybrid anomaly detection
frameworks demonstrate that anomaly detection can benefit from combining multiple modeling principles rather
than relying on a single deterministic notion of normality [3,21].

Related work has also begun to incorporate predictive uncertainty more explicitly into anomaly detection,
particularly in time-series settings where heteroscedasticity, noise, and distribution shift can reduce the reliability of
residual-based scores. Recent probabilistic and reconstruction-based approaches have highlighted the importance of
modeling uncertainty and latent variability in multivariate temporal data [3,23,25].

Existing hybrid and uncertainty-aware methods generally treat uncertainty as a property of a single predictive or
reconstruction model, or as an auxiliary confidence quantity applied after anomaly evidence has already been formed.
Existing approaches therefore do not explicitly address how anomaly scoring itself should adapt when nominal
feature predictability varies substantially across telemetry channels and operating contexts. By contrast, U-GMM
adaptively balances conditional temporal consistency and global marginal plausibility according to feature-wise
predictive uncertainty at each feature and timestep.

3. Problem Formulation

In human-driven vehicle telemetry, observed signals are shaped by both deterministic vehicle dynamics and
partially observed behavioral and contextual factors. As a result, nominal deviations in multivariate telemetry
do not all carry the same diagnostic meaning: some arise from stochastic but valid driver behavior, whereas
others are more indicative of abnormal departures from learned system dynamics. The coexistence of stochastic
behavioral variability and deterministic system dynamics makes anomaly scoring in human-in-the-loop vehicle
systems fundamentally different from anomaly scoring in more homogeneous dynamical settings.

We consider a multivariate time series

X = {Xl,Xg,... ,XT},

collected under nominal vehicle operation, where each observation x; € R” comprises both driver-controlled
features and vehicle-state features. Given a look-back window of length L ending at time ¢, denoted by X;_; 1.4 €
REXD the objective is to learn from nominal training data a model My that assigns an anomaly score to the
subsequent observation x;1:

Ser1 = S(xe41 | Xecr41:430) € R (D

An anomaly is declared when s;; > 7, where 7 is a threshold calibrated using nominal validation data.

3.1. Mixed Uncertainty Under Partial Observability

A central difficulty is that important contextual factors, such as driver intent, traffic interactions, and local road
conditions, are only partially represented in the observed telemetry. Let z; denote such latent contextual influences.
Even with access to the full observed history, the next-step uncertainty of some channels remains strictly positive:

H(xy41 | Xi—p+1:4) > 0. 2)

Uncertainty arising from partially observed driver behavior and operating context is especially pronounced
in driver-controlled or behavior-sensitive channels, whose nominal evolution may be intrinsically stochastic and
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regime-dependent. By contrast, many vehicle-state variables are more tightly constrained by physical dynamics and
therefore exhibit comparatively lower conditional uncertainty under nominal operation.

3.2. Limitations of Residual-Based Scoring

Most forecasting-based anomaly detectors define abnormality directly through predictive deviation, for example
by using a score of the form

St41 = |[Xe1 — Kes1]]3, 3

where x;11 = fop(X¢—r+1.¢) is the predicted next observation. Residual-based anomaly scoring implicitly treats
large deviations from the conditional mean as uniformly informative of abnormality. In mixed-uncertainty settings,
however, elevated residuals may arise either from genuine departures from learned vehicle dynamics or from
nominal but difficult-to-predict behavioral variability. Consequently, residual magnitude alone is an unreliable
anomaly indicator.

An effective anomaly score for human-driven telemetry should therefore satisfy two requirements:

(1) Tolerance to nominal aleatoric variability:deviations arising from irreducible, context-dependent behavioral
uncertainty should not dominate the anomaly score;

(2) Sensitivity to dynamic inconsistency: deviations that violate stable temporal or physical relationships should
still be assigned high anomaly scores, even when their absolute magnitudes remain globally plausible.

Balancing robustness to nominal behavioral variability with sensitivity to genuine dynamic inconsistency
motivates an anomaly-scoring formulation that distinguishes between conditional temporal inconsistency and global
plausibility, since temporally unpredictable observations may nevertheless remain globally consistent with nominal
operating behavior, rather than reflecting genuine system faults.

4. Methodology: Uncertainty-Aware Scoring

4.1. Conditional Probabilistic Forecasting

The objective of the conditional forecasting component is to model the expected temporal evolution of vehicle
telemetry given the recent system history. In human-driven vehicle systems, however, future observations are not
always deterministically predictable because behavioral and contextual factors are only partially observed. As a
result, observed history may be compatible with multiple nominal future trajectories. Deterministic forecasting may
conflate normal behavioral variability with genuine departures from learned system dynamics, potentially inflating
anomaly scores in behavior-sensitive channels.

To account for mixed uncertainty, the proposed framework models a full conditional distribution over the next
observation rather than a single point estimate, as illustrated in Figure 1. The predicted mean captures the expected
nominal trajectory, whereas the predicted variance provides a feature-wise signal of conditional predictability under
the current temporal context. Channels that are consistently predictable given the available observed context tend to
exhibit lower predicted variance, whereas behavior-sensitive channels may exhibit higher predicted variance under
nominal operation because important contextual influences are only partially observed.

My
Conditional Expert \ Ot

X fo(Xe—p:) J

Uncertainty Gate Ot 4 Mixture
)

9p(0ti) | Likelihood

Anomaly Score

S

Marginal Density Expert
Tt41,4

p¢($t+1,«;) Pmarg,i(Ti41,1)

Figure 1. Architecture of the Uncertainty-Gated Mixture Model. The conditional forecasting component fy (LSTM)
produces feature-wise mean and variance estimates (¢, 0¢,;). The uncertainty gate g, computes the mixing
coefficient s ; from the predicted variance using a stop-gradient operation (). A per-feature mixture likelihood
combines the conditional density with the marginal density model py (z++1,;) to produce the anomaly score S.

Accordingly, the proposed formulation models the full conditional density of the next observation given the
recent history:
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Peond (X1 | Xiop41:¢) = N (X1 pe, D) - @

To capture feature-wise heteroscedastic uncertainty while maintaining tractability, the covariance is modeled
as diagonal, i.e.,
%, = diag(a7). ()

The diagonal covariance assumption enables channel-specific uncertainty estimation with substantially lower
complexity than a full covariance model, while remaining suitable for real-time multivariate telemetry forecasting.

The distribution parameters are produced by a Long Short-Term Memory (LSTM) network that maps the
input window X;_ 1| 1.; to a latent hidden state h; € R . Two linear projection heads then generate the mean and
standard deviation parameters:

pe=W,h, +b,, o = softplus(W,h; + b, ) + ¢, 6)

where W, W, € RP*H and b,,b, € RP are learnable parameters. Under the conditional Gaussian model,
4 captures the expected nominal trajectory, whereas o2 quantifies feature-wise predictive uncertainty under the
current temporal context.

The conditional forecasting model is trained exclusively on nominal data by minimizing the Gaussian negative
log-likelihood (up to an additive constant). Under the diagonal Gaussian assumption, the objective decomposes into

an element-wise sum:
T-1

1 _
LNLL = m ; + log Otil - @)

2
20m-

D
Z (9Ct+1,i - ﬂt,i)z
i=1

The Gaussian negative log-likelihood objective jointly penalizes inaccurate predictions and poorly calibrated
uncertainty estimates, allowing the model to represent context-dependent nominal uncertainty rather than forcing all
channels toward the same deterministic predictability.

Nevertheless, conditional likelihood alone remains insufficient for anomaly scoring in mixed-uncertainty
telemetry. Low conditional likelihood may arise either from genuinely abnormal system behavior or from nominal
but difficult-to-predict behavioral variability under partial observability. Consequently, temporal surprise alone is
not always a reliable indicator of abnormality. The ambiguity between genuinely abnormal behavior and nominal
but difficult-to-predict variability motivates the incorporation of an additional marginal plausibility component that
evaluates whether an observation remains compatible with the broader nominal operating distribution independently
of immediate temporal predictability. Although the conditional forecasting component is instantiated here using
an LSTM, the proposed uncertainty-gated scoring framework is model-agnostic and requires only a probabilistic
forecasting backbone capable of producing feature-wise mean and variance estimates.

4.2. Marginal Plausibility Modeling

While conditional forecasting evaluates temporal consistency relative to recent system history, observations
that are difficult to predict may be assigned a low likelihood, despite remaining globally plausible under nominal
operation. Unlike conditional forecasting, which evaluates how well an observation aligns with the expected
temporal trajectory, the marginal component evaluates whether the observation itself remains plausible under
nominal operation, regardless of whether it was temporally expected.

To capture the notion of global plausability, we introduce a context-independent marginal density model
Pmarg,i () for each feature.

Vehicle telemetry channels often exhibit complex and multi-modal marginal distributions. For example,
driver-controlled variables such as pedal activation may concentrate around multiple operating regimes rather than
following a simple unimodal distribution. To model such behavior, we employ normalizing flows [37]. Specifically, for
each feature x;, we define a bijective transformation f,, : R — R that maps the observed marginal distribution to a
simple latent variable z; ~ N(0, 1). By the change-of-variables formula, the marginal log-likelihood is given by

dfs,
108 Pmarg,i(2t,i) = log par(fe, (21,:)) + log Wf»

. ®)

In our implementation, f4, is parameterized using monotonic rational quadratic splines (RQS) [38], which
provide a flexible and differentiable family of invertible transformations. An independent flow is trained for each
feature by maximizing marginal log-likelihood on nominal training data. Modeling each feature distribution with an
independent normalizing flow is computationally efficient and aligns naturally with the feature-wise structure of the
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proposed uncertainty-gated scoring framework, although the resulting marginal model does not explicitly capture
cross-feature dependence.

The resulting marginal model assigns low likelihood to observations that fall outside the nominal operating
envelope, even when large predictive residuals may arise from either genuine anomalies or nominal behavioral
variability. Conversely, observations arising from temporally surprising but globally common nominal behavior
retain high marginal probability. The marginal plausibility term therefore provides information that is complementary
to conditional forecasting and is particularly useful when large predictive residuals arise from nominal but hard-to-
predict variability.

The marginal component therefore does not replace temporal forecasting, but instead provides complementary
plausibility evidence when predictive deviation alone becomes ambiguous under mixed uncertainty.

4.3. Uncertainty-Gated Anomaly Scoring

The proposed anomaly-scoring formulation combines conditional temporal consistency and global marginal
plausibility into a unified scoring framework. Conditional likelihood and marginal plausibility capture complemen-
tary notions of nominality: conditional likelihood evaluates whether an observation is temporally consistent with
recent system evolution, whereas marginal plausibility evaluates whether the same observation remains globally
compatible with nominal operation. Under mixed uncertainty, however, conditional deviations are not equally informa-
tive across all features and contexts. The proposed formulation therefore adapts the relative contribution of conditional
and marginal evidence according to the feature-wise predictive uncertainty estimated by the forecasting component.

For each feature i € {1,..., D} at time ¢, let

Pcond,i = N(xtJrl,i; Ht.iy O—i%,i) (9)

denote the conditional predictive density, and let

Pmarg,i = pmarg,i(xt+1,i) (10)

denote the corresponding marginal plausibility term.
The two quantities are fused through a feature-wise mixture density

Pmix,i = (1 — i) Peond,i + ¢,i Pmarg,i» (11)

where ay; € [0, 1] is produced by the uncertainty gate. The gating coefficient is conditioned exclusively on the
predicted uncertainty o, ; through a stop-gradient operation, so that routing decisions do not backpropagate into the
variance estimates and artificially distort uncertainty calibration.

The feature-level anomaly score assigned to the target observation at time ¢ + 1 is then defined as the negative
log likelihood of the resulting mixture:

St41,s = — log Prmix,i- (12)

For numerical stability, this computation is implemented using a LogSumExp formulation. The aggregate
anomaly score is obtained by summing over features,

D
Ser1 =Y Stp1is (13)
i=1

which is consistent with the feature-wise scoring structure adopted throughout the framework.

The uncertainty-gated anomaly score allows the anomaly score to adapt to heterogeneous nominal predictability.
When conditional uncertainty is high, deviations from the forecast require additional contextual interpretation, since
large predictive residuals may arise from nominal behavioral variability as well as anomalous behavior. When
conditional uncertainty is low, deviations from the forecast contribute more strongly to the anomaly score because
predictive residuals are more indicative of departures from expected system dynamics. By modulating the influence
of conditional residuals according to predictive uncertainty, the proposed scoring rule reduces undue score inflation in
behavior-sensitive channels while preserving sensitivity to dynamically inconsistent or globally implausible behavior.

Unlike fixed-weight hybrid scoring rules, the proposed formulation conditions the balance between temporal
inconsistency and marginal plausibility on feature-wise predictive uncertainty.
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4.4. Uncertainty Gating Mechanism

The proposed uncertainty-aware scoring framework requires a feature-wise mechanism for determining how
conditional temporal evidence and marginal plausibility should be combined. The proposed model therefore
introduces a lightweight uncertainty gate that maps predicted conditional uncertainty to a context-dependent fusion
coefficient o ;. Conceptually, the gate determines how strongly predictive deviation should influence anomaly
scoring under the current temporal context.

The gate is parameterized as a multilayer perceptron (MLP) g, followed by a sigmoid activation:

Ot i = Osigmoid (gw(L(lOg Ut,i)))7 (]4)

where o, ; denotes the predicted standard deviation from the conditional forecasting component and L (-) denotes a
stop-gradient operation. The stop-gradient prevents the mixture objective from backpropagating into the variance
estimates, thereby avoiding degenerate behavior in which the forecasting model artificially inflates uncertainty in
order to shift responsibility toward the marginal plausibility component.

Detaching the uncertainty estimates from gradient propagation preserves the interpretability and calibration of
the conditional uncertainty estimates. Specifically, the stop-gradient L is critical for the structural stability of the
mixture; without it, the forecasting network 6 and the gating network ) may enter a competitive cycle where the
forecaster artificially inflates o to delegate difficult samples to the marginal model, potentially leading to a collapse
of the learned temporal representation.

4.4.1. Gate Training Objective

With the conditional forecaster and marginal density model frozen, the gate is trained by minimizing the
probability-space mixture negative log-likelihood

My = (1- ozm-) et 4 o e fmbi, (15)
1 T-1 D

Loix = 75 —logmy ;. (16)
1D 2 2

where /¢ ; ; and ¢y, ; ; denote the per-feature conditional and marginal negative log-likelihood terms, respectively.
Equivalently, ¢¢ ; ; = —10€ Peond,i (€t+1,:) and b, 1 ; = — 108 Pmarg,i (T¢+1,:), S0 that the gate-training objective is
algebraically consistent with the mixture score in (12).

To stabilize routing, we additionally apply together with sparsity and auxiliary supervision termsduring gate
training. The precise regularization details are described in the experimental setup.

4.4.2. Training Procedure

The three components are optimized sequentially. First, the conditional forecasting component is trained using
the objective in (7) and then frozen. Second, the marginal density models are trained independently on nominal
data and frozen. Finally, with both experts fixed, the uncertainty gate is trained using the probability-space mixture
objective together with sparsity and auxiliary supervision terms to stabilize routing.

5. Experimental Setup

The proposed framework is evaluated on three real-world vehicle telemetry datasets under both nominal false-
positive analysis and synthetic fault-injection testing. The experiments are designed to assess whether U-GMM reduces
false positives induced by stochastic driver behavior while preserving sensitivity to mechanically meaningful anomalies.

5.1. Datasets and Split Protocols

To evaluate the robustness of the proposed framework under diverse sources of nominal variability, three
real-world vehicle telemetry datasets are utilized. The datasets are selected to capture complementary forms of
behavioral and contextual uncertainty that commonly affect time-series anomaly detection systems.

The HCRL dataset [27] contains telemetry collected from 10 drivers operating the same vehicle over a fixed
route, thereby isolating inter-driver behavioral variability under controlled vehicle and environmental conditions.
The primary challenge in this dataset is cross-driver style shift, where unseen driving behaviors may distort anomaly
score distributions and increase false-positive detections.

The Sonata dataset [39] contains telemetry from 4 drivers across heterogeneous urban trips, introducing
combined driver, route, and environmental variability. Since external contextual factors such as traffic conditions,

https://doi.org/10.53941/jmlis.2026.100010 8 of 21


https://doi.org/10.53941/jmlis.2026.100010

Hirtopanu et al. J. Mach. Learn. Inf. Secur. 2026, 2(2), 10

road geometry, and pedestrian interactions are only partially observable from telemetry signals, nominal driver
control actions may appear highly stochastic, resulting in large forecasting residuals in behavior-sensitive channels.

In addition, a single-driver multi-route OBD dataset [40] is employed to evaluate intra-driver contextual
variability. Although subject variability is eliminated, changes in driving environments (e.g., highway versus urban
traffic) alter the temporal predictability of control signals, producing localized temporal deviations that conventional
detectors may incorrectly classify as anomalies.

For HCRL, driver-disjoint partitions are constructed using 6 drivers for training, 2 for validation, and 2 for testing.
To reduce sensitivity to any single assignment, results are aggregated over 5 randomized split realizations. For Sonata,
evaluation is performed over 4 driver-disjoint splits, such that each driver serves once as the held-out test subject
while the remaining drivers are partitioned into training and validation subsets. Results are aggregated over all 4 split
realizations. For the single-driver OBD dataset, subject-level partitioning is not applicable; instead, trips are divided into
training, validation, and test subsets with proportions of 70%, 10%, and 20%, respectively. To reduce sensitivity to any
particular trip assignment, results are aggregated over 10 randomized trip partition realizations.

5.2. Preprocessing and Window Construction

All retained telemetry channels are normalized using statistics computed exclusively from the training split,
and the same transformation is then applied unchanged to the corresponding validation and test data. Input sequences
are constructed using sliding windows of length L = 20 with stride 1. Windowing is performed independently
within each trip or file to prevent leakage across temporal boundaries. Since all datasets are sampled at 1 Hz, this
corresponds to a 20-s look-back horizon and a 1 Hz anomaly-scoring frequency.

5.3. Implementation and Training Protocol

The framework is implemented in PyTorch. The conditional forecasting component is instantiated as an
LSTM-based probabilistic forecaster with hidden dimension 64 and 2 recurrent layers. The uncertainty gate is
implemented as a lightweight multilayer perceptron. The marginal plausibility component is modeled using Rational
Quadratic Spline (RQS) normalizing flows [38], with 8 spline bins, tail bound 10, and hidden dimension 64. The
aforementioned settings were selected to balance expressive marginal modeling against computational cost.

All components are optimized using Adam with fixed batch size 128 and no learning-rate scheduler, so as to
avoid masking structural learning behavior through adaptive optimization schedules. To stabilize optimization and
prevent co-adaptation between components, training is performed in three stages:

(1) the conditional forecasting model is trained on nominal data using the Gaussian negative log-likelihood
objective in (7) with learning rate 10~3;

(2) the marginal density models are trained independently by maximizing marginal log-likelihood with learning
rate 5 x 10~4;

(3) with both components fixed, the uncertainty gate is trained using the probability-space mixture objective
together with sparsity and auxiliary supervision terms, using learning rate 3 x 10~

Early stopping based on validation performance is applied at each stage.

5.3.1. Gate Regularization

To stabilize routing, the gate is trained using the mixture objective together with a sparsity penalty and an
auxiliary supervision term:

ﬁgatc = Emix + L:rcg + Eauxa an
Lreg = NEa]. (18)

The gate output is denoted by o ; € [0, 1]. The regularization term L,z acts as an L, sparsity penalty on the
gate activations, discouraging trivial collapse toward the marginal pathway. In addition, £, denotes an auxiliary
binary cross-entropy supervision term that encourages agreement between the learned gate activations and the
relative discrepancy between conditional forecasting loss and marginal plausibility loss.

5.3.2. Marginal Model Training Efficiency

Independent marginal density estimation for each feature can become computationally expensive when
flow models are trained on every timestep of every file in larger datasets. In practice, moderate subsampling of
nominal training data was sufficient to obtain stable marginal density estimates while reducing computation. The
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independence of the feature-wise marginal models from temporal ordering allows the marginal component to remain
effective under moderate subsampling.

5.4. Baselines

The baselines are chosen in an explicitly ablative manner so as to isolate the contribution of each component of
the proposed scoring formulation, rather than to maximize predictive performance through increasingly expressive
backbone architectures. In particular, all compared models are built on the same LSTM forecasting backbone,
allowing performance differences to be attributed to the anomaly-scoring formulation rather than to changes in
model class or sequence capacity.

We compare U-GMM against two progressively simplified baselines:

(1) LSTM-AD (MSE): a deterministic LSTM forecaster trained using mean squared error, with residual magnitude
used directly as the anomaly score. LSTM-AD isolates conventional point-prediction-based anomaly detection.

(2) Gaussian-LSTM: the probabilistic forecasting component described in Section 4.1, evaluated using conditional
negative log-likelihood alone. Gaussian-LSTM isolates the effect of replacing deterministic point forecasting
with heteroscedastic probabilistic prediction.

The resulting comparison is nested: LSTM-AD evaluates deterministic residual scoring, Gaussian-LSTM
isolates the effect of conditional probabilistic modeling, and U-GMM isolates the incremental effect of augmenting
conditional forecasting with marginal plausibility modeling and uncertainty-gated feature-wise score fusion. Ac-
cordingly, the scope of the comparison is not to identify the most powerful sequence backbone, but to evaluate the
benefit of reformulating anomaly scoring under mixed uncertainty.

5.5. Evaluation Protocol
5.5.1. Nominal False-Positive Evaluation

False Positive Rate (FPR) is evaluated on nominal held-out test data. For a validation score sequence { St(val)},

the detection threshold is defined as the empirical upper quantile

7= Qa({50™}). (19)

where Q,(+) denotes the empirical quantile at level ¢ € {0.99,0.999}. The threshold 7, is calibrated on the
validation split and then transferred unchanged to the corresponding held-out test split.

Evaluating nominal false-positive rate (FPR) is particularly important in human-in-the-loop vehicle systems,
since deployed systems are expected to operate under nominal conditions for the vast majority of runtime. During
nominal operation, normal behavioral variability may inflate anomaly scores and produce excessive spurious
detections. The proposed framework is specifically designed to reduce such false-positive inflation while preserving
sensitivity to genuinely abnormal system behavior.

5.5.2. Synthetic Fault Evaluation

As the available datasets contain only nominal driving data, detection sensitivity is evaluated using controlled
synthetic fault injection on the held-out test split. Faults are injected into randomly selected dynamically active
windows of duration 20-30 timesteps, with up to three injected segments per file and no overlap between injected
intervals. When appropriate, anomalies affect multiple channels so as to better reflect realistic coupled faults.
Injection locations are chosen conditionally on signal activity, e.g., accelerator-related faults are introduced only
during intervals in which the vehicle is actively accelerating, so that the resulting perturbations are both mechanically
plausible and operationally relevant.

We consider three representative anomaly types:

*  Actuator freeze:a representative driver-controlled input is held constant over an active segment, simulating a
stuck-at or mechanically bound actuator;

e  Boundary drift: a gradual drift is introduced into a physically constrained vehicle-state variable until it moves
beyond its nominal operating envelope;

. Correlation inversion: one or more physically coupled response variables are manipulated so as to violate
learned system relationships while remaining marginally plausible in isolation.

Synthetic fault injection is used to evaluate whether reductions in nominal false positives are achieved without
reducing sensitivity to genuine anomalies. Detection performance is evaluated using AUROC as a threshold-
independent measure of discriminative capability across varying decision thresholds. In addition, precision, recall,
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and F1-score are reported under the quantile-based thresholds calibrated on the validation split in order to assess the
practical trade-off between true-positive detection and false-positive suppression.

6. Results

We evaluate the proposed framework along three complementary dimensions: nominal false-positive behavior
under cross-driver generalization, detection sensitivity under synthetic fault injection, and the behavior of the
uncertainty gate under heterogeneous feature predictability.

6.1. Statistical Generalization and Threshold Stability Analysis

We first evaluate the proposed framework on the HCRL dataset, which serves as the primary benchmark for
cross-driver generalization. Detection thresholds are calibrated on validation subjects using fixed upper quantiles of
the nominal anomaly-score distribution and then transferred unchanged to unseen test subjects. Table 1 reports the
resulting False Positive Rates (FPRs), averaged over 10 randomized driver-disjoint split realizations. Across both
operating points, U-GMM achieves the lowest held-out FPR, indicating improved threshold transferability under
novel driver behavior.

At the 99.9th percentile, U-GMM attains a test FPR of 0.00039, compared with 0.00099 and 0.00096 for
Gaussian-LSTM and LSTM-AD (MSE), respectively. Relative to both baselines, the held-out false-positive rate
achieved by U-GMM represents an approximate 2.5 x reduction in false positives at the stricter operating point.
U-GMM also achieves the lowest held-out FPR at the 99th percentile, indicating that the reduction in false positives
remains consistent across operating thresholds.

Table 1. False Positive Rate (FPR) on unseen HCRL test subjects using validation-calibrated quantile thresholds
(0.99 and 0.999). Relative gain is reported with respect to U-GMM. Results are averaged over 10 randomized
driver-disjoint split realizations.

Model Quantile Threshold FPR Gain (x)

U-GMM 0.99 1.59 0.00287 —
Gaussian-LSTM 0.99 4.25 0.00580 2.02
LSTM-AD (MSE) 0.99 1.89 0.00522 1.82

U-GMM 0.999 3.36 0.00039 —
Gaussian-LSTM 0.999 37.04 0.00099 2.54
LSTM-AD (MSE) 0.999 433 0.00096 2.45

Bold values indicate the lowest false-positive rate (FPR) at each operating point.

A second important observation concerns threshold scaling at increasingly stringent operating points. When the
target quantile is raised from 0.99 to 0.999, Gaussian-LSTM requires a substantial threshold increase (4.25 to 37.04),
indicating a heavy-tailed anomaly-score distribution. By contrast, U-GMM exhibits a much smaller escalation
factor (2.1x), comparable to the deterministic LSTM-AD baseline (2.3x). The substantially smaller threshold
escalation observed for U-GMM indicates that the proposed scoring formulation suppresses extreme score inflation
caused by high-variance behavioral events, thereby improving the stability of threshold transfer under stringent
false-positive constraints.

Taken together, our results indicate that uncertainty-gated fusion improves not only nominal false-positive
performance, but also the concentration and transfer stability of the anomaly-score distribution under cross-
driver generalization.

6.2. Detection Sensitivity Under Synthetic Fault Injection

While the preceding analysis demonstrates improved false-positive stability, it is equally important to verify
that uncertainty-gated scoring does not degrade sensitivity to genuine anomalies. We therefore evaluate detection
performance under the injected fault scenarios described in Section 5.5. Aggregate results are summarized in
Table 2.

U-GMM achieves the highest AUROC (0.763), as well as the best precision, recall, and F1-score among the
evaluated models. In particular, recall increases to 0.857, compared with 0.831 for Gaussian-LSTM and 0.796 for
LSTM-AD (MSE), indicating that the proposed gating mechanism preserves sensitivity to injected faults rather than
suppressing true positive detections.

A comparison of raw detection counts is consistent with this trend. U-GMM produces substantially fewer
false positives (FP = 8669) than LSTM-AD (FP = 12,511) while simultaneously identifying more true positives
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(TP = 2100 versus 1950). Gaussian-LSTM achieves intermediate performance, but does not attain the same
precision—recall balance as the uncertainty-gated formulation.

Table 2. Aggregate detection performance under injected fault scenarios, averaged over 5 cross-validation splits.

Model AUROC Precision Recall F1
U-GMM 0.763 0.195 0.857 0.318
Gaussian-LSTM 0.752 0.185 0.831 0.303
LSTM-AD (MSE) 0.709 0.135 0.796 0.231

Bold values indicate the best performance achieved for each evaluation metric.

Taken together, our results indicate that uncertainty-gated fusion improves separability between nominal
behavioral variability and mechanically meaningful anomalies. By reducing undue score inflation in stochastic
but nominal channels, U-GMM lowers false-positive burden while retaining strong sensitivity to dynamically
inconsistent or globally implausible fault patterns.

6.3. Interpretability of the Uncertainty Gate

To examine whether the learned gating behavior is consistent with the intended mixed-uncertainty formulation,
we analyze the distribution of gate activations « across two interpretable feature categories: directly actuated
driver-input channels and vehicle-state response channels. Representative driver-input channels include accelerator
pedal position, brake switch status, and steering wheel angle, whereas representative vehicle-state channels include
engine speed, wheel velocity, and intake air pressure.

As shown in Figure 2, the learned gate assigns substantially larger activations to driver-controlled features than
to vehicle-state features. The driver-controlled group exhibits a broad distribution with median o ~ 0.74 and mean
a =~ 0.56, whereas the vehicle-state group remains tightly concentrated near zero, with median o ~ 0.008 and
mean « A~ 0.060. The interquartile range for the driver-controlled group is approximately [0.076, 0.994], compared
with only [0.005, 0.014] for the vehicle-state group. In addition, approximately 52.2% of driver-controlled feature
instances satisfy a > 0.5, compared with only 5.0% of vehicle-state feature instances. Experiment results indicate
that the gating mechanism adapts systematically to heterogeneous feature-wise predictability rather than acting
uniformly across channels.
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Figure 2. Distribution of gate values « for driver-controlled and vehicle-state feature groups. Driver-controlled
channels exhibit substantially higher gate activations, indicating greater reliance on marginal plausibility in channels
with lower nominal predictability, whereas vehicle-state features remain concentrated near zero.
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The uncertainty gate additionally provides an interpretable indication of feature-wise nominal predictability.
Higher gating responses indicate telemetry channels or timesteps for which conditional temporal forecasting is less
reliable under nominal operation, typically due to partially observed contextual influences such as driver intent,
traffic interactions, or environmental variability. For telemetry channels and timesteps associated with elevated
predictive uncertainty, anomaly scoring therefore relies more strongly on global marginal plausibility rather than
strict temporal forecasting consistency. Lower gating responses indicate more temporally predictable telemetry
behavior, allowing anomaly scoring to place greater emphasis on conditional forecasting consistency.

Channels associated with direct human control inputs, such as accelerator or steering behavior, therefore tend
to exhibit elevated predictive uncertainty, whereas tightly constrained vehicle-state variables such as engine-speed
or wheel-speed relationships typically retain lower uncertainty and stronger temporal predictability. The gating
mechanism consequently provides interpretable insight into which telemetry features behave deterministically under
nominal operation and which remain intrinsically context-sensitive or behavior-dependent.

6.3.1. Feature-Level Gate Ranking

The feature-level gate statistics further refine this interpretation. Table 3 shows that the highest average gate
activations are assigned to driver-controlled or directly behavior-linked channels, including Steering Wheel Speed,
Brake Switch, Clutch Operation, and Accelerator Pedal Value. By contrast, the lowest gate activations are associated
with tightly constrained vehicle-state variables such as Wheel Velocity, Vehicle Speed, and Engine Speed. The
systematic allocation of higher gate activations to behavior-sensitive channels, and lower activations to physically
constrained vehicle-state variables indicates that the gate does not merely separate broad feature groups, but also
captures meaningful differences in nominal predictability within and across telemetry channels.

Table 3. Feature-level average gate activations «.

Highest Gate Values Lowest Gate Values
Feature o Feature o
Steering Wheel Speed 0.759 Wheel Velocity (FL) 0.009
Brake Switch 0.619 Vehicle Speed 0.009
Clutch Operation 0.530 Engine Speed 0.012
Accel. Pedal Value 0.478 Long. Acceleration 0.016
Master Cyl. Pressure 0.341 Intake Air Pressure 0.019

The group-level separation in Figure 2, together with the feature-level ranking in Table 3, is therefore consistent
with the intended behavior of U-GMM: channels with intrinsically higher nominal uncertainty are scored more
cautiously, while tightly constrained vehicle-state variables remain dominated by conditional forecasting evidence.

6.4. Case Study of Feature-Wise Gate Dynamics

To further examine the behavior of the learned gate, we consider a representative pair of mechanically related
signals: accelerator pedal position and engine speed. Figure 3 shows both the raw feature trajectories and their
corresponding gate activations over a full driving segment, together with a zoomed local window.

While the two signals are clearly coupled in the raw telemetry, their gate behaviors differ substantially. Engine
speed exhibits large amplitude variation but remains associated with gate values near zero throughout the sequence,
indicating persistent reliance on conditional temporal prediction. By contrast, accelerator pedal position shows
markedly more dynamic gate behavior, with elevated o values during active and rapidly varying control segments
and lower values during more stable intervals.

The differing gate responses assigned to coupled telemetry signals indicate that gate activation is not determined
by signal magnitude alone. Instead, the learned routing behavior is more consistent with feature-wise conditional
predictability: dynamically constrained vehicle-state variables remain dominated by the forecasting term, whereas
driver-controlled signals receive greater marginal weighting when their nominal evolution is less predictable. The
zoomed segment further illustrates that this routing occurs asynchronously across features at the same time step,
supporting the view that U-GMM performs genuinely feature-wise adaptive scoring rather than global regime switching.
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Figure 3. Feature values and corresponding gate activations over a full driving segment. Top row (Full Segment):
(a) accelerator pedal signal, (b) engine speed signal, (c) accelerator gate o ;, and (d) engine speed gate o, ;. Bottom
row: (e)—(h) show a detailed temporal zoom of the exact signals presented in (a)—(d), respectively, highlighting the
feature-wise asynchronous gating behavior within a 1000-timestep interval.

6.5. Ablation Study: Effect of Dynamic Uncertainty Gating

To isolate the contribution of adaptive gating, we evaluate fixed mixing policies in which the gating coefficient
is held constant at & € {0.3,0.5,0.7}. The comparison between adaptive and fixed gating assesses whether the
performance gains of U-GMM arise simply from introducing a marginal plausibility term, or from dynamically
adapting the balance between conditional and marginal anomaly evidence. Lower values of « place greater emphasis
on conditional temporal forecasting, whereas larger values increasingly favor marginal plausibility. Fixed-gating
configurations therefore impose a single global balance between temporal consistency and marginal plausibility
across all telemetry channels and operating conditions. Heterogeneous telemetry uncertainty makes this assumption
overly restrictive, since nominal predictability may vary substantially across telemetry channels, operating contexts,
and timesteps.

6.5.1. Static Gating Trade-Off

Table 4 summarizes performance under fixed-gating configurations. A monotonic relationship is observed
between o and nominal stability: as « increases from 0.3 to 0.7, the False Positive Rate at the 0.95 operating
point decreases from 0.0166 to 0.0103. The monotonic reduction in false-positive rate with increasing « indicates
that stronger reliance on the marginal pathway suppresses stochastic variability more aggressively. The increased
stability is accompanied by reduced fault sensitivity. While AUROC varies only modestly across configurations, the
F1-score decreases from 0.154 at v = 0.3 to 0.105 at o = 0.7, corresponding to a decline of approximately 32%.
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The observed reduction in F1-score with increasing o suggests that fixed reliance on marginal plausibility introduces
an overly conservative bias, suppressing not only benign behavioral variability but also informative fault-induced
deviations. Lower values of « preserve stronger temporal sensitivity by emphasizing conditional forecasting, whereas
larger values increasingly favor conservative marginal plausibility scoring at the expense of fault discrimination.

Table 4. Ablation study with fixed gating coefficients @ € {0.3,0.5,0.7}. FPR is reported at multiple quantiles;
AUROC and F1 are evaluated on injected faults.

Gate Value 0.95 0.97 0.99 0.999 AUROC F1
a=03 0.0166 0.0060 0.0002 0.0001 0.668 0.154
a=20.5 0.0126 0.0053 0.0003 0.0001 0.674 0.136
a=0."7 0.0103 0.0042 0.0003 0.0001 0.679 0.105

The convergence of all fixed-gating configurations toward nearly identical FPR values at the 0.999 operating
point shows that static mixing alone is insufficient to control the extreme tail behavior of anomaly scores while
maintaining useful discrimination under injected faults.

6.5.2. Comparison with Dynamic Gating

U-GMM achieves both higher AUROC (0.763) and substantially higher F1-score (0.318) than all fixed-gating
configurations, while also maintaining stronger false-positive control. The simultaneous improvement in detection
performance and false-positive suppression demonstrates that the benefit of the proposed formulation does not arise
merely from introducing a marginal plausibility term, but from adapting the relative contribution of conditional and
marginal anomaly evidence according to feature-wise predictive uncertainty.

Dynamic gating allows the relative contribution of conditional and marginal evidence to vary across channels
and timesteps. Behavior-sensitive channels with elevated predictive uncertainty are weighted more strongly toward
marginal plausibility, while tightly constrained vehicle-state variables retain stronger temporal sensitivity. Static
mixing policies cannot represent this context-dependent variability using a single global coefficient.

6.5.3. Interpretation

Taken together, our results show that fixed mixing policies impose a global trade-off between nominal
robustness and fault sensitivity, whereas dynamic uncertainty gating permits this trade-off to vary across features
and time. The observed performance differences between fixed and dynamic gating therefore reinforce the central
design claim of U-GMM: anomaly scoring in mixed-uncertainty telemetry should be adaptive rather than globally
regularized through a single static mixture coefficient.

6.6. Cross-Dataset Robustness Under Behavioral Variability

To assess whether the observed HCRL behavior generalizes beyond the primary benchmark, we evaluate
U-GMM on the Sonata and OBD datasets. The datasets introduce complementary sources of variability, with Sonata
emphasizing inter-driver and route heterogeneity and OBD emphasizing intra-driver contextual variability across
multiple routes.

6.6.1. False Positive Rate Stability

Table 5 reports nominal False Positive Rate (FPR) performance on both datasets. Across all datasets and
operating points, U-GMM consistently achieves the lowest mean FPR. On Sonata, the improvement is especially
pronounced at the 0.999 quantile, where U-GMM reduces FPR to 0.0014 + 0.0007, compared with 0.0183 £ 0.0333
for Gaussian-LSTM and 0.0041 + 0.0028 for LSTM-AD (MSE). In addition to the lower mean FPR, U-GMM
also exhibits substantially reduced split-to-split variability, indicating improved threshold transfer stability under
heterogeneous driving conditions.

Consistent behavior is also observed on OBD, which isolates contextual variability within a single driver across
multiple routes. Although the relative gains are smaller than on Sonata, U-GMM again achieves the lowest FPR at both
operating points. The improved false-positive control observed on OBD indicates that the proposed scoring formulation
is beneficial not only under cross-driver shift, but also under route- and context-induced behavioral variability.
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Table 5. Cross-dataset False Positive Rate (FPR) comparison on Sonata and OBD (mean =+ standard deviation across
split realizations).

Dataset Model Quantile Mean FPR + s Gain (X)
U-GMM 0.99 0.0139 + 0.0064 -
Gaussian-LSTM 0.99 0.0346 + 0.0581 2.49
LSTM-AD (MSE) 0.99 0.0217 + 0.0143 1.56
Sonata
U-GMM 0.999 0.0014 + 0.0007 -
Gaussian-LSTM 0.999 0.0183 + 0.0333 12.97
LSTM-AD (MSE) 0.999 0.0041 + 0.0028 2.92
U-GMM 0.99 0.0070 + 0.0046 -
Gaussian-LSTM 0.99 0.0112 + 0.0070 1.60
OBD LSTM-AD (MSE) 0.99 0.0108 + 0.0011 1.54
U-GMM 0.999 0.0007 + 0.0004 -
Gaussian-LSTM 0.999 0.0021 + 0.0022 3.00
LSTM-AD (MSE) 0.999 0.0011 + 0.0002 1.57

Bold values indicate the lowest false-positive rate (FPR) at each operating point.

6.6.2. Detection Sensitivity

Table 6 summarizes detection performance under injected fault scenarios. The results indicate that U-GMM
preserves competitive fault sensitivity while providing substantially stronger nominal robustness. On Sonata,
Gaussian-LSTM attains the highest AUROC and F1-score, but U-GMM maintains equally high recall (0.964)
under markedly improved false-positive stability. On OBD, U-GMM achieves the highest AUROC (0.893) while
maintaining a precision—recall balance comparable to the deterministic baseline.

Taken together, the detection sensitivity results indicate that the benefits of uncertainty-gated scoring are not
confined to the primary HCRL benchmark. Across both multi-driver and single-driver settings, U-GMM consistently
reduces false positives and maintains useful fault sensitivity, supporting the claim that the proposed formulation
improves robustness under diverse forms of behavioral variability.

Table 6. Cross-dataset detection performance under injected fault scenarios, averaged across split realizations.

Dataset Model AUROC Precision Recall F1
U-GMM 0.745 0.214 0.964 0.315
Sonata Gaussian-LSTM 0.799 0.369 0.964 0.482
LSTM-AD (MSE) 0.709 0.176 0.999 0.268
U-GMM 0.893 0.194 0.631 0.272
OBD Gaussian-LSTM 0.878 0.062 0.490 0.101
LSTM-AD (MSE) 0.890 0.186 0.842 0.275

Bold values indicate the best performance achieved for each evaluation metric.

6.7. Comparison with Recent Deep Architectures

To further evaluate the proposed formulation against more recent anomaly detection architectures, we compare
U-GMM against representative probabilistic, adversarial, graph-based, and transformer-based methods, including
OmniAnomaly [3], USAD [21], MTAD-GAT [24], and TranAD [25]. Unlike the earlier ablative baselines, the
compared methods employ substantially more expressive latent-variable, attention-based, graph-structured, and
transformer-based sequence modeling mechanisms. The comparison with high-capacity probabilistic, graph-based,
adversarial, and transformer-based baselines therefore evaluates whether increased representational capacity alone
is sufficient to reduce false-positive inflation under heterogeneous behavioral variability, or whether adaptive
uncertainty-aware anomaly scoring remains necessary under mixed-uncertainty telemetry.

Table 7 shows that U-GMM consistently achieves the lowest nominal false-positive rates across all datasets
and operating points, despite the substantially greater representational complexity of the compared architectures.
The largest differences are observed on the Sonata dataset, where contextual and behavioral heterogeneity are most
pronounced. In particular, OmniAnomaly exhibits substantially elevated split-to-split variance and severe threshold
instability at the 0.999 operating point, indicating that expressive latent-variable forecasting alone does not prevent
extreme anomaly-score inflation under heterogeneous nominal behavior.
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The results further demonstrate that improved sequence modeling capacity alone is insufficient to stabilize
anomaly-score distributions under mixed behavioral uncertainty. Although MTAD-GAT and TranAD incorporate
graph-based and transformer-based temporal representations, respectively, nominal false-positive rates remain
consistently elevated relative to U-GMM across all datasets. The consistently elevated nominal false-positive rates
observed across the high-capacity probabilistic, adversarial, graph-based, and transformer-based baselines suggest
that false-positive inflation arises not solely from limited representational capacity, but from heterogeneous nominal
predictability that is not explicitly modeled during anomaly scoring.

Table 7. Nominal false-positive rate comparison against recent deep anomaly detection architectures (mean +

standard deviation across split realizations). Lower values indicate stronger nominal robustness.

Dataset  Quantile U-GMM OmniAnomaly USAD MTAD-GAT TranAD
HCRL 0.99 0.00287 £ 0.00254 0.00599 £ 0.00227  0.00539 £ 0.00472  0.00484 4 0.00420  0.00642 + 0.00281
HCRL 0.999 0.00039 =+ 0.00022 0.00069 £ 0.00022  0.00089 £ 0.00110  0.00088 4 0.00057  0.00112 =+ 0.00066
Sonata 0.99 0.01390 + 0.00640 0.03611 +0.05531  0.01720 4+ 0.00885  0.02403 +0.01501  0.02303 £ 0.01512
Sonata 0.999 0.00140 =+ 0.00070 0.01855 +0.03429  0.00333 £ 0.00345  0.00423 4 0.00309  0.00292 =+ 0.00204

OBD 0.99 0.00700 =+ 0.00460 0.01007 4+ 0.00376  0.01165 £ 0.00249  0.01135 +0.00172  0.01060 £ 0.00126
OBD 0.999 0.00070 =+ 0.00040 0.00098 =+ 0.00031 0.00136 + 0.00045  0.00107 £ 0.00022  0.00108 % 0.00013

Bold values indicate the lowest false-positive rate (FPR) at each operating point.

Table 8 shows that several modern architectures achieve competitive or stronger synthetic fault-detection
sensitivity than U-GMM on certain datasets, particularly in terms of F1-score and recall. OmniAnomaly, for example,
achieves higher F1-scores on HCRL and Sonata, reflecting strong latent temporal representation learning. However,
the stronger detection sensitivity achieved by some high-capacity architectures occurs alongside substantially
elevated nominal false-positive rates and greater threshold instability under heterogeneous behavioral conditions.

Table 8. Synthetic fault-detection performance comparison against recent deep anomaly detection architectures.
Best results are shown in bold and second-best results are underlined.

Dataset Model AUROC Precision Recall F1
HCRL U-GMM 0.763 0.195 0.857 0.318
HCRL OmniAnomaly 0.728 0.377 0.870 0.482
HCRL USAD 0.638 0.142 0.878 0.227
HCRL MTAD-GAT 0.711 0.271 0.740 0.323
HCRL TranAD 0.725 0.279 0.815 0.387
Sonata U-GMM 0.745 0.214 0.964 0.315
Sonata OmniAnomaly 0.813 0.312 1.000 0.408
Sonata USAD 0.697 0.091 1.000 0.146
Sonata MTAD-GAT 0.739 0.170 1.000 0.246
Sonata TranAD 0.731 0.139 1.000 0.208
OBD U-GMM 0.893 0.194 0.631 0.272
OBD OmniAnomaly 0.865 0.050 0.825 0.081
OBD USAD 0.841 0.062 0.987 0.103
OBD MTAD-GAT 0.851 0.092 0.790 0.146
OBD TranAD 0.892 0.091 0.859 0.146

By contrast, U-GMM consistently maintains competitive AUROC and detection sensitivity while substantially
improving nominal score stability across all evaluated datasets. The strongest advantage is observed under mixed
contextual and behavioral variability, where the proposed uncertainty-aware scoring formulation suppresses spurious
anomaly-score inflation without completely sacrificing fault sensitivity.

Taken together, the combined detection and false-positive results suggest that increased sequence-modeling
capacity alone is insufficient to resolve false-positive inflation in human-driven telemetry. Although modern
architectures improve temporal representation learning and fault discrimination, anomaly evidence remains heavily
influenced by heterogeneous nominal predictability. The proposed U-GMM framework instead addresses the
problem at the scoring level by adaptively balancing conditional temporal consistency against global marginal
plausibility according to feature-wise predictive uncertainty.
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7. Discussion

The experimental results indicate that the principal benefit of U-GMM lies not simply in increased predictive
expressiveness, but in the way anomaly evidence is constructed under heterogeneous uncertainty. Across the primary
HCRL benchmark and the auxiliary Sonata and OBD datasets, the proposed framework consistently reduces nominal
false positives while preserving useful detection sensitivity. The ablation study further shows that this gain cannot
be explained by the introduction of a marginal plausibility term alone: fixed mixing policies improve nominal
robustness only at the cost of reduced fault sensitivity, whereas dynamic uncertainty-aware gating achieves a more
favorable trade-off.

A broader implication is that anomaly detection in human-driven telemetry should not treat all predictive
deviations as equally informative. Driver-controlled channels can remain difficult to predict even under nominal
operation because relevant contextual factors are only partially observed. In such settings, increasing model capacity
alone is unlikely to fully resolve false-positive behavior, since part of the variability is tied to nominal stochasticity
rather than to insufficient representation power. The proposed formulation addresses this issue at the scoring level
by adapting the balance between conditional temporal consistency and global plausibility according to feature-wise
predictive uncertainty. In this sense, U-GMM should be viewed less as a more powerful forecaster and more as a
scoring framework for mixed-uncertainty telemetry.

Although the present study focuses on vehicle telemetry, the proposed uncertainty-aware anomaly-scoring
formulation is potentially applicable to other human-machine closed-loop systems in which nominal behavior arises
from a mixture of deterministic system dynamics and partially observed human control behavior. Representative
examples include drone co-piloting, robotic teleoperation, and assisted maritime navigation, where operator intent,
environmental interaction, and autonomous control may jointly influence observed telemetry. In such settings, large
predictive deviations do not uniformly indicate abnormality, since part of the variability arises from nominal but
difficult-to-predict human interaction. The proposed framework may therefore provide a more robust anomaly-
scoring strategy in broader mixed-uncertainty cyber-physical systems.

Evaluation across the three datasets (HCRL, Sonata, and OBD) demonstrates that different forms of nominal
variability affect anomaly-detection behavior in distinct ways. In HCRL, cross-driver behavioral variability
introduces forecasting deviations when previously unseen driving styles are encountered, causing conventional
forecasting-based detectors to assign elevated anomaly scores to otherwise nominal behavior. In the Sonata dataset,
the combination of driver, route, and environmental heterogeneity increases contextual uncertainty, particularly in
behavior-sensitive telemetry channels influenced by partially unobserved traffic conditions. The resulting context-
dependent uncertainty broadens the distribution of nominal anomaly scores and increases sensitivity to benign
behavioral deviations in standard sequential models. In the OBD dataset, route-dependent contextual changes alter
the temporal predictability of control signals even for the same driver, leading conventional detectors to incorrectly
interpret localized predictive deviations as anomalous behavior.

The proposed U-GMM framework mitigates these effects by adaptively balancing conditional temporal
forecasting against global marginal plausibility. By reducing over-reliance on uncertain temporal predictions in
behavior-sensitive channels, the model suppresses false-positive inflation while maintaining sensitivity to genuinely
abnormal vehicle dynamics.

8. Limitations and Future Work

While the proposed uncertainty-gated formulation improves robustness under behavioral variability, it does
not eliminate the underlying source of unpredictability. The conditional forecasting component may still treat rare
but valid behavioral patterns as statistically surprising; the gate primarily attenuates their influence at inference time.
The proposed framework therefore manages behavioral uncertainty during anomaly scoring rather than reducing the
uncertainty itself at the representation level.

A second limitation is the use of factorized output densities in both components. The conditional forecaster
employs a diagonal Gaussian output distribution, while the marginal plausibility model uses independent one-
dimensional flow densities for each feature. Although the use of factorized conditional and marginal densities
promotes tractability, stability, and interpretability, it neglects structured cross-feature dependence that may be
important in tightly coupled vehicle systems.

From a computational perspective, the marginal plausibility component can be more demanding to train than
the conditional forecaster, particularly on longer and more diverse recordings. By contrast, the uncertainty-gating
mechanism itself introduces relatively little additional overhead, since gating is implemented using a lightweight
feature-wise MLP operating on predicted uncertainty estimates. The primary computational cost arises from
fitting the independent flow-based marginal densities across large telemetry datasets. Factorized per-feature
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marginal density modeling was intentionally adopted to improve computational efficiency and scalability relative
to fully multivariate likelihood formulations, although this design sacrifices explicit cross-feature dependence
modeling. Similarly, the conditional forecasting component employs a diagonal covariance formulation to maintain
computational efficiency during probabilistic forecasting over high-dimensional telemetry signals while still enabling
feature-wise uncertainty estimation. Preliminary experiments suggest that partial subsampling of nominal data can
substantially reduce computational cost without significantly degrading performance, indicating that the marginal
model primarily captures global operating envelopes rather than fine-grained temporal structure. A more systematic
study of marginal data efficiency and scalable density modeling remains an important direction for future research.

Although the proposed framework demonstrates substantial false-positive reduction across datasets; the current
evaluation focuses primarily on operational regimes represented in the evaluated datasets and synthetic fault
scenarios. More extreme out-of-distribution conditions, such as severe weather or significant sensor degradation,
were not explicitly evaluated. Nevertheless, because the proposed framework combines conditional temporal
consistency with global marginal plausibility, it is expected to remain more robust than purely forecasting-based
anomaly detectors under moderate distribution shift. Future work will investigate robustness under more extreme
operational conditions and adaptive recalibration strategies for long-term deployment.

The proposed uncertainty-gating mechanism is expected to require retraining or domain adaptation when
applied to substantially different human-machine systems. Although the general mixed-uncertainty formulation may
transfer across domains, the learned association between predictive uncertainty and feature-wise anomaly relevance
depends on the underlying telemetry structure, temporal dependencies, control interactions, and operational context
of the target system. Different domains may therefore exhibit substantially different predictability characteristics
and uncertainty distributions. Investigating transferability, domain adaptation, and cross-domain calibration of the
gating behavior remains an important direction for future work.

Future work may also investigate stronger nominal representation learning for human-driven telemetry,
including self-supervised pre-training, domain-adaptive learning, or meta-learning strategies that improve cross-
driver invariance. Stronger cross-driver representation learning through self-supervised pre-training, domain
adaptation, and meta-learning may reduce reliance on reactive gating and enable the proposed framework to focus
more selectively on structurally implausible deviations.

9. Conclusions

This paper has addressed the problem of anomaly scoring in human-driven vehicle telemetry, where nominal
deviations may arise either from stochastic behavioral variability or from genuinely abnormal departures from learned
vehicle dynamics. Conventional residual-based detectors can assign disproportionately large anomaly scores to
behavior-sensitive channels when nominal predictability varies substantially across telemetry features and operating
contexts, leading to unstable threshold transfer and elevated false-positive rates under cross-driver deployment.

The proposed Uncertainty-Gated Mixture Model (U-GMM) combines conditional probabilistic forecasting
with marginal plausibility modeling through a learned feature-wise uncertainty gate. By adapting the relative
contribution of conditional temporal consistency and global plausibility according to predictive uncertainty, the
proposed framework reduces undue score inflation in nominally stochastic channels while preserving sensitivity to
dynamically inconsistent or globally implausible deviations.

Experimental results on multiple real-world vehicle telemetry datasets have shown that U-GMM improves
false-positive robustness under cross-driver and cross-context variability while maintaining competitive detection
sensitivity under injected fault scenarios. The ablation and interpretability analyses further indicate that the observed
gains arise from adaptive uncertainty-gated fusion rather than from probabilistic forecasting alone, and that the
learned routing behavior is consistent with heterogeneous feature-wise predictability in vehicle telemetry.

Overall, the results suggest that reliable anomaly detection in human-in-the-loop vehicle systems depends
not only on predictive model capacity, but also on how anomaly evidence is constructed under heterogeneous
nominal uncertainty. U-GMM should therefore be viewed less as a more powerful forecaster and more as an
uncertainty-aware scoring framework for robust anomaly detection in behaviorally variable cyber-physical systems.
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