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1. Introduction

The integrity of university admissions processes hinges critically on robust document verification systems,
which serve as the first line of defense against fraudulent submissions and ensure equitable access to educational
opportunities. As globalization rapidly intensifies competition for the limited seats in higher education institutions
on both national and global scales [1], the prevalence of fraudulent academic credentials that includes a
combination of falsified transcripts, forged recommendation letters, and Al-generated application materials has
surged alarmingly, with institutions in Hong Kong widely reporting a series of university students admitted to
universities in Hong Kong found applying with fraudulent documents and qualification. A trend that began in the
late 2010s has seen a significant increase in the ‘staggering’ network providing fake qualifications worldwide. For
instance, in the UK, it has been reported that qualifications were sold to nurses and consultants [2]. This trend is
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exacerbated by advancements in generative Al technologies, which enable sophisticated forgeries that bypass
traditional verification methods, such as manually comparing physical documents or relying on subjective human
scrutiny [3]. On the defensive side, machine learning (ML) and artificial intelligence (AI) have also emerged as
transformative tools in fraud detection, offering scalable solutions to analyze document authenticity, detect
anomalies in application patterns, and identify Al-generated text with increasing accuracy [3]. While some
institutions have already adopted Al-powered verification tools, such as the S.A.F.E. platform and Amazon Fraud
Detector, these systems often operate in isolation and lack integration with broader admissions workflows, making
it challenging for them to adapt to evolving fraud methodologies.

Current practices remain heavily reliant on fragmented manual checks and outdated digital workflows,
creating vulnerabilities that malicious actors exploit to submit fraudulent materials [4]. These gaps may persist due
to several factors, including the lack of significant collaboration between institutions, limited adoption of adaptive
Al models, and an overemphasis on reactive fraud mitigation rather than proactive prevention [5,6]. To some
extent, it may also be a combination of all these factors.

Addressing these deficiencies, necessitated by the increasing prevalence of document forgery and
misrepresentation in academic and professional credentials, requires a paradigm shift toward integrated, the
development of a more advanced verification methodology that adopts more recent technology capable of
analyzing multi-modal data (including text, images and metadata) while maintaining transparency and fairness in
decision-making that is mobbing towards automation [3].

Thus, this research aims to explore the potential of such prerequisites. To correctly frame the research, two
main research questions (RQs) are set up to guide the research:

RQ1: How do current document verification practices in university admissions create opportunities for fraudulent
submissions?

RQ2: What are the perceptions of university staff regarding the potential of ML and Al technologies to enhance
fraud detection in document databases?

They address two critical gaps: systemic vulnerabilities in manual verification processes and institutional
readiness for the adoption of AI/ML. By understanding workflows across diverse university systems and staff
perceptions of technological solutions, the study aims to establish a framework for modernizing fraud detection
protocols while addressing implementation barriers at university admissions.

This investigation would make three pivotal contributions to document verification research and practice. Firstly,
it identifies procedural weaknesses in current university admissions processes that enable fraudulent submissions,
building on findings from digital transformation studies that highlight gaps in legacy systems and staff training. By
examining verification workflows across institutions, the research aims to uncover how manual checks and
fragmented digital tools create vulnerabilities in the rapidly growing high-volume admission cycles. Second, the study
aims to investigate the potential impact of AI/ML integration on university admissions procedures. While these
technological enhancements have strong potential for enhancing fraud detection, particularly in cases of forged
transcripts and counterfeit recommendation letters, their implementation hinges on real-time validation against
centralized databases [14]. It would be significant to gather insider perspectives from institutional staff to assess their
readiness for this implementation. In addition, this study can also provide findings that carry significant policy
implications for higher education governance. The research aims to provide evidence-based recommendations for
interoperability standards. By aligning technological adoption with organizational culture and infrastructure
capabilities, the results can inform sustainable implementation roadmaps for global universities.

Unlike existing research, which often focuses on technical ML capabilities, this study examines institutional
readiness and procedural loopholes from the frontline staff’s perspective. It focuses on diagnosing vulnerabilities
in current verification practices through workflow analysis and fraud pattern identification, while assessing any
possible human factors in technological adoption through semi-structured interviews. Through engaging
admissions officers, IT specialists, and administrative staff, the research maps attitudes toward AI/ML tools and
identifies their perspectives on the issue.

Specific objectives include:

e  Assessment of document verification practices in university admissions

e  Developing a taxonomy of document fraud techniques prevalent in academic admissions

e  Conducting thematic analysis on admission staff and openness to Al adoption

e  Proposing phased implementation strategies that address cultural resistance and infrastructure limitations
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The scope of this research focuses on examining document verification processes within higher education
institutions in Hong Kong. The study involves university staff who are explicitly selected, such as admissions
officers and IT staff, who are involved in the admission process and face challenges related to fraudulent document
submissions, as these individuals play critical roles in evaluating and verifying applicant documents. By focusing
on these demographics, the research aims to gather insights from professionals directly involved in the admissions
process, thereby enabling a comprehensive understanding of current practices and potential improvements. The
geographical focus on Hong Kong is due to the limitation in available interviewees, which should allow the
findings to be framed in a way that is relevant and applicable to the local context. This targeted approach will
facilitate a more in-depth exploration of the implications of integrating machine learning and artificial intelligence
technologies in the specific setting of Hong Kong’s higher education landscape.

2. Literature Review
2.1. Artificial Intelligence and Machine Learning

The integration of data management techniques in university admissions processes has garnered significant
attention in recent years. With the advent of generative Al tools like ChatGPT and, more recently, DeepSeek, there
has been a notable trend toward transitioning from traditional data management approaches to the application of
machine learning (ML) and artificial intelligence (AI) technologies.

Beyond Generative Al, extensive research on various new computer technologies has been conducted before
their advent. For instance, Calvet Lifian and Juan Pérez [7] had explored the application of Education Data Mining
(EDM) in Learning Analytics. Mengash [8] has also focused on the application of data management techniques
and the adaptation of Artificial Neural Network methods to enhance admissions operations, demonstrating a
foundational understanding of how data can influence decision-making in educational settings. As recently, Cela,
et al. [9] also explored expanding the use of Machine Learning Internet of Things (IoT) adoption in education,
highlighting key technological advancements and their data collection and analysis applications, while also points
out the challenges, particularly in issues related to data privacy, upon integrating of IoT into education [9,10].

With the popularization of ML and generative Al tools, researchers have begun to explore their applications in
higher education admissions administration. Alothman, et al. [11] presented a viable methodology to enhance
university admission systems using machine learning techniques, namely deterministic algorithms, to improve
efficiency and reliability in the application process. For instance, Van Busum and Fang [12] presented a case study
to understand which variables are essential in Student Admissions; while in more technical aspects, Hollman and
Krause [13] suggested the application of the Chi-Square Automatic Interaction Detection tool to analyze admissions
data that admissions committees may use to analyze their admissions processes and outcomes. Zhao, Borelli,
Martinez, Xue and Weiss [3] have also studied how far Al tools can be used to counter-detect Al-generated content.

2.2. Fraudulent Documents in University Admissions

Studies in fraudulent documents have been an ongoing topic of study; however, the academic field has lagged
in its focus on this area, and it is evident that quality research on such a niche topic is limited.

A rare piece of academic writing showcases contributors from multiple countries, including scholars,
professionals, and leaders, to address the topic of fake degrees and credential fraud [14]. The publication provides
a comprehensive analysis of the prevalence and impact of credential fraud within academic institutions.
Showcasing the Canadian Higher Education scene, it highlights the methods used by fraudsters to produce
counterfeit degrees and the challenges universities face in detecting such forgeries using traditional verification
practices. The authors emphasize the urgent need for adopting advanced technological solutions, such as digital
authentication and Al-based verification systems, to safeguard academic integrity and maintain trust in higher
education credentials.

One interesting point to note regarding this topic is that the mainstream media often sheds the spotlight on
this problem by highlighting notable stories in the news at certain times. In contrast, the topic has been noticeably
neglected by academic scholars, as evidenced by the lack of academic writings on this particular topic, as noted in
the work by Eaton, Carmichael, and Pethrick [14]. As for Hong Kong, it is only after the surge of “fraudulent
academic profile” found in The University of Hong Kong in mid-2024 that led to the subsequent media coverage
and government attention locally [15-18].
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2.3. Theoretical Frameworks
2.3.1. The PEACE Model

A strong focus on planning during interview training is empirically proven to enhance the quality of pre-
interview planning [19]. As one of the modern interrogation model, PEACE, standing for Preparation and Planning,
Engage and Explain, Account (subcategorized by Clarify and Challenge), Closure, and Evaluation, which was
developed in England and Wales in 1992, represents a significant shift from traditional coercive interviewing
techniques to a non-accusatory, information-gathering approach aimed at obtaining accurate, relevant, and
complete accounts from interviewees, including suspects, witnesses, and victims [20,21]. This integration model
encompasses the entire interview process, from before to during, and after the interaction.

Research shows that interviewers trained in the PEACE model use more open-ended questions, engage in
greater rapport-building behaviors, and employ fewer coercive tactics compared to untrained interviewers,
resulting in significantly more detailed and reliable information from interviewees [22,23]. The model integrates
scientifically supported techniques, such as conversation management and “free recalling,” tailored to different
interview contexts, aiming to improve the quality of information elicited while minimizing risks like false
confessions [23].

The PEACE interrogation model is widely recognized and adopted as the ideal practice in ethical
interviewing, and is considered a successful alternative to accusatory interviewing; its use has since expanded to
additional nations and organizations [24]. Continuous research and global adoption underscore its effectiveness
and ethical superiority over traditional accusatory methods, promoting both improved investigative outcomes and
respect for interviewee rights, particularly interviewers more likely to obtain comprehensive accounts or
confessions from their interview subjects than denials or ‘no comment’ [22,25].

The PEACE model was initially developed for investigative interviewing but has been adapted in this study
as both a methodological guide and a conceptual framework for fraud detection in admissions. Regarding the
methodological guide, the PEACE model was directly utilized to structure interviews with admission officers. Its
phases—Preparation and Planning, Engage and Explain, Account, Closure, and Evaluation—ensured systematic,
transparent, and ethically sound data collection. This methodological alignment is why the model is prominently
featured in the research design.

Beyond its methodological role, the structured approach of the PEACE model in handling uncertain or deceptive
information parallels how Al could be integrated into admissions processes. Just as the model emphasizes careful
preparation, systematic questioning, and critical evaluation in human-led investigations, it can also inform the design
of structured, accountable, and transparent Al-assisted student verification processes in university admission offices.
Specifically, the PEACE model was employed in this study to investigate how these offices can examine cases of
students who may have falsified their educational qualifications with the aid of Al integration.

The model can be implemented in the Al-assisted verification process in the following ways. For example,
the Preparation and Planning parallels the development of standardized Al-assisted protocols. The Account &
Evaluation phase reflects a human-Al hybrid review process, where discrepancies flagged by the Al are critically
assessed by staff. The Closure phase ensures clear documentation and communication of outcomes, which is
crucial for supporting Al in maintaining consistency over time.

The PEACE model is deeply rooted in human interaction. This study attempted to extend the model as a
structural and ethical analogue for Al deployment in admissions fraud detection. It enhances our understanding by
highlighting that AI integration should not directly replace human judgment, but instead follow a structured,
transparent, and reviewable process, similar to how investigators manage sensitive human interactions.

2.3.2. Diffusion of Innovations

Everett Rogers’ Diffusion of Innovations Theory (DOI) is a foundational framework that explains how, why,
and at what rate new ideas, technologies, or practices spread through social systems [26]. In his seminal work,
particularly highlighted in his original 1962 publication “Diffusion of Innovations”, Rogers defines an innovation
as any object, idea, or practice perceived as new by individuals or groups, while diffusion refers to the process
through which these innovations are communicated over time within a social system [26].

The theory posits that innovation adoption depends on five perceived attributes: relative advantage,
compatibility, complexity, trialability, and observability [27]. Recent studies applying DOI to technological
adoption in education and public administration reveal insights directly relevant to integrating ML/AI solutions
for detecting fraudulent documents.

This theory has been widely applied across various disciplines, including public health, education, and
knowledge management [29], as well as the adoption of technology, and remains a significant framework for
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understanding the dynamics of innovation dissemination and the roles of communication networks and social
change in facilitating this process. For instance, Handoko, et al. [28] apply Rogers’ Diffusion of Innovation theory
to auditor adoption of AI/ML, finding that relative advantage, compatibility, trialability, and observability
significantly influence adoption, while complexity shows no significant effect, highlighting the role of perceived
benefits and adaptability in professional technology uptake; while Abdalla, et al. [30] apply DOI to reveal that
business and management students’ ChatGPT adoption is driven by perceived relative advantage, compatibility,
trialability, and observability, with positive attitudes mediating this relationship.

2.4. Challenges and Research Gap

Despite the increasing interest in applying machine learning (ML) and artificial intelligence (AI) technologies
for detecting fraudulent documents in university admissions, several challenges and research gaps persist that
warrant further investigation, which connect to the research questions of this study.

Existing verification methods are often fragmented and heavily reliant on manual checks, creating
vulnerabilities that can be exploited for fraudulent submissions [14]. RQ1 seeks to explore how these traditional
practices facilitate opportunities for fraud. However, there is a scarcity of empirical studies systematically
analyzing specific weaknesses in verification workflows within higher education institutions. This gap limits the
understanding of the mechanisms behind these practices, necessitating a thorough examination to identify critical
failure points.

The literature reviewed for this topic indicates that institutions face significant challenges in adopting ML
and Al technologies [3,11]. RQ2 aims to investigate university staff’s perceptions of the potential of these
technologies to enhance fraud detection. However, there is limited research on the human factors that influence
technology acceptance, including staff training and institutional culture. Understanding these barriers is crucial for
creating a supportive environment that fosters technological integration.

In addition, although literature exists on fraudulent documents in higher education, much remains anecdotal or
case-based, with limited empirical research on the effectiveness of Al and ML in mitigating this issue [14], as well
as the fact that many, if not most studies focus predominately on technical accuracy (e.g., Al model performance),
while ignoring social or operational challenges like staff resistance and ethical transparency. This lack of rigorous
analysis restricts insights into how these technologies can systematically enhance fraud detection. Further research is
needed to evaluate the actual performance of ML and Al tools in real-world admissions scenarios.

It is also noteworthy that many existing works lack integration with structured investigative frameworks. Applying
an ethical investigative framework, such as the PEACE model, as a two-way methodology—using the PEACE model
in interviews and addressing its application in the research subject—would represent an innovative approach.

Addressing these challenges and research gaps is vital for understanding the complexities of document
verification practices in university admissions and the potential of ML and Al technologies to enhance fraud
detection. Thus, this study employs a qualitative thematic approach to understand staff perspectives, assess
operational challenges, and explore phased, hybrid models for fraud detection. These insights should directly
inform the development of a context-specific, scalable strategy, providing a critical foundation for the following
methodology section.

3. Methodology

This study employs a qualitative research design to investigate the application of machine learning (ML) and
artificial intelligence (Al) in detecting fraudulent documents in university admissions processes. The primary
objective is to examine current document verification practices and assess staff perceptions on integrating ML and
Al technologies to enhance fraud detection. Appendix A summarizes the interview questions and their objectives.
The faculty-level ethics committee approved this research.

Participants were selected using purposive sampling, targeting university staff involved in the admissions
process, such as admissions officers, as well as IT personnel with experience in handling document verifications
(see Table 1). This approach ensures that individuals with relevant experience and expertise are included in the
study, providing valuable insights into the admissions landscape.

Participants were chosen based on their professional experience in admissions, familiarity with document
verification workflows, and potential exposure to discussions around the use of machine learning (ML) and
artificial intelligence (Al) in fraud prevention.

The sample included a mix of admissions officers, administrative staff, and IT security analysts to ensure
diverse perspectives on both operational and technical challenges. This approach seeks to gather participants’ in-
depth knowledge and context-rich insights that align with the research objectives.
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Data were collected through voluntary semi-structured interviews, allowing for maximum flexibility in
discussing topics while ensuring that key questions are systematically addressed. Each interview was conducted
confidentially, either in person or via a secure online platform. No personally identifiable data was recorded or
disclosed in this research. All data collected is used for research purposes only and can only be accessed by the
researchers of this project. Any personal data collected is kept strictly confidential. Participants shall not be
identified by name in any completed study report. These interviews will be transcribed, and the interview
transcripts will be completely anonymous.

Table 1. Demographic Information of Interviewees.

Role Years of Institution Type Work Location Preference (;lrllé'lgvlv to Use ML

Experience
Al for pattern recognition and

P1 IT Lead at Administrative Office 3+ years Public University Hong Kong . . . .
cross-checking data inconsistencies
Admissions Officer, with vast experience . R No direct preference stated, but
P2 in different Public Universities 3+ years Public University  Hong Kong openness to structured automation
Admissions Officer, with experience in .
P3 both Undergraduate and Postgraduate 5+ years Public University Hong Kong Use All'to support repetitive checks
settings and reduce human workload
P4 Executive Officer in an Academic Not specified  Public University Hong Kong Al for frau_d ﬂagglpg ;_md pre-
Department screening applications

Admissions Officer, with vast experience

P5 in different Public Universities Not specified ~ Public University Hong Kong No preference mentioned explicitly
Automation to handle volume;
P6 Data Analyst/Consultant Multi-projects Private Sector Hong Kong ensure speed without replacing
staff judgment
P7 AdmliilsE?;ezﬁ'?:%ﬁétgzﬁjéé?gzlence Not specified ~ Public University Hong Kong No preference mentioned explicitly
Al to improve early-stage
P8 Admissions Officer 3+ years Public University Hong Kong  detection; modular for document
types like IELTS
P9 IT Auditor/Security Analyst 3+ years Private Sector Hong Kong Flagging Inconsistencies _and
support interview planning
Al to assist with heavy load and
P10 Admissions Officer 1.5 years Public University Hong Kong accuracy, not replace human

analysis

Before the interviews, participants were well informed about the study’s purpose, their rights, and the
confidentiality of their responses. Informed consent was obtained from all participants before the interviews
commenced. The Interview guide encompasses behavioral questions centered on the following themes, designed
around a PEACE model approach in the interview to facilitate interviewees’ engagement in the interview
progressively [31]:

e  Current practices in document verification

e  Experience(s) related to handling fraudulent applications

e  Perceptions of ML and Al technologies supporting fraud detection

e  Concerns and barriers to the adoption of these technologies

e  Success stories or challenges encountered in previous technology implementations

Following data collection, a thematic analysis was employed to identify patterns and themes within the
interview data. This analytical approach can facilitate a deeper understanding of staff perceptions and practices
related to document verification, as well as the potential role of ML and Al in enhancing fraud detection efforts.
Having explored the methodological approach, the following section outlines the findings generated from the
thematic analysis.

4. Research Findings

This section presents the findings of the study, organized by the two research questions. Themes and sub-
themes emerged from in-depth interviews with ten admissions and compliance professionals in Hong Kong.
Verbatim quotes are included to illustrate and support key points.

4.1. How do Current Document Verification Practices in University Admissions Create Opportunities for
Fraudulent Submissions? (RQI)

Table 2 summarizes the themes, sub-themes, and coding descriptions directly aligned with RQ1, which is
detailed in this section.
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Theme

Sub-Theme

Source Codes and Quotes

Coding Descriptions

Current Verification
Practices

Verification Methods fore

Applicant Information

Transparent
Engagement Strategy
with Applicants

“We try to find the website of that exam board and verify whether this school exists.” (P3)

“We will contact the relevant secondary school or examination board to make sure that the
student is studying...” (P2)

“Verify the documents via official websites... or by post...” (P5)

“We will read the transcript provided to see whether the personal particular data were in line
with their information in the passport...” (P2)

“I pay attention to whether the official certificates can be provided...” (P5) .
“We mainly check the documents from the applicants. We check their identity documents, their
qualification certificates, and their transcripts.” (P1) .
“We focus on checking the transcript about the secondary level or post-secondary level...” (P1)

“We don’t want to create any unnecessary conflict... we adopt a more friendly and diplomatic
tone...” (P1)

“We will explain very detail[ed]ly... what procedures that the applicants have to do...” (P3)
“List out the verification methods on the admission website.” (P5)

“We verify... whether they’re truly enrolled at the claimed institution.” (P2)

“We will arrange an interview with them... to make sure the information they submit is
correct.” (P4)

“I would say the whole process is very confrontational.” (P10)

Full Manual Verification
methodology

Consult official platforms if
available

Verify True Copies if no other
resort

Institution and identity
confirmation

Transcript authentication

Applicant communication
strategies;

Interviews and documentation
clarifications

Use of friendly engagement, not
hostile

Sometimes staff do have a
confrontation process framing
mindset

Challenges and Gaps in
Existing Verification

Known Inconsistencies
and Fraud Risk

“They might claim to have taken an exam in a country, but records show the school does not
exist.” (P1)

“Sometimes... we find some fraudulent case[s] where the personal information does not
match.” (P2)

One suspicious case was a student taking the IELTS in Southeast Asian countries like
Indonesia or Vietnam, despite being from Mainland China.” (P3)

“Some students submit transcripts issued by agents, or through back channels that aren’t
officially certified.” (P4) .
“We found it very suspicious because there’s no point for the students to go to America to take
the test.” (P2)

“I pay attention to whether the official certificates can be provided.” (P5)

“There is a rising trend for applicants/agents to make use of the ‘loophole’ to cheat.” (P6)

Fraud risk indicators
Mismatched info

Fake institutions
Unusual testing locations
Unverifiable documents
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Table 2. Cont.

Theme Sub-Theme Source Codes and Quotes Coding Descriptions
e  “The problem is that it slows down the offer process.” (P3)
oL . . ®  “Changing such a model plays a tremendous human effort...” (P1)
Institutional Constraints “Coll > knowled d . . . tioati latively limited.” (P6
and Process Limitations ® olleagues’ knowledge and experiences in case inves igation are relatively limited.” (P6)
e  “Our admissions work is highly time-sensitive...” (P4)

e  Time/resource limitations
Incomplete fraud follow-up
Knowledge/training gaps in

. L ificati
e  “No consequences or punishments are outlined in the model.” (P2) vertheation
e  “We will send an email... the information he or she provided has a discrepancy.” (P4)
e  “The applicants decided to withdraw their applications after they were questioned or askedto e  Internal reporting and
provide further documentation.” (P3) documentation
. Response and e “We keep a record about potential fraudulent case[s].” (P2) e  Reliance on suspects’ responses to
Current Handling of . @ g - . . .
Fraudulent Applications Documentation of Fraude 'We are building a database for departmental use only.” (P4) Verification Checking Requests
Cases e  “Specific remarks would be made on the cases about the suspected fraudulent documents.” e  Necessary follow-up actions
(P8) e  Offer rescission and applicant
e  “We do have simple measures like Excel files... However, I do admit these records are not withdrawal

centralized and are scattered...” (P10)
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4.1.1. Manual and Inconsistent Verification Practices

A central finding from this study is the pervasive reliance on manual and inconsistent verification practices
among Hong Kong university admissions staff. Participants described current workflows as heavily dependent on
“eyeball checks,” where staff visually examine applicant documents, including identity cards, academic transcripts,
and standardized test certificates, without systematic technological support. As highlighted in the thematic table
(Table 2) and echoed throughout interviews, this manual approach introduces substantial variability and
vulnerability in fraud detection.

Multiple admissions officers interviewed emphasized that they are required to frequently cross-check details
by referring to official examination boards or institutional websites when available. As one participant described
this process, “We try to find the website of that exam board and verify whether this school exists ” (P3), highlighting
the reliance on external verification instead of integrated internal systems. In situations where online verification
is not feasible, staff resort to requesting true copies or third-party certified documents by post or email, as another
participant noted, “We verify with the certificate authorities via email or by post” (P5).

However, these processes are not entirely standardized among various institutions or even at times within
departments of a single institution, leading to significant inconsistencies in verification rigor. The thoroughness of
verification varies depending on staff experience, institutional policies, and the type of qualification submitted.
Moreover, full manual verification often requires staff to rely on their personal judgment to evaluate document
authenticity and detect discrepancies. This subjectivity was seen as both a strength and a major limitation; while
experienced officers might detect subtle irregularities, it also opens opportunities for human error or bias. One
participant summarized this succinctly: “We mainly check the document from the applicants. We check their
identity documents, their qualification certificates, and their transcripts” (P1), illustrating a process deeply rooted
in manual scrutiny rather than technological assistance.

This fragmented approach contributes to procedural weaknesses that fraudulent applicants may exploit. For
instance, mismatches in names, photos, or testing locations could be missed under time pressure or if less
experienced staff are involved. The presentation content explicitly identifies such gaps as “common failure points”
and points to the lack of proactive fraud detection mechanisms beyond reactionary document checking.

This aligns with findings by Eaton, Carmichael and Pethrick [14], which emphasize the importance of
“creating awareness regarding the importance of checking education credentials to circumvent these services.”,
whilst also observing that “not all universities engage in a rigorous credential verification process as part of the
admissions process.”

That means such a heavy dependence on manual and inconsistent document verification practices not only
strains resources but also exposes higher education institutions to an increased risk of fraud. These findings
underscore the need for standardized, technology-supported verification protocols to reduce reliance on subjective
human judgment and enhance overall procedural integrity.

4.1.2. Common Failure Points: Loopholes and Risk Triggers

A further theme identified relates to fraud risk triggers and procedural loopholes, which present a critical
vulnerability within the current admissions verification mechanism. Participants shared a variety of specific
indicators that raise suspicion during document checks, most of which rely heavily on individual staff judgment
rather than systematic screening tools.

Common fraud triggers included mismatches in personal information, such as inconsistencies between
applicant names, photos, or passport details and those provided in supporting documents. For instance, one
participant noted, “Sometimes... we find some fraudulent cases where the personal information does not match”
(P2). Such discrepancies often serve as the initial signal prompting deeper investigation.

Another frequently cited red flag involves unexpected exam locations, especially when applicants take
language proficiency or standardized tests in distant or unrelated countries. This was mentioned by multiple
participants as a tactic potentially used to avoid strict local proctoring standards. As one participant described,
“One suspicious case was a student taking the IELTS in Southeast Asian countries like Indonesia or Vietnam,
despite being from Mainland China” (P3).

Beyond these individual triggers, participants highlighted systemic procedural loopholes that applicants
could deliberately exploit. The lack of unified, centralized databases for cross-checking applicant records means
that an individual rejected or flagged at one institution may reapply elsewhere without detection. As captured in
various interviews with admissions staff, this issue is compounded by the absence of standardized policies for
addressing fraud consequences, which allows applicants to withdraw their applications without penalty once
challenged. This reactive rather than preventive approach not only delays fraud detection but potentially enables
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serial fraudulent applications across different universities. This fragmentation echoes broader challenges described
by Smith [32], who highlighted how uncoordinated reporting systems and siloed data limit the effectiveness of
fraud prevention efforts and enable repeat offending.

Participants also shared concerns about applicants providing incomplete or selectively chosen supporting
documents to divert attention from suspicious credentials. In some cases, staff described challenges in verifying
documents from lesser-known or overseas institutions where verification channels are weak or nonexistent.

These triggers, whereas similarity are found in similar research in other disciplines [33,34], and loopholes
demonstrates the ingenuity nature of applicants, be it on purpose or by accident and the urgent need for enhanced,
systematic safeguards, and the fact that it creates an enormous volumes of unstructured data, frequently with
natural ambiguity and errors as Al-Ghamdi and Alsubait [35] points out in their study. Strengthening these areas
requires more than just extensive staff training and vigilance; it also involves developing shared fraud tracking
systems and implementing more robust, standardized verification protocols.

4.1.3. Lack of Standardized Fraud Response: Gaps in Preventive Measures and Documentation Holdbacks

Another critical theme that emerged is the role of applicant engagement and process transparency in the
document verification workflow. Participants generally agreed on the importance of maintaining a neutral,
professional, and friendly tone when interacting with applicants, while at times also reflecting elements of the
PEACE model, particularly during the engagement and account phases.

While some staff reported making conscious efforts to avoid an accusatory approach, this practice has not seen
much standardization, and the level of transparency offered to applicants varies significantly across cases and
institutions. Participants described engagement as being designed to encourage cooperation and honesty. For example,
staff often clarify the purpose of additional document requests to avoid unnecessary conflict or misunderstanding.

One participant explained, “We usually maintain a friendly and neutral tone so applicants feel comfortable
clarifying doubts rather than becoming defensive” (P4). This strategy is designed to foster a fair investigative
environment and enable applicants to explain any inconsistencies that might otherwise be flagged as fraudulent.

However, interviews also revealed that transparency in process steps and outcomes is often lacking. Many
institutions do not provide applicants with verdicts and instead inform them of the final decision (acceptance or
rejection). This approach eliminates any opportunity for applicants to correct genuine errors or provide additional
explanations, potentially undermining the fairness of the process. As one participant also highlighted, “We do not
communicate the findings to the applicant. We simply deliver the verdict...” (P10). Additionally, varying levels of
communication detail between departments or individual staff members mean that applicants may receive
inconsistent information about what is required and why, increasing the potential for confusion or inadvertent non-
compliance.

Moreover, in situations where applicants decide to withdraw their applications after being challenged, there
is virtually no follow-up to verify the reasons for withdrawal or to document it as a genuine attempt at fraud. This
not only limits institutional learning but also allows applicants to reapply elsewhere without consequence. While
many staff members strive to maintain friendly and fair interactions with applicants, the inconsistent application
of transparent processes and limited formal communication of findings highlight significant gaps. Addressing these
gaps is thus crucial in creating a robust and fair admissions verification system that supports both procedural
integrity and applicant trust.

4.1.4. Institutional Constraints: Institution Variation and Documentation Holdbacks

A final theme under Research Question 1 involves institutional constraints, which significantly affect the
effectiveness and thoroughness of document verification. Participants widely reported that severe time pressures
and high application volumes force admissions teams to prioritize processing speed over deep, detailed checks.
More than three participants have mentioned that, as one participant said, “The main challenge is that our work is
highly time sensitive” (P3). The essence of fast decision-making reduces the opportunity to investigate potential
fraud triggers thoroughly and increases reliance on surface-level checks.

There is also an apparent lack of standardized performance metrics, such as formal Key Performance
Indicators (KPIs) for fraud detection efficiency or error rates. Participants acknowledged that while the ultimate
goal is to prevent fraudulent admissions entirely, there is no established system to measure success or track false
negatives and false positives. One participant particularly highlighted this by saying, “We do not have any solid
KPIs; our target is to make sure zero applicants with fraudulent documents can enroll in our university” (P10).
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Furthermore, some participants pointed out that applicants who withdraw after being challenged do not face
formal consequences or follow-up investigations. This creates a loophole that undermines deterrence, and
fraudulent individuals may reapply elsewhere undetected.

All these constraints—operational, procedural, and cultural—reinforce each other, creating an environment
where document fraud can persist despite frontline staff vigilance. The lack of a structured, systematic support and
formalized verification frameworks suggests a pressing need for comprehensive policy and technological reforms.

4.2. What are the Perceptions of University Staff Regarding the Potential of ML and Al Technologies to Enhance

Fraud Detection in Document Databases? (RQ2)

Table 3 summarizes the themes, sub-themes, and coding descriptions directly aligned with RQ2, which is

detailed in this section.

Table 3. Thematic Table addressing RQ2.

Theme Sub-Theme Source Codes and Quotes Coding Descriptions
. “Al or machine learning tools would
be very helpful instead of manual
checking.” (P5)
. “I envision deploying ML for tasks like
real-time anomaly detection, document .
. . . . Efficiency
verification, and risk scoring.” (P7) .
. Anomaly detection
. “Al can help us to verify the Speed
Fons: . ee
Perceptions: Anticipated documentation.” (P3) &

Benefits and

Expectations of Benefits of Al and o

Machine Learning

“The professor in our department is

Human-Al integration hybird
Application of Al into handling

ML/AI trying to develop a machine learning
standard tasks
system...” (P4) . L
; . . ML applied to predict risk of future
. “Al technologies might be used... .
threats based on pattern training.
random check and manual check
would also be needed.” (P8)
. “We’ve modeled security risks using
machine learning to anticipate potential
access fraud.” (P9)
. “It will be the resources related,
because we receive a lot of different
types of qualifications.” (P3)
. “Changing such a model plays a
tremendous human effort...” (P1)
. “The most difficult part of employing e Lack of resources, trustworthy data,
this model is the first part: Preparation and preparation time
and planning...” (P4) . Al limitations
Implementation ~ ®  Challenges include scaling solutions e Concern about explainability of ML
Challenges and . . . . .
. Challenges and for large datasets and ensuring privacy systems and biases in training data.
Barriers to tutional - )
Implementation Institutiona compliance.” (P7) e Privacy concerns
Readiness

“The error rate of the technologies in
the verification processes.” (P8)

“Bias and privacy concerns are serious,
especially when you can’t explain how
the model arrived at its conclusion.”
(P9)

“Staff tend to have complacency over
current workflows that there used to
be.” (P10)

Some staff members prefer existing
methods and are hesitant to change,
as they are comfortable with the

routine.
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Table 3. Cont.

Theme Sub-Theme Source Codes and Quotes g(e);icllll%) tions
. “Al technologies for document verification were not yet . Early-stage
adopted by the University.” (P8) adoption
. “I haven’t taken formal AI/ML training, but I’ve actively . Pilot testing
applied machine learning in real-world projects.” (P7) . Missing
Conditions  Current Status and . “Whether the database is a trustworthy one because Al is KPIs
for Adoption Integration Strategies continuing to learn...” (P4) o Limited
. “Most institutions are still exploring or piloting AI/ML use.” training
(Summary of various interviewees) . Trust issues
. “Lack of performance KPIs in place to evaluate the and
verification process.” (P4) concerns

4.2.1. Cautious Optimism Toward Al Potential: Complementary Role of Al and Its Cautiousness

A major theme that emerged from Research Question 2 is the cautious optimism expressed by interviewees
regarding the integration of Al and ML technologies into document verification workflows. While participants
recognized the potential benefits of Al, they consistently emphasized the importance of maintaining a
complementary balance between technological tools and human oversight.

Many participants described Al and ML as promising support tools for managing the growing volume of
applications, automating repetitive screening tasks, and identifying subtle fraud patterns that may escape manual
checks. One participant noted, “Al technologies might be used... random check and manual check would also be
needed.” (P8), while another mentioned, “Al can help us to verify the documentation.” (P3)

Another staff member highlighted AI’s potential for early pattern recognition, which can help detect
irregularities and inconsistencies at scale: “I believe that Al is better at capturing patterns and thus enhancing
accuracy in identifying fraudulent documents as well” (P10). These perspectives underscore the perceived
strengths of Al in processing large data sets quickly and systematically, providing an initial safety net for human
evaluators, as well as a resource optimizer and supportive partner that allows admissions staff to focus on more
nuanced and judgment-based tasks reflecting a hybrid vision of AI working alongside human experts, rather than
replacing themselves outright.

In connection with the above point, notably, this optimism is tempered by significant caution. Many
participants emphasized that Al tools should not be relied upon as final decision-makers due to concerns over
accuracy, potential bias, and the complexity of certain application cases. Instead, they envisioned Al as a first-
level filter, flagging potential risks to be examined in detail by experienced staff. This cautious stance underscores
a profound awareness of the ethical and operational implications of fraud detection in higher education.
Participants acknowledged the promise of Al while firmly advocating for a human-in-the-loop model to ensure
fairness, accountability, and context-sensitive decision-making. Interestingly, such sentiment aligns with
Guingrich and Graziano’s [36] research, which concludes that people are willing to engage with Al but do not
anthropomorphize or fully trust it, indicating measured optimism.

Overall, these findings present an apparent readiness for stakeholders to explore AI’s capabilities—but only
within a carefully controlled, complementary framework that preserves human judgment at the center of the
admissions process.

4.2.2. Barriers to Adoption: Implementation Barriers and Primary Concerns

Despite expressing cautious optimism, participants also expressed several significant barriers that currently
limit the adoption of Al and ML technologies in document fraud detection within admissions processes. These
barriers span technical, operational, ethical, and cultural dimensions.

A central concern highlighted was skepticism about the reliability and accuracy of Al tools. Participants
feared that algorithms might produce false positives, wrongly flagging genuine applications, or false negatives,
allowing fraudulent documents to slip through undetected. As one participant noted, “/ personally feel uncertain
whether the results generated from Al would be accurate enough to trust without human review” (P8). This
skepticism underscores the staff’s belief in the importance of maintaining a high level of human oversight,
particularly in critical decisions that affect applicants’ educational futures, and mirrors the skeptics on Al in various
domains, including the finance sector [37].
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Privacy and data security concerns were also commonly raised. Participants were wary of how sensitive
applicant information would be processed and stored by Al systems. One participant shared, “Bias and privacy
concerns are serious, especially when you can’t explain how the model arrived at its conclusion” (P9). This
concern aligns with broader discussions around Al ethics and highlights the potential risk of damaging institutional
trust if privacy safeguards are not clearly defined and communicated.

Operationally, many staff pointed to a lack of technical infrastructure as a major barrier, an exact mirroring
of what Alothman, Alazmi, Ali, Alqallaf and Khan [11] identify. Existing data formats and diverse document types
from various regions make it challenging to build standardized Al input pipelines. The complexity of global
academic credential formats, such as the difference in verification methodology between English qualifications
like TOEFL and IELTS, complicates integration and increases the risk of error.

Cultural resistance and staff complacency also play significant roles. Several participants noted that staff
members are accustomed to traditional manual processes and may be resistant to learning or trusting new
technological solutions. One participant even observed that they “tend to have complacency over current
workflows that they are used to” (P10). This entrenched comfort with familiar systems creates an invisible
psychological and cultural barrier to adoption, even if technical solutions are made available.

It is also known for a general lack of formal policy frameworks and implementation guidelines to support Al
adoption—a similar finding in the adoption of new technology in the public sector, such as immigration [38].
Without clear standard operating procedures and institution-wide training in the fraudulent document verification
process, staff fear misinterpretation of Al results, and accountability issues may lead to errors in verdicts.

Combining all these concerns, these potential barriers highlight the challenge of integrating Al and ML into
admissions fraud detection, alongside the necessity of multifaceted institutional transformation. Addressing these
concerns requires comprehensive strategies that include technological investments, policy development, training
programs, and cultural change initiatives to build trust and readiness across all levels of staff.

4.2.3. Readiness and Current Adoption Status

Addressing the concern that universities lack formal policy frameworks and implementation guidelines to
support Al adoption, the final theme under Research Question 2 focuses on the readiness of universities and the
current status of AI/ML adoption in university settings for document fraud detection. While participants expressed
interest in exploring technological tools, their responses clearly indicated that actual implementation remains at an
early conceptual stage.

Participants consistently noted a lack of technical infrastructure as a primary reason for the slow adoption of
Al and ML. Many universities do not yet have integrated systems capable of supporting automated document
verification. Data from applicants comes in diverse formats, often originating from different countries and
credentialing authorities, which complicates standardization and hinders the development of reliable Al pipelines.
As highlighted in the thematic table, the fragmented nature of document types makes it difficult to train and deploy
Al models effectively.

As many interviewees pointed out, “Most institutions are still exploring or piloting AI/ML use.” Most Al
applications in university settings are limited to analytics or operational efficiency improvements, rather than direct
fraud detection in admissions. One interview even points out that there is no valuable implementation in his
experience. This illustrates that while universities may be open to Al solutions in general, fraud detection remains
an unexplored application area due to perceived operational complexity and perceived risks.

Culturally, the complacent attitudes of the staff mentioned above also suggest an underlying hesitancy to
change long-established workflows, as many are more comfortable relying on manual processes and individual
judgment. Participants repeatedly stressed the importance of human oversight and the difficulty of trusting
automated systems for such high-stakes decisions. This finding is consistent with a classic finding on resistance to
technological innovations, which suggests that the level of satisfaction experienced with an existing behavior
increases resistance to and reduces the likelihood of adopting an alternative [39].

Finally, the lack of formal institutional policies and strategic roadmaps was mentioned as a significant barrier
to readiness. Throughout the research interviews, very few mentions were made of such roadmaps within the
institution, suggesting a possible lack of initiative on the part of the institution itself. These barriers are consistent
with the observations of Rogers [26] that complexity and lack of compatibility hinder adoption. Without clear
guidance, there is uncertainty around accountability, data governance, and operational procedures, making staff
reluctant to experiment with or champion Al initiatives.

Overall, while there are cautious interests and recognition of potential benefits, current organizational and
technical conditions suggest that universities may not yet be ready for large-scale Al-driven fraud detection

13 of 21



Tam et al. Libr. Inf. Serv. 2025, 1(1), 2

systems. Consistent with findings from Zhao, Borelli, Martinez, Xue and Weiss [3] and Handoko et al. [28], who
highlight that most universities remain in early exploration phases, hindered by unclear strategic frameworks,
infrastructure gaps, and cultural hesitancy. Future efforts will need to address infrastructure, staff training, cultural
mindset shifts, and policy frameworks to move from conceptual interest to practical implementation.

Finally and notably, the themes discussed in RQ2 are summarized in the thematic table provided at the end
of this section. This table clearly presents the themes, sub-themes, and coding descriptions, which are aligned
specifically with the research question, providing a comprehensive overview of participants’ perceptions regarding
the adoption of Al and ML in admissions fraud detection.

4.3. Additional Findings: Reflections on PEACE Model

Table 4 summarizes the themes, subthemes, and coding descriptions related to the PEACE model reflections,
providing additional context for these supporting findings.

Table 4. Thematic Table addressing additional findings of the PEACE model.

Theme Sub-Theme Source Codes and Quotes Coding Descriptions
. “We didn’t use PEACE per se, but

igital- S ts enhancing PEACE st
Digital-Enabled we did follow a framework uggests enhancing steps

PEACE Model . . o . with automation and structured
Integration involving digital data validation and

structured report-back.” (P9)
. “The PEACE model is effective in
finding fraudulent documents and

reporting walkthroughs.

improving communication with the
applicants.” (P5)

. . The PEACE model facilitates
. “It’s far better than rushing through .
Structured Lo . . planning, engagement, and
X admissions without it... only to later
Preparation and

Application of the Communication
PEACE Model in admitted students submitted
Document fraudulent credentials.” (P1)
Verification and

Fraud Investigation

. documentation, supporting clear,
discover that over half of the o .
neutral, and systematic interactions

with applicants.

. “Engage applicant/representative to
provide opportunities for necessary
clarification.” (P6)

. “The most difficult part of
employing this model will be the

first part: Preparation and . Admissions officers face
planning...” (P4) implementation issues, including time
Challenges and . .
Institutional Gaps ® “No consequences or punishments pressure, a lack of training, and the
are outlined in the model.” (P2) absence of formal protocols for
. “Collective action in sharing and responding to fraud.

recording potential/confirmed
fraudulent cases.” (P6)

While not a core research question, insights related to the PEACE model emerged as a resourceful additional
finding, providing further context to the study. The PEACE model was incorporated into this research in two
complementary ways: it directly informed some interview questions and also guided the overall design of the
interview instrument to ensure ethical, neutral, and structured discussions with participants.

Participants generally recognize the benefits of the PEACE model in promoting fairness and structured
engagement during document verification. Many appreciated its emphasis on a neutral tone approach and
providing applicants an opportunity to explain inconsistencies, aligning with the “Engage” and “Account” phases
of the model. One participant described it as offering “a solid foundational structure” that helps admissions staff
avoid confrontational approaches and maintain professionalism.

However, operational constraints of the PEACE model itself may limit its application. Time pressures and
resource demands, such as admission exercises, mean that the later phases, particularly “Closure” and “Evaluation,”
are often abbreviated or omitted altogether. For example, investigation outcomes are not typically communicated
in detail to applicants, and systematic post-case evaluations are rarely conducted.
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A few participants also suggested that formal integration of PEACE principles into standard operating
procedures could strengthen process consistency and improve staff confidence in handling complex cases.

Overall, these reflections underscore the importance of integrating ethical and structured frameworks, such
as PEACE, alongside any technological or procedural changes. They suggest that while Al and ML can support
efficiency and detection, human-centered frameworks remain critical to maintaining fairness and transparency in
admissions investigations.

4.4. Summary of Findings

In summary, this study revealed significant vulnerabilities in current university document verification
practices. A heavy reliance on manual and inconsistent checks, combined with operational constraints such as time
pressure and a lack of standardized metrics, creates procedural gaps that fraudulent applicants can exploit. The
absence of centralized fraud tracking and the informal handling of suspicious cases further weaken institutional
safeguards. At the same time, staff efforts to maintain professional and neutral engagement with applicants, though
positive, are undermined by inconsistent transparency and limited formal communication of investigation
outcomes. Together, these findings highlight a system that is highly dependent on individual staff judgment and
institutional culture, rather than guided by unified, robust frameworks or technological support.

Regarding the potential adoption of Al and ML, participants expressed cautious optimism, emphasizing their
potential to enhance efficiency and detect subtle patterns of fraud. However, this optimism was tempered by
significant barriers, including concerns about reliability, privacy, data governance, and cultural resistance to
change. Institutional readiness remains low, with limited technical infrastructure, insufficient staff training, and a
lack of formal policy frameworks to guide implementation. Additional reflections on the PEACE model reinforced
the value of structured and fair investigative approaches, but also revealed practical limitations in fully integrating
such frameworks. Overall, these findings suggest that while Al and structured models, such as PEACE, offer
promise, successful fraud prevention in admissions will require a thoughtful, hybrid approach that strengthens
existing human judgment with technological and procedural innovations [42]

5. Suggestions and Implications: The Way to Move Forward

The findings of this study highlight critical vulnerabilities in manual verification processes and a cautious
yet optimistic attitude toward Al among university staff. To address these challenges and prepare for future
readiness, this section proposes practical suggestions grounded in Rogers’ Diffusion of Innovation (DOI) theory.
According to Rogers, successful adoption of innovation depends on factors such as relative advantage,
compatibility, complexity, trialability, and observability. The proposed actions below are strategically designed
with these elements in mind to facilitate smoother institutional transitions [26].

5.1. Develop Standardized Verification Protocols

Establishing comprehensive, standardized verification protocols is an urgent priority. By creating a thematic
framework for Al-assisted document verification that integrates AI/ML technologies, universities can improve
fraud detection while maintaining clear human oversight. This approach emphasizes relative advantage (superior
to fragmented manual checks) and compatibility with existing values around fairness and procedural integrity.
Standardization also improves observability, allowing other institutions to see tangible benefits, as Zhao, Borelli,
Martinez, Xue and Weiss [3] suggest in relation to the effectiveness of domain-specific Al detection tools in
academic admissions, supporting the call for standardized Al-assisted protocols that both strengthen document
authenticity checks and reduce manual burden.

5.2. Foster Institutional Collaboration

Strengthening cross-institutional collaboration will enable universities to share best practices, identify fraud
patterns, and develop effective verification strategies. Creating a shared knowledge base enhances observability
and reinforces collective learning. This not only builds trust among institutions but also encourages the faster
diffusion of effective verification innovations throughout the sector through enhanced consistency and enabling
proactive fraud detection [33].

5.3. The Framework to Move Forward

By implementing these suggestions in accordance with the key principles of Diffusion of Innovation theory,
universities can transition from fragmented, manual processes towards a more integrated, hybrid verification
system that blends human expertise with technological advancements. The successful implementation of such a
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framework can not only strengthen institutional integrity and resilience to fraud but also promote a culture of
shared learning and continuous improvement.

5.3.1. Pilot Al Implementation

A key first step involves piloting Al modules on specific, high-volume document types, such as IELTS test
result sheets or standardized academic transcripts. As Bansal, et al. [40] suggest, adopting Al incrementally and
combining it with human oversight enhances trust, allowing organizations to address behavioral variables during
early adoption phases. By starting with documents that have relatively uniform formats and well-established
verification channels, universities can safely test Al functionalities without risking widespread errors or
compromising complex cases. This controlled trial environment aligns with the trialability factor emphasized in
Rogers’ Diffusion of Innovation theory, allowing staff and administrators to experiment with Al capabilities in a
manageable scope. Piloting also supports iterative learning, as feedback can be collected to fine-tune Al models
and develop best practices before scaling. It fosters a safe space for staff to build familiarity and trust with the
technology, addressing fears around accuracy and reliability. Over time, these smaller-scale successes can be
shared across institutions, strengthening observability and building momentum for broader adoption [26]. This
gradual approach reduces resistance while laying a strong foundation for future system-wide transformation.

5.3.2. Human-AI Hybrid Review Process

Rather than replacing human judgment, the proposed framework emphasizes a hybrid human-Al review
process, positioning Al as a supportive tool for initial screening rather than a final decision-maker. This design
directly addresses concerns around complexity and compatibility, two central elements in Rogers’ theory [26].
Many staff members interviewed value the niche and contextual understanding they bring to document evaluation
—a perspective that Al systems currently cannot replicate. In a hybrid model, Al would rapidly flag potentially
fraudulent or high-risk applications based on anomaly detection and pattern recognition, while final assessments—
something described as the “kill switch”- remain with experienced admissions officers. Eaton, Carmichael and
Pethrick [14] provide a similar caution: while technological tools like Al are promising, they must complement,
rather than replace, human judgment to ensure ethical and accurate verification processes. This balance would not
only preserve the human-centric values embedded in admissions processes but also improve operational efficiency
by reducing manual workload at the initial review stage. This also aligns with Eaton et al. [14] suggestions to
enable multiple verification points in the admissions workflow and to audit it regularly. Additionally, it supports
Hollman and Krause’s research on incremental adoption and testing of Al modules in educational admissions,
although the application is scoped in alternative settings.

By framing Al as a complementary partner, institutions can minimize staff skepticism, reduce errors from
human fatigue, and maintain fairness and accountability in decision-making. This dual-layer approach can also
enhance public trust by demonstrating responsible and transparent use of Al

5.3.3. Structured Approach (PEACE Model)

Incorporating the PEACE model as a formal component of verification processes provides a clear and
structured approach to handling potentially fraudulent cases. The PEACE model’s five key phases—Planning and
Preparation, Engage and Explain, Account, Closure, and Evaluation—align naturally with the procedural needs of
admissions fraud investigation [25]. Its emphasis on fairness and non-confrontational engagement reflects
compatibility with existing institutional values while providing a relative advantage in standardizing staff practices.
Additionally, when integrated into routine workflows, the PEACE model enables admissions staff to maintain a
high level of consistency in their communication with applicants, the gathering of supporting information, and the
evaluation of outcomes. A structured approach aligns with the suggestion provided by Koenig and Devlin [41] to
take a proactive, methodical, and consistent approach to document review.

Making the best use of this model also encourages ethical practice, fostering a culture of transparency and
reducing the risk of subjective or biased judgments. Furthermore, by establishing clear, documented steps, the
PEACE model helps alleviate ambiguity in decision-making processes and reinforces institutional credibility. As
universities introduce Al, the PEACE model can serve as a human-centric role model framework to counterbalance
the “cold-blooded” mechanical precision of algorithms with empathetic, fair treatment of applicants.
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5.3.4. Promote Knowledge Sharing Culture

Promoting a cross-institutional knowledge-sharing culture is essential to strengthening sector-wide fraud
prevention. Establishing a shared fraud knowledge base would allow universities to exchange verified cases, detection
patterns, and best practices, improving overall system resilience. This approach supports observability in Rogers’
Diffusion of Innovation theory, as successful strategies become visible and credible to other institutions [26].

By collaborating in the practice, universities can collectively reduce vulnerabilities to serial fraud attempts and
learn from each other’s experiences without duplicating efforts. Over time, fostering such a culture not only improves
individual institutional safeguards but also builds trust and integrity across the entire higher education landscape.

5.3.5. Proactive Staff Development

Last but not least, investing in proactive staff development is critical to overcoming resistance and ensuring
smooth Al integration. Institutions should initiate comprehensive training on Al ethics, technological literacy, and
fraud detection, which empowers staff with the confidence and skills needed to adapt to hybrid verification
processes, rather than estranging themselves from unfamiliar new methodologies. The success in doing so directly
addresses the complexity and enhances trialability, two important adoption factors in Rogers’ framework. Focused
development reassures staff that technology serves as a supportive tool, not a replacement, reinforcing their
professional value. Well-prepared staff can more effectively collaborate, interpret Al outputs, and uphold fairness,
ultimately supporting a responsible and transparent admissions environment, aligning with the findings from
Bansal, Paliwal and Singh [40]

6. Conclusion & Limitations

This research has attempt to capture the essence of how current document verification practices in university
admissions create opportunities for fraudulent submissions, at the same time seek the perceptions of university
staff regarding the potential of ML and Al technologies to enhance fraud detection through qualitative research
guided by the PEACE as both an investigative and structural tool, the study conducted a thematic analysis to
capture a grounded understanding of the issues at hand.

The findings revealed several recurring problems in existing practices, including the continued dependence
on manual verification methods, inconsistencies between departments, procedural loopholes that applicants may
exploit, and the lack of a standardized fraud response mechanism. Although current implementation of Al tools
remains minimal, participants expressed cautious optimism about AI’s potential benefits, particularly in tasks
involving pattern recognition and workload redistribution. However, concerns were also raised regarding privacy,
explainability, and system reliability.

To address these challenges, the study proposes a set of forward-looking suggestions grounded in both empirical
findings and the Diffusion of Innovation framework. These include establishing standardized verification protocols,
encouraging inter-institutional collaboration, piloting Al tools on selected document types, and fostering staff training
and knowledge sharing. Overall, the research offers timely insights into both the structural constraints and the
emerging opportunities for Al-enhanced document verification in higher education admissions.

Despite the insights gained, this research remains a subject of limitations. First, the participant sample was
limited to admissions officers, IT staff, and consultants with experience in Hong Kong’s higher education sector,
as the university admissions sector is relatively smaller compared to other industries, such as marketing or services,
in Hong Kong. Besides, the data from these interviewees were collected through semi-structured interviews that
relied on self-reported experiences and perspectives. This approach may introduce bias, as participants might
consciously or unconsciously underreport challenges or overemphasize procedural strengths due to the nature of
the qualitative interviews [42]. Notably, the ever-evolving development of Al and ML technologies presents the
opportunity for increasingly sophisticated document fraud techniques, meaning that the findings may potentially
represent only a snapshot in time.

Despite the limitations mentioned above, as the Al-integrated fraud detection processes for university
admissions have not yet been widely explored, particularly in the context of Hong Kong, this study could contribute
to the literature by delving into the Al integration and assistance in fraud detection for university admissions. This
qualitative study’s findings may shed light on how to integrate Al in assisting the admissions process, particularly
in detecting fraud, for academic researchers and practitioners in the context of Hong Kong, an international city
with several globally renowned comprehensive universities.

To generalize this study’s findings, future research could quantitatively survey the effectiveness of Al-
integrated fraud detection processes and performances in different contexts, such as different regions or types of
institutions, from the perspectives of admissions officers and IT professionals. Mixed-methods research could also
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be conducted to further ensure the reliability and validity of the research data through triangulation. Furthermore,
future research should continually re-evaluate these practices as technologies and fraud patterns evolve.

Looking forward, this study provides a foundational exploration of the challenges and opportunities
associated with integrating Al and ML into fraud detection processes in higher education admissions.
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Appendix A. Interview Instrument

Table Al. Brief Description of Interview Instrument.

Interview Questions Research Objective Alignment
0. Demographics and Backgrounds
Age, Gender, Education (level, major, minor)
Any formal/informal training related to AI/ML?

To understand the background and context of the
interviewee’s responses regarding fraud detection
practices.

To establish the interviewee’s experience level,
which may influence their perspectives on
document verification and fraud detection.

To categorize responses based on institutional type,
which may affect verification practices and fraud
detection approaches.

What is your current position or role within the
institution?

How many years have you worked in your current role
or in the admissions process?

What type of institution do you work for? (e.g., public
university, private university, community college)

1. Preparation and Planning

Preparation Practices

To assess current practices in document
verification and identify gaps or weaknesses in
existing strategies.

To understand critical areas of focus in the
verification process and inform potential
improvements or technology applications.

How does your office plan to avoid false applicant
information? How do you prepare for that?

Particularly, which information do you pay the most
attention to? How and why?
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Table Al. Cont.

Interview Questions

Research Objective Alignment

2. Engage and Explain

Engagement Techniques

When engaging with applicants or their representatives,
what strategies do you use to build rapport and explain
the verification process?

To explore how staff interact with applicants,
which may impact the effectiveness of fraud
detection efforts.

3. Account

Gathering Accounts

Can you describe a situation where you had to
investigate a potentially fraudulent application? How
did you approach gathering information from the
applicant?

To gain insights into real-life experiences of fraud
investigations and to identify effective practices.

Evaluating Responses

How do you assess the credibility of applicants’
information during the verification process? What
specific indicators do you look for? Why?

To identify criteria used in assessing information
credibility, which may inform the development of
AI/ML tools for fraud detection.

Utilization of ML/AI

Have you considered using machine learning or
artificial intelligence tools in your investigations? If so,
how do you envision these technologies being deployed

into your current processes?

To explore perceptions of ML and Al technologies
and their potential integration in fraud detection
practices.

Concerns and Barriers

What concerns do you have regarding the adoption of
ML and Al technologies for fraud detection? What
barriers (e.g., technical, ethical, or resource-related) do
you anticipate to be addressed?

To identify potential obstacles to implementing
new technologies in fraud detection, which can
guide future research or recommendations.

Success/Failure Stories (if any)

Have you encountered successful/unsuccessful
technology implementations, such as ML or Al, in fraud
detection within your institution or elsewhere? If so,
can you share what made them effective?

To gather examples of successful practices that
could serve as models for future technology
adoption in fraud detection.

4. Closure

Concluding Investigations

Once an investigation is complete, how do you

communicate your findings to the applicant? What steps

do you take to ensure clarity and transparency in your
closure?

To understand communication practices and
transparency in fraud investigations, which can
inform best practices for improving applicant
relations and trust.

Follow-up Actions

After concluding an investigation, what follow-up
actions do you take to ensure similar issues are
addressed in the future?

To identify strategies for preventing future fraud
and improving document verification practices.

5. Evaluate

Effectiveness of the Process

Overall, how effective is your current process? Which
parts have their merits or problems? Any metrics or
KPIs employed?

Reflection on the Process

In your experience, how effective is the PEACE model
in guiding your investigations of problematic
applicants? What aspects do you find most beneficial,
and what challenges do you face?

To assess the effectiveness of the PEACE model in
practice and identify areas for improvement in the
admissions process.

Suggestions for Improvement

How do you think the application of the PEACE model
could be improved within your institution’s admissions
process?

To gather recommendations for enhancing the
PEACE model application, which can inform
future training and development for staff involved
in fraud detection.
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