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Abstract: In the context of the rapid development of digital education, the security 
of educational data has become an increasing concern. This paper explores 
strategies for the classification and grading of educational data, and constructs a 
higher educational data security management and control model centered on the 
integration of medical and educational data. By implementing a multi-dimensional 
strategy of dynamic classification, real-time authorization, and secure execution 
through educational data security levels, dynamic access control is applied to 
effectively enhance the security and controllability of educational data, providing a 
secure foundation for data sharing and openness.  
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1. Introduction

As data becomes a core productive factor driving global economic and social development, its flow, sharing, 
analysis, and mining can unlock tremendous value. However, it also faces significant security risks, such as 
personal privacy breaches and the misuse of commercial secrets (Xinhua News Agency, 2020). Particularly in the 
balancing act between protecting data privacy and enhancing the value utilization of data, data classification and 
grading, as a foundational project, is increasingly becoming the core of data security governance. Multiple 
countries have begun implementing data classification and grading protection systems, aiming to ensure the 
security and privacy of educational data. The Data Security Law of the People’s Republic of China explicitly calls 
for the establishment of a data classification and grading protection system, emphasizing differentiated protection 
based on the importance and impact of the data (National People’s Congress of the People’s Republic of China, 
2021). This indicates that the data classification and grading system will become a crucial cornerstone of future 
data security management. 

As a crucial repository of data resources, higher education institutions have amassed a diverse range of data 
spanning teaching, research, and administrative domains. By utilizing technologies such as data mining and 
artificial intelligence, the institutions analyze learners’ comprehensive behavioral characteristics and procedural 
learning data to accurately provide personalized learning resources (Li et al., 2022). This data encompasses both 
publicly available information and a significant amount of personal privacy. With the deepening development of 
informatization in higher education institutions and the continuous integration of modern communication 
technologies, online blended learning has experienced rapid growth (Zhou, Y., 2023), leading to a significant 
increase in both the variety and scale of university data. However, without effective security protection, this data 
could lead to severe information leakage risks and even cause social harm. Higher education institutions face 
several challenges regarding data security. On the one hand, the data types are complex and come from diverse 
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sources, making management highly difficult. On the other hand, data protection measures are lagging behind, and 
some institutions have yet to establish comprehensive security protection systems. 

This study aims to explore how to effectively address increasingly complex data security issues in the field 
of higher education by establishing a data classification and grading protection system. The specific research 
objectives are as follows: 

To conduct an in-depth analysis of the major challenges higher education institutions face in data security 
management, with a particular focus on emerging security risks in the context of AI and big data. 

To propose a data protection framework for higher education institutions based on data classification and 
grading, and to explore how to implement differentiated protection measures according to the sensitivity, 
importance, and potential risks of the data. 

To evaluate the potential of the classification and grading protection system in promoting data sharing and 
in-depth utilization, ensuring that data utilization efficiency is enhanced while safeguarding data security. 

Through in-depth research on the above issues, this paper proposes a dynamic data security management and 
control model for higher education institutions, aiming to optimize the security of educational data and respond to 
the ever-evolving security demands. 

2. Literature Review 

2.1. International Developments 

The United States and the European Union, as leading regions in data security management, have established 
relatively comprehensive legal and technical frameworks. 

The United States focuses on industry regulation and legal guidelines, with laws covering a wide range of 
areas. The Family Educational Rights and Privacy Act (FERPA) is the core regulation for protecting educational 
data in the U.S., outlining privacy protection requirements for student education records. FERPA stipulates that 
schools and educational institutions must implement data classification and management for student data, restrict 
unauthorized access, and provide students and their parents with rights to access and correct their data (U.S. 
Department of Education, 2011). 

Stanford University in the United States has adopted a sensitive data classification model, dividing data into 
three levels: ‘Public Data’, ‘Restricted Data’, and ‘Sensitive Data’. It clearly defines the access rights and 
protection measures for each category of data (Stanford University, n.d.). Through the integration of technical 
measures (such as data encryption and multi-factor authentication) with management mechanisms, Stanford 
University has achieved significant success in protecting research, teaching, and administrative data. 

The European Union, on the other hand, is centered around the General Data Protection Regulation (GDPR), 
which emphasizes individual data rights and the compliance of cross-border data flows. The GDPR provides 
detailed classification and grading of personal data, highlighting the need for a higher level of protection for 
sensitive data such as race, religion, and health (European Union, 2016). Its access control requirements are based 
on the ‘principle of least privilege’, and it mandates data controllers to protect data security through techniques 
such as encryption and de-identification. 

2.2. China-Specific Progress 

The classification and hierarchical management of data in Chinese education is gradually becoming 
standardized. Laws such as the Data Security Law of the People’s Republic of China and the Personal Information 
Protection Law have established the fundamental principles and implementation requirements for data 
classification and grading. These laws impose higher standards on the management, storage, and use of educational 
data, driving higher education institutions to build more scientific data management systems. 

In terms of system construction, some higher education institutions have begun to explore specific paths for 
data classification and grading management based on their own realities. For example, China Agricultural 
University has categorized data into five primary subcategories: school data, personnel data, business data, system 
operation and security data (Yu & Zhou, 2024). Tsinghua University and other institutions, based on the importance 
and sensitivity of educational data, have classified data into four levels: public data, internal data, sensitive data, and 
confidential data, and have established corresponding access control and security protection measures (Jin T., 2021). 

At the same time, some higher education institutions have adopted information technology measures to build 
unified data governance platforms. Through big data analysis, access control management, and encryption 
technologies, they enhance data security and management efficiency. 
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2.3. Current Challenges 

FERPA and GDPR data protection models show limited adaptability in dynamic academic environments, 
primarily due to their rigid classification rules and inflexible risk assessment mechanisms. In academic settings, 
data usage scenarios are highly complex and constantly evolving. For example, the sensitivity of research data 
may shift depending on the research phase, collaborators, or changes in external policies—something static models 
fail to respond to in real time. 

Moreover, FERPA and GDPR rely heavily on fixed data types and access permissions for grading, without 
fully accounting for factors such as data timeliness, scale impact, and usage context. This often leads to either 
over-protection, which hinders data sharing and research collaboration, or under-protection, leaving emerging data 
misuse risks unaddressed. 

Such one-size-fits-all static classification falls short of the refined data security governance needed in higher 
education institutions, highlighting the urgent need for dynamic grading strategies to improve adaptability and 
practicality. 

To address these challenges, other sectors have successfully adopted dynamic protection technologies, 
offering valuable insights for the education sector. For example, financial institutions have deployed data loss 
prevention (DLP) systems on office terminals, dynamically controlling sensitive data based on employees’ roles 
and permissions, effectively reducing the risk of sensitive information leakage (Li & Du, 2024, November). 
Applying similar approaches in higher education can further enhance the accuracy and practicality of data 
classification and grading management. 

3. Method of Data Classification and Grading in Higher Education 

Data classification and grading support the formulation of strategies for the openness and sharing of data 
resources by describing the multidimensional characteristics and content sensitivity of the data. The diversity of fields 
covered by educational data dictates that its classification and grading must follow a multidimensional, multilayered 
model. Data classification can distinguish data categories based on different dimensions, such as data source, data 
content, field types, and field relationships. Data grading, on the other hand, can impose corresponding level 
restrictions based on the degree of sensitivity of the content involved in the data information (Zhou C. et al., 2023). 

3.1. Educational Data Classification 

Data classification helps in the efficient management, analysis, and application of data through multi-level 
structured divisions. Educational data is subdivided according to different business needs, management goals, and 
complexity, forming a logically clear hierarchical structure. The levels are as follows: 

3.1.1. First-Level Classification: Business Attribute Classification 

This involves the preliminary classification based on the business field or management attributes to which 
the data belongs. This level mainly reflects the macro categories of data, helping distinguish different management 
tasks or business goals at a higher level. Educational data in higher education institutions is divided into seven 
subsets, includes student management subset, staff management subset, teaching management subset, research 
management subset, financial management subset, asset management subset, and public management subset, based 
on departmental responsibilities and management considerations. 

3.1.2. Second-Level Classification: Producer Role Classification 

This classification is based on the role of the producer or responsible party. This level distinguishes data 
based on its source, such as data generated by students, teachers, administrative staffs, or data managed by specific 
departments. 

3.1.3. Third-Level Classification: Behavioral Module Classification 

This classification is determined by the operations or behavioral modules of data producers in specific 
scenarios. It primarily focuses on the specific business processes or operational types in which the data is 
generated, reflecting the specific use or functional module of the data in management, such as professional training, 
research, or student affairs. 
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3.1.4. Fourth-Level Classification: Content Performance Classification 

Data under each behavioral module is further refined, focusing on reflecting the specific content and business 
performance of the data. This level describes the specific type and content of data, helping to understand the actual 
performance of each behavioral module, such as student scholarship information, enrollment status, or changes in 
student records. 

3.1.5. Fifth-Level Classification: Content Performance Description 

This level delves deeper into the detailed description of the content performance, specifying data items or 
fields, emphasizing the parameters and descriptions of each behavior. Key data items in each performance content 
(such as name, student ID, contact information, etc.) need to be further defined and described. 

In practice, based on the complexity and management requirements of the data, different business data are 
layered according to the actual situation of the business attributes, usually consisting of three to five levels. For 
some simpler or more singular business data, it may only require three or four levels to simplify data management 
processes while meeting basic management and analysis needs. However, for more complex data involving 
multiple business processes, five or more levels may be required to ensure the accuracy and effectiveness of data 
classification. For example, Table 1 illustrates the results of the classification of the educational management 
subset according to the established classification standards. 

Table 1. Example of Educational Data Classification (Teaching Management subset). 

First-Level Second-Level Third-Level Fourth-Level Fifth-Level 
Business attribute 

classification 
Producer role 
classification 

Behavioral module 
classification 

Content performance 
classification 

Content performance 
description 

Educational 
management subset 

Undergraduate 
student data Teaching plan/Internship 

Course information/ 
internship company 

information 

Course name/Credit/ 
Company name/ 

Address 

Postgraduate 
student data 

Supervisor management/ 
Graduate program 

curriculum 

Supervisor 
information/ 

Research areas 

Supervisor name/ 
Professional title/ 

Research field name/ 
Research duration 

International 
student data 

Scholarship management/ 
Overseas study policy 

Scholarship 
information/ 
Policy list 

Scholarship name/ 
Eligibility criteria/ 

Policy document title/ 
Target audience 

3.2. Educational Data Grading 

Grading the completed classified data subsets is intended to support the formulation of security protection 
strategies in data processing activities. The grading is based on the sensitivity, importance, and potential harm to 
national security, economic operation, social stability, public interest, organizational rights, and individual rights 
in the event of data leakage or illegal processing. data is classified into four levels (National Standardization 
Administration, 2024). Each level has different confidentiality requirements, as shown in Table 2. 

Table 2. Data Grading Levels and Characteristics. 

Data Grading Levels Titles Characteristics Potential Risks 

Level 1 Public data 
Can be disclosed without conditions or 
in accordance with the law; Does not 

include personal data. 

No effect or slight impact after data is 
disclosed to the public. 

Level 2 Internal data Available for general system business 
use; May contain basic personal data. 

May cause minimal harm to public or 
individual rights, with adverse effects 
that can be mitigated in the short term. 

Level 3 Sensitive data Available for significant system business 
use; May contain sensitive personal data. 

May cause severe harm to individual 
rights, or general harm to public 

interests, with consequences that are 
difficult to remedy and cannot be 

mitigated in the short term. 

Level 4 Important data 
Available for important system business 
use; Restricted from sharing; Contains 

highly sensitive personal data 

May cause serious harm to the 
organization or society, with long-lasting 

negative impacts. 
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Data Sensitivity Assessment Model 

In the field of data sensitivity assessment research, a method based on information entropy has been proposed 
(Wang J. et al., 2019). This algorithm treats individual data items as the basic units for data access control, while 
also considering the varying importance of different business contexts in determining sensitivity. The sensitivity 
evaluation relies on three key indicators: data quality, data usage rate, and data connectivity. A weighted product 
calculation is used to determine the overall data sensitivity, which is then classified into three levels: high, medium, 
and low, based on predefined thresholds. 

This method provides a scientific evaluation framework for access control and sensitivity management, with 
the final sensitivity results serving as the basis for data classification, grading, and the subsequent development of 
dynamic authorization and data security policies. 

3.3. Educational Data Security Level 

In fact, apart from classification and grading, various factors such as time, business, data status, or resource 
scale can alter the sensitivity and importance of data. However, these factors are not reflected in the existing 
classification and grading system. Therefore, it is necessary to dynamically adjust the data final level based on 
classification and grading results to meet the business needs of different scenarios. To distinguish this from the 
concept of data grading, the final level of data is defined as the Data Security Level. 

3.3.1. Dynamic Classification Strategy for Data Security Level 

The security level of educational data is dynamically adjusted based on the usage scenarios of three 
dimensions: timeliness, data scale, and business status. This ensures that data maintains appropriate security 
protection at all stages, scales, and business needs. 

Timeliness 

The timeliness of data gradually decreases over time, with the rate of change being faster in the early stages 
and slowing down as time passes, eventually stabilizing. For example, exam scores are sensitive data during the 
exam period and must be kept strictly confidential, so the security level is set to L3. As the scores begin to be 
gradually released and made accessible to relevant students, teachers, or parents, the security level can be lowered 
to L2. After some time, when the scores become historical data and are only used for statistical or research analysis, 
the security level is further reduced to L1 and gradually stabilizes. 

The timeliness can be calculated using an exponential decay function based on different business scenarios. 
Time0 represents the timeliness value of the data at the initial moment (such as when the data is first collected or 
generated), which has the highest security level. Let α be the decay rate, representing the decrease in timeliness 
per unit of time; t is the time variable, indicating the time elapsed since the initial moment. The timeliness factor 
of the data, Time(ci, t), is defined as follows: 

- t
0( , ) eiTime c t Time    

Scale 

In the field of data security and privacy protection, the scale of data has a significant impact on its security 
level. Large datasets, when leaked or misused, pose greater risks and have a broader impact. Therefore, when 
handling large amounts of data, a higher security level must be applied to mitigate potential risks. 

When educational data resources are used for large-scale analysis, involving the management of vast amounts 
of personal data and sensitive information, the security level should be increased. For example, when the Ministry 
of Education analyzes the fairness of educational resource allocation using national student data, the full dataset 
may contain large amounts of sensitive regional or economic information, requiring the security level to be raised 
from L3 to L4. 

By analyzing the scale of the dataset, the security level can be dynamically adjusted based on the data volume. 
The scale impact factor, Scale(ci), is defined as follows: 
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Note. Dfield_total(ci) represents the total data volume of field ci across all data tables, and R(ci) represents the 
ranking of field ci among all fields. These are used to determine the final value of Scale(ci). 

Business Sensitivity 

As business scenarios change, the sensitivity and security level of data may need to be dynamically adjusted. 
This change is often closely related to factors such as the sensitivity of the usage scenario, the group of people 
accessing the data, and how the business scenario processes the data. When a business shifts from a low-sensitivity 
domain (e.g., general statistical analysis) to a high-sensitivity domain (e.g., decision support or fund allocation), 
the associated data security level needs to be increased from L1 to L2 or L3. 

To continuously monitor the impact of factors such as usage scenarios and access groups on the data security 
level, and to enable flexible adjustment of the data security level in response to changes in business scenarios, this 
paper introduces two factors: Business Sensitivity Factor (BS) and Group Size Factor (GS), to assess the extent to 
which business status affects the data security level. 
Business Sensitivity Factor (BS) 

BS = 1: Low Sensitivity. General statistical analysis, routine student information, transcripts, teaching 
schedules, etc. Applicable to data security level L1. 

BS = 2: Medium Sensitivity. Student disciplinary records, partial academic results, student status verification, 
routine financial management, etc. Applicable to data security level L2. 

BS = 3: High Sensitivity. Funding allocation, decision support, cross-institution data sharing and analysis, 
individual privacy, etc. Applicable to data security level L3. 
Group Size Factor (GS) 

GS = 1: Targeting small-scale groups. Such as individual teachers or a few administrative staff members. 
Applicable to data security level L1. 

GS = 2: Targeting medium-scale groups. Such as students, teachers, or parents of specific grade levels within 
the institution. Applicable to data security level L2. 

GS = 3: Targeting large-scale groups. Such as all students, all faculty members, the general public, or 
government entities. Applicable to data security level L3. 

The business status influencing factor, BS(ci), is defined as: 

1 2( )iBS c w BS w GS     

Note. w1 and w2 are the weight coefficients representing the impact of business sensitivity and group size on 
the business status influencing factor. 

According to the existing data classification and grading system, data is labeled with security tags such as 
data category and sensitivity assessment results, and graded into four levels, represented by 1 to 4 in ascending 
order. On this basis, a dynamic grading strategy for security levels is added, which evaluates the impact of factors, 
represented by [Time, Scale, BS], along with their corresponding weight vectors [a1, a2, a3]. The scores of these 
dimensions are then weighted and calculated to determine the security assessment result (SR) for each data item. 

Based on the security assessment result (SR) of the data, combined with the initial security level (Level), the 
final security level of each data item (SL1–SL4) is determined. 

3.3.2. Dynamic Classification Model 

Based on the above analysis, this paper develops a dynamic classification model driven by multi-dimensional 
risk assessment, utilizing the Random Forest algorithm, to enhance the security and efficiency of data resource 
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sharing management at Wenzhou Medical University’s data hub. The structure of the proposed model is illustrated 
in Figure 1. This model focuses on timeliness, scale impact, and business status as the core evaluation dimensions, 
enabling intelligent pre-screening and risk warning for data sharing applications. 

Before introducing the model, a comprehensive system upgrade was conducted for the data hub, during which 
the business scope, user groups, and other key indicators of each business system were thoroughly reviewed and 
collected. Meanwhile, a function-based algorithm was applied to quantify the timeliness and scale of data 
resources. The model first analyzes the correlations between data resources and the key indicators of business 
systems. Using historical data sharing application results from the data hub as training data, a predictive model for 
approval outcomes was developed based on the Random Forest algorithm. 

Based on the prediction results, the model automatically approves applications in low-risk scenarios. For 
applications in medium-risk and high-risk scenarios, the model generates recommended approval outcomes along 
with a risk analysis report, which is provided to the data provider as a reference for decision-making. 

 

Figure 1. Dynamic Classification Model. 

Leveraging the capabilities of the dynamic grading strategy model, the system is able to automatically 
approve 35% of low-risk applications within 5 s. For the remaining 65% of medium-risk to high-risk scenarios, 
the system generates visualized risk assessment reports, highlighting key parameters like data scale exceeding 
limits and sensitive business associations, and sends them to the data providers for manual review. 

The implementation results show that the system reduced the average approval time from 12 h to 1.5 h, 
lowered the manual review workload by 40%, and effectively achieved a synchronized improvement in both 
security control capabilities and data resource utilization efficiency. 

4. Educational Data Security Management Model 

Based on data classification and grading, as well as data security levels, this paper constructs a multi-level 
data security management model (as shown in Figure 2), which includes five core modules: Role-based Access 
Control (RBAC) Layer, Data Layer, Dynamic Authorization Layer, Behavior Monitoring Layer, and Security 
Execution Layer. When an applicant submits an access request to data resources for use in a business system: 
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RBAC Layer 
The Unified Authentication Module verifies the applicant’s username, password, identity type, and other 

information. At the same time, based on the RBAC policy, it collects information such as the user’s access 
environment and operation content. According to role classification, corresponding subject security labels are 
assigned, forming Role Label Sets. 
Data Layer 

Based on the data classification and grading system, the data security level is dynamically adjusted by 
considering real-time factors such as current time, data scale, and business sensitivity. This is achieved through 
the dynamic grading strategy, which calculates the data security level for each data item and adjusts it in real-time. 
Dynamic Authorization Layer 

By integrating the data security level for comprehensive assessment, each data item is assigned object security 
labels such as data category, security level, and sensitivity evaluation results, forming Data Label Sets. Then, the 
model validates the Data Label Sets and the Role Label Sets to determine the range of data that the user can access, 
and forwards the data request to the security execution layer. 
Security Execution Layer 

Receive the results of dynamic authorization policies, and perform security measures such as encryption, data 
masking before data transmission, or denial of access on the fields based on the data security level. 

 

Figure 2. Educational Data Security Management Mode. 

5. Application Effectiveness 

Through practical exploration, the Information Technology Center of Wenzhou Medical University has 
achieved certain results in the fields of data governance and security management. By integrating 168 business 
systems, standardizing 3812 data items, and opening 260 thematic data resources. The university has initially built 
an efficient data sharing and management system, with a total of 1059 authorizations and a total data exchange volume 
of 38.83 billion records, these achievements fully demonstrate the depth and breadth of data integration and sharing. 
Additionally, based on a grading system with 5756 fields across 7 subsets, 823 first-level fields, 3015 second-level 
fields, and 1189 third-level fields have been identified, laying a solid foundation for implementing data security 
grading management. Moreover, through data integrity, consistency, and uniqueness checks, central role 
management, and external personnel identity verification mechanisms, the university has made positive progress in 
improving data quality and cross-organizational collaborative management. 



Yang et al.   J. Educ. Technol. Innov. 2025, 7(1), 1–10  

https://doi.org/10.61414/ftd8dv28  9 

In terms of data security management, the university strictly adheres to relevant national and provincial laws 
and regulations. Focusing on aspects such as the construction of data policies, data asset organization, classification 
and grading, and circulation security, the university has built a comprehensive data security governance system, 
achieving an organic combination of data security and compliant circulation. The multi-level data security 
management and control model based on the classification and grading of educational data proposed in this paper 
effectively balances the conflict between data sharing and security protection, providing valuable insights for data 
management in the field of education. 

6. Prospects 

Based on the analysis of the existing design and implementation results of the dynamic classification model, 
the findings show that the model achieves an accuracy rate of over 90% for automatic approval of low-risk scenario 
data sharing applications. However, for medium-risk and high-risk scenarios that require manual intervention, 
there is still room for improvement in accuracy. 

To continuously optimize the model’s performance, future enhancements will consider adding more risk 
assessment dimensions (such as data usage scenarios, applicant user roles, and cross-domain relevance). 
Additionally, through feature importance analysis, the model’s input variable combinations will be dynamically 
optimized to further improve prediction accuracy. Moreover, the model will integrate the natural language 
understanding capabilities of Large Language Models (LLMs) to analyze applicants’ shared data explanations and 
attached descriptions, automatically identifying the real needs of users. This will enhance the model’s deep 
perception and understanding of the business context and scenarios, supporting more accurate decision-making in 
approval processes. 

Looking ahead, how to integrate data security grading management strategies throughout the entire data 
lifecycle remains a critical issue to be addressed. There is a need to further optimize the data grading model and 
dynamic authorization mechanisms to meet the diverse demands of complex scenarios. At the same time, it is essential 
to fully leverage the advantages of artificial intelligence technologies to enhance the accuracy of data classification 
and dynamic grading, providing support for the intelligent and refined management of data governance. 
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