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Abstract: In this paper, the consensus control problem for discrete multi-agent systems is investigated in
the presence of bit flips. First, a bit-rate allocation model with a finite number of bytes, together with an
encoding-decoding  scheme,  is  constructed  to  depict  the  constraints  of  bandwidth  limitations.  Then,  a
Bernoulli distribution is introduced to characterize the stochastic bit flips, while the impacts of bit flips
on encoding-decoding processes are systematically analyzed by leveraging stochastic analysis theory. A
novel  control  framework  is  proposed  within  a  probabilistic  ellipsoidal  constraint,  ensuring  robustness
against  bit  errors  and  nonlinear  dynamics.  By  virtue  of  linear  matrix  inequalities  (LMIs),  sufficient
conditions  for  the  controller  are  derived  to  ensure  probability-guaranteed  consensus.  Finally,  the
effectiveness of the designed controller is illustrated via numerical simulations, confirming its practical
applicability in networked control systems with unreliable communication channels.

Keywords: nonlinear  multi-agent  systems; probability-guaranteed  consensus  control; uniform
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1. Introduction

Multi-agent systems (MASs) consist of multiple autonomous agents that cooperate and communicate to achieve
a global objective. Ensuring consistency within MASs is a key challenge, as agents must align their actions and states
despite having limited local information. Consensus control in MASs involves designing strategies that enable agents
to synchronize or agree on certain parameters, such as position and velocity, despite their decentralized nature [1–9].
This  coordination  is  crucial  for  tasks  in  dynamic  and  uncertain  environments,  ensuring  robust  performance  and
resilience to faults or disturbances. Therefore, consensus control plays a vital role in the scalability and adaptability of
MASs in real-world applications [10, 11].

In engineering practice, MASs are often subjected to stochastic disturbances such as communication noise, data
loss, and uncertainties in dynamic environments[12−14]. Traditional control methods typically assume a deterministic
system model and require that the system states strictly reach or maintain the desired values. However, in stochastic
environments,  such  strict  requirements  are  often  unrealistic  and  can  lead  to  significant  design  challenges  and
increased computational complexity [15, 16]. The probability-guaranteed control design reformulates control problems
by  aiming  to  achieve  the  desired  system  behavior  with  a  certain  probability  under  random  conditions.  Unlike
traditional deterministic designs, the probability-guaranteed design relaxes the performance requirements by specifying
that  the system should meet  the expected behavior  within a given probability range,  thus avoiding overly stringent
constraints.  This  approach  not  only  makes  the  design  more  feasible  in  uncertain  environments  but  also  provides
greater flexibility to optimize other performance metrics. For example, in Ref. [17], a self-triggered model predictive
control protocol has been proposed for MASs with uncertainty, transforming probability constraints into deterministic
ones  using  Cantelli's  inequality,  ensuring  system  stability  and  recursive  feasibility.  A  distributed  stochastic  MPC
approach  has  been  introduced  for  dynamically  coupled  linear  systems  under  cumulative  disturbances,  ensuring
recursive  feasibility  and  meeting  probability  constraints  through  a  data-driven  method  [18].  A  data-driven  robust
predictive control algorithm has been developed for stochastic systems, achieving a higher probability of constraint
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satisfaction compared to traditional methods [19].
Network resources in MASs are often limited due to constraints such as network bandwidth, transmission bit

rates, and energy availability. Encoding-decoding mechanisms provide an effective approach to address these limitations
by  mapping  continuous  or  high-resolution  information  into  finite-bit  digital  signals.  In  this  context,  the  privacy
protection in distributed consensus control has been examined for second-order MASs with limited communication
channel  capacity  and  partial  state  observability  [20].  Specifically,  quantization  techniques  have  been  applied  to
address  communication  constraints,  a  dynamic  encoding-decoding  strategy  has  been  developed  for  estimating  the
real-valued  states  of  neighboring  agents,  and  in  addition,  a  differentially  private  consensus  algorithm  has  been
proposed to  safeguard  privacy.  In  Ref.  [21],  the  synchronization  issue  has  been investigated  for  linear  MASs with
unmeasurable states under limited communication rates and switching topologies, where a quantized observer-based
coding-decoding  scheme as  well  as  a  control  protocol  has  been  introduced  based  on  the  principle  of  deterministic
equivalence.  Moreover,  the  leader-follower  consensus  problem  has  been  addressed  for  discrete  nonlinear  MASs
under switching topologies and limited bandwidth in [22], where a distributed feedback controller has been proposed
to minimize data transmission at each time step while ensuring the quantizer does not saturate.

In this paper,  the probability-guaranteed consensus control problem is investigated for a class of time-varying
stochastic  nonlinear  MASs.  The  proposed  system  model  integrates  stochastic  nonlinear  dynamics  and  addresses
practical challenges such as unknown noise and sensor saturation. The main contributions are as follows: 1) a novel
probability-guaranteed  consensus  criterion  is  proposed  to  address  stochastic  nonlinear  dynamics  and  bit  flips;  2)  a
comprehensive  model  is  developed  by  integrating  bit-rate  constraints,  encoding-decoding  mechanisms,  and  sensor
saturation effects; and 3) a mathematical model is formulated to characterize bit flips in binary codewords, enabling
quantitative evaluation of their impacts on decoding accuracy and control performance.

R Rn n Rm×n

m×n 1n n
In n colm{bi}

[bT
1 ,b

T
2 , · · · ,bT

m]T diag{· · · } diagm{Ai}
diag{A1,A2, · · · ,Am} A > 0 A≥0 A

⊗ ∗
E{x} x Var{x}

x P{Q} Q B(·) B−1(·)
sign(·)

Notation:  denotes  the  set  of  real  numbers,  and  represents  the -dimensional  Euclidean  space. 
stands for the set of all  real matrices.  denotes an -dimensional column vector with all entries equal to 1,
and  represents  the -dimensional  identity  matrix.  The  notation  refers  to  the  column  vector

.  indicates  a  block  diagonal  matrix,  and  represents  the  block  diagonal  matrix
.  (or ) means that the matrix  is positive definite (or positive semi-definite). The

symbol  is  used  to  denote  the  Kronecker  product  of  matrices.  The  symbol  refers  to  the  symmetric  block  in  a
symmetric block matrix.  represents the mathematical expectation of the random variable , and  denotes
the  variance  of .  is  the  probability  of  event  occurring.  and  represent  the  binaryization  and
inverse binaryization functions, respectively.  denotes the sign function.

2. Problem Formulation

N
G = (V,E,H) V = {1,2, · · · ,N} E

H = [hi j] ∈ RN×N i
j (i, j) ∈ E hi j > 0 hi j = 0

hii = 0 i degi
in ≜

∑N

j=1
hi j

D ≜ diagN{degi
in} H ≜ H−D

Consider  an  MAS consisting  of  agents.  The  communication  topology  between  agents  is  represented  by  a
fixed  undirected  graph ,  where  is  the  set  of  nodes,  is  the  set  of  edges,  and

 is a symmetric weighted adjacency matrix. If there is a communication link between agent  and
agent ,  i.e.,  edge ,  then ;  otherwise, .  The agents  are  assumed to have no self-connections,

meaning  that .  In  addition,  the  in-degree  of  node  is  defined  as ,  the  in-degree  matrix  is
, and the topology matrix is .

2.1. System Model
Consider a class of discrete time-varying MASs represented as follows:ß

xi,k+1 = Ak xi,k +Bkui,k +Dkωi,k + f (xi,k)
yi,k = G(Ck xi,k)+Ekvi,k

(1)

i ∈V xi,k ∈ Rn ui,k ∈ Rp yi,k ∈ Rm i
ωi,k ∈ Rw vi,k ∈ Rv

Ak Bk Ck Dk Ek fi,k ≜ f (xi,k)
fi,k

where , ,  and  represent the state, control input and measurement output of agent ,
respectively.  The  process  noise  and  measurement  noise  are  also  considered.  The  time-varying
matrices , , ,  and  are  known  and  appropriately  dimensioned.  Let  denote  a  nonlinear
function of the state. The stochastic nonlinear function  possesses the following statistical properties:

E{ fi,k |xi,k} = 0,
E{ fi,k f T

j,k |xi,k} = 0, i , j

E{ fi,k f T
i,k |xi,k}≤

s∑
l=1

Ωil,k(xT
i,kΓil,k xi,k)

(2)

s≥0 Ωil,k≥0 Γil,k≥0where  is  a  known  integer,  and  are  known  matrices  with  compatible  dimensions.  The

IJNDI, 2025, 4, 100020. https://doi.org/10.53941/ijndi.2025.100020

 
2 of 13

https://doi.org/10.53941/ijndi.2025.100020


ωi,k vi,k Wi,k Vi,kunknown but bounded noises  and  are confined within ellipsoids  and  defined as:

ωi,k ∈Wi,k ≜
{
ωi,k : ωT

i,kW
−1
i,k ωi,k≤1

}
,

vi,k ∈ Vi,k ≜
{

vi,k : vT
i,kV

−1
i,k vi,k≤1

}
.

(3)

Wi,k > 0 Vi,k > 0where  and  are compatible matrices.
T1 T2 T2−T1 > 0Definition  1: Given  appropriately  dimensioned  matrices  and  such  that .  If  the  following

condition holds:

(h(x)−T1x)T(h(x)−T2x)≤0, (4)

h(·) [T1,T2]then  is called a sector-bounded nonlinear function and belongs to the interval .

G(·)
Since  sensors  have  a  limited  measurement  range,  when  the  parameter  being  measured  exceeds  the  sensor's

range, saturation occurs. The saturation function  is defined as follows:

G(ηi,k) ≜ [G(η(1)
i,k ) G(η(2)

i,k ) · · · G(η(m)
i,k )]T (5)

G(η(l)
i,k) = sign(η(l)

i,k)min{M(l)
i , |η(l)

i,k |} l ∈ {1,2, · · · ,m} M
(l)
i > 0where  ( ), and  is the value of the saturation boundary.

T1 T2 0≤T1 < Im≤T2

G(Ck xi,k)
It  is  known that  for  appropriately  dimensioned diagonal  matrices  and  satisfying ,  the

saturation function  can be transformed into the following form:

G(Ck xi,k) = T1Ck xi,k +h(Ck xi,k) (6)

h(Ck xi,k) [0,T ] T = T2−T1

h(Ck xi,k)
where  is  a  sector-bounded  nonlinear  function  that  belongs  to  the  interval ,  with .  The
function  satisfies:

hT(Ck xi,k)
(
h(Ck xi,k)−TCk xi,k

)
≤0. (7)

2.2. Bit-rate Constraint
In practical wireless communication networks, the communication resources available to agents are often limited

due to network bandwidth. The available bandwidth determines the bit-rate, which refers to the amount of data that
can be transmitted per instance. In such cases, transmitting large volumes of data can lead to network congestion or
prolonged  encoding  and  decoding  times,  which  negatively  impacts  the  control  performance  of  MASs.  Therefore,
studying the consensus control problem of MASs under bit-rate constraints is of considerable practical significance.

i
Ri m m

i Yi m

Based on the  above background,  we considers  the  scenario  where  agent  communication is  subject  to  bit-rate
constraints. Specifically, agent  uses binary signals to transmit codewords, and the length of each codeword at each
time is  bits.The encoder encodes each of the  components of the input signal,  and the  codewords together
form  the  content  of  the  data  payload.  To  ensure  the  optimal  utilization  of  available  bandwidth  and  the  efficient
transmission of data, agent  allocates  bits to the  components, satisfying the Equation

Ri = mYi. (8)

2.3. Encoding-Decoding Mechanism

Qi(·)
In  what  follows,  a  uniform-quantizers-based  communication  mechanism  is  introduced  for  each  agent.  The

quantizer  is defined as follows:

Qi(η) =
[

qi(η(1)) qi(η(2)) · · · qi(η(m))
]T (9)

η ∈ Rm qi(η(ι))
ι = 1,2, · · · ,m

where  is  the  input  signal  to  the  quantizer,  and  the  quantization  function  for  each  component
( ) is as follows:

qi
(
η(ι)

)
=


−Mi, ifη(ι) ∈ (−∞,−Mi)

−Mi+
(2βi−1)Mi

αi
, ifη(ι) ∈ Rβi ,i

Mi, ifη(ι) ∈ [Mi,∞)

(10)

[−Mi,Mi) αi Rβi ,i ≜
ï
−Mi+

2(βi−1)Mi

αi
,

−Mi+
2βiMi

αi

ã
βi η(ι) βi = 1,2, · · · ,αi

where  the  quantization  range  is  divided  into  intervals,  denoted  as 

,  where  corresponds  to  the  quantization  level  of ,  with .  A  diagram  of  the

quantization process is shown in Figure 1.
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Figure 1.  Quantification Diagram.
 

ei,k ≜ yi,k −Qi(yi,k)The  quantization  error  is  defined  as .  From  Equation (10),  we  can  derive  the  following
inequality:

|e(ι)
i,k |≤

Mi

αi
, ι = 1,2, · · · ,m. (11)

Next, the encoder and decoder are designed one by one.
Encoder:

ϕi,k =
αi(Qi(yi,k)+ M̃i)− M̃i

2Mi
(12)

ϕi,k αi Mi

M̃i ≜ Mi1m m yi,k

mYi

where  represents the encoder's output, and  and  are the parameters related to the quantizer in Equation (10).
Additionally, . The encoder maps the  quantization levels corresponding to the components of  into
codewords of  bits each. Considering the bit rate constraint in Equation (8), we have

αi = 2Yi . (13)

Decoder:

ỹi,k = −M̃i+
(2ϕi,k +1)Mi

αi
. (14)

ỹi,k

ỹi,k = Qi(yi,k)
where  represents the output of the decoder.  By substituting Equation (12) into the decoding process defined in
Equation (14), we can straightforwardly deduce that .

2.4. Bit Flips

0−1

In engineering practice, the output of the encoder is typically transmitted through a wireless digital communication
network in the form of binary codewords.  However,  during transmission, due to factors such as channel noise and
multi-user interference, bit flips may occur. This refers to the phenomenon where certain bits in the binary codeword
undergo  a  flip.  Such  bit  flips  not  only  reduce  decoding  accuracy  but  may  also  have  a  significant  negative
impact  on  the  system’s  control  performance.  Therefore,  investigating  the  issue  of  bit  flips  under  encoding  and
decoding mechanisms holds both theoretical and practical importance.

yi,k m = 1
ϕi,k ỹi,k 1

To simplify  the  problem description,  we first  consider  the  case  where the dimension of  is .  In  this
case, both the encoder output  and the decoder output  have a dimension of .

ϕi,kLet the binary codeword of  be:

ϕbin
i,k = B(ϕi,k) ≜ ⟨bik,Yi

, · · · ,bik,2,bik,1⟩ (15)

bik,s ∈ {0,1} s ϕbin
i,k

s ∈ {1,2, · · · ,Yi}
where  represents  the -th  bit  of  from  the  least  significant  bit  to  the  most  significant  bit,  with

.

ϕbin
i,k

As shown in Figure 2,  after  transmission through an unstable communication network,  the bit  values of each
position in  may undergo bit flips with a certain probability. The transmitted codeword is denoted as:

ϕ̂bin
i,k ≜ ⟨b̂ik,Yi

, · · · , b̂ik,2, b̂ik,1⟩ (16)
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b̂ik,s ∈ {0,1} s ϕ̂bin
i,k

s ∈ {1,2, · · · ,Yi} b̂ik,s

where  represents  the -th  bit  of  from  the  least  significant  bit  to  the  most  significant  bit,  with
. The bit value  satisfies:

b̂ik,s = pi,s(1−bik,s)+ (1− pi,s)bik,s (17)

pi,s p̄i ∈ (0,1)
E{pi,s1

p j,s2
} = E{pi,s1

p j,s2
}, i , j, s1, s2 ∈ {1,2, · · · ,Yi} pi,s bik,s

where the random variable  follows a Bernoulli  distribution with parameter .  Additionally,  it  satisfies
. The variable  describes whether a bit flip occurs in , as

expressed below: ß
P{pi,s = 1} = p̄i, bik,s flips
P{pi,s = 0} = 1− p̄i, bik,s remains unchanged (18)

ϕ̂i,k = B−1(ϕ̂bin
i,k ) ϕ̂bin

i,k

ϕ̂i,k

Define .  The  encoder  performs  inverse  binary  conversion  on  the  received  codeword  to
obtain , which is then substituted into Equation (14) to determine the actual output of the decoder.

ŷi,k = −Mi+

(
2ϕ̂i,k +1

)
Mi

αi

= −Mi+

(
2
∑Yi

s=1
b̂ik,s2s−1+1

)
Mi

αi

= −Mi+

(∑Yi

s=1
b̂ik,s2s+1

)
Mi

αi
.

(19)

Based on the above bit flip model, this chapter presents the following lemma:
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Figure 2.  System Communication Block Diagram
 

p̄i ŷi,k

Lemma  1: For  the  coding  and  decoding  mechanisms  given  by (12) and (14),  after  transmission  through  a
communication  network  with  a  bit  flip  probability  of ,  the  decoded  value  has  the  following  statistical
properties:

E{ŷi,k} = (1−2p̄i)q(yi,k),

Var{ŷi,k} =
4
3

p̄i(1− p̄i)
M2

i (22Yi −1)
22Yi

.
(20)

yi,k m≥1 i
m yi,k

Extend the above conclusion to the case where the dimension of  is . In this case, agent  encodes the
 components of the dimension of  separately, with the encoder input and output given by

yi,k =
[

y(1)
i,k y(2)

i,k · · · y(m)
i,k

]T
,

ϕi,k =
[
ϕ(1)

i,k ϕ(2)
i,k · · · ϕ(m)

i,k

]T
.

(21)

Correspondingly, the encoder’s received and decoded values are

ϕ̂i,k =
[
ϕ̂(1)

i,k ϕ̂(2)
i,k · · · ϕ̂(m)

i,k

]T
,

ŷi,k =
[

ŷ(1)
i,k ŷ(2)

i,k · · · ŷ(m)
i,k

]T
.

(22)

Based on Lemma 1, it is obvious that
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E{ŷi,k} = (1−2 p̄i)Q(yi,k), (23)

Var{ŷ(ι)
i,k} =

4
3

p̄i(1− p̄i)
M2

i (22Yi −1)
22Yi

, ι ∈ {1,2, · · · ,m}. (24)

Define

λi ≜
4
3

p̄i(1− p̄i)
M2

i (22Yi −1)
22Yi

. (25)

ŷi,kBased on the above statistical properties,  can be expressed in the following form:

ŷi,k = (1−2 p̄i)Q(yi,k)+γi,k (26)

γi,k ≜
[
γ(1)

i,k γ(2)
i,k · · · γ(m)

i,k

]T
γ(ι)

i,k λi ι ∈ {1,
2, · · · ,m}
where ,  and  is  a  random  variable  with  zero  mean  and  variance , 

.

2.5. Design Objective

The control protocol of the agents is constructed as follows:

ui,k = Kk

N∑
j=1

hi j(ŷ j,k − yi,k) ≜ Kk

N∑
j=1

hi jχi,k (27)

Kkwhere  is the feedback control gain to be designed.
Substituting (27) into (1), we obtain:

xk+1 = Ãk xk + B̃kχk +Dkωk + fk (28)

where

xk ≜ colN{xi,k}, χk ≜ colN{χi,k}, ωk ≜ colN{ωi,k},
Ãk ≜ IN ⊗Ak, K̃k ≜ BkKk, B̃k ≜ IN ⊗ K̃k,
Dk ≜ IN ⊗Dk, fk ≜ colN{ fi,k}.

NDefine the average state of  agents as

x̄k ≜ E

{
1
N

N∑
i=1

xi,k

}
= E

ß
1
N

(1T
N ⊗ In)xk

™
. (29)

Combining (28), we can obtain

x̄k+1 = E

ß
1
N

(1T
N ⊗ In)xk+1

™
= Ak x̄k +

1
N
(
1T

N ⊗ K̃k
)
χk. (30)

Q(c,C) ∈ RnDefinition 2: The ellipsoid  is defined as follows:

Q(c,C) ≜
{

x ∈ Rn : (x− c)T
C
−1(x− c)≤1

}
(31)

c ∈ Rn C ∈ Rn×nwhere  is the center of the ellipsoid, and the matrix  characterizes the shape of the ellipsoid.
xi,0Assumption 1: The initial states  of all agents satisfy the following constraint:

Ψ0 ≜ (xi,0− x̄0)TP−1
0 (xi,0− x̄0)≤1 (32)

P0where  is a known positive definite matrix.

p xi,k

The consensus control objective of the MASs is that all agents can have their states constrained within the given
ellipsoid range with a probability no less than , that is,  satisfies the following probabilistic ellipsoid constraint:

P
{

xi,k ∈Q(x̄k,Λk)
}
≥p (33)

or

P
{

(xi,k − x̄k)TΛ−1
k (xi,k − x̄k)≤1

}
≥p (34)

0 < p < 1 Λk > 0where  is a given probability value, and  is a given constraint matrix.
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3. Main Results

In this section, sufficient conditions to ensure that the MAS (1) can achieve the consensus control objective (33)
will be presented.

First, based on the consensus control objective (33), the following probability-guaranteed lemma holds.
Ψk ≜ E

{
(xi,k − x̄k)TP−1

k (xi,k − x̄k)
}
≤1Lemma 2: If , then the following inequality holds:

P
{

xi,k ∈Q(x̄k,Λk)
}
≥p (35)

where,

Pk ≜
1

1−p
Λk. (36)

3.1. Consensus Analysis

Define the following matrices:

Θι,i ≜
[

0 · · · 0︸     ︷︷     ︸
i−1

Iι 0 · · · 0︸     ︷︷     ︸
N−i

]
, ι = {n,m,q,w,v},

yk ≜ colN{yi,k}, vk ≜ colN{vi,k}, C̃k ≜ IN ⊗Ck,

ek ≜ colN{ei,k}, γk ≜ colN{γi,k}, P̃ ≜ diagN{ p̄iIm},
R ≜ IN − 1

N 1N1T
N , Fk ≜ −2P̃((RH1T

N)⊗ (K̃kT1Ck)),
Ck ≜ IN ⊗ (AkLk)+H⊗ (K̃kT1CkLk)−2P̃((RH)⊗ (K̃kT1CkLk)),
Tk ≜ (2P̃−1)((RH)⊗ K̃k), Sk ≜H⊗ K̃k −2P̃((RH)⊗ K̃k),
Uk ≜ (RH)⊗ K̃k, Ek ≜H⊗ (K̃kEk)−2P̃((RH)⊗ (K̃kEk)).

{Pk}k≥0
{
σ(1)

i,k ,σ
(2)
i,k ,σ

(3)
i,k ,σ

(4)
i,k ,σ

(5)
i,k ,σ

(6)
i,k ,σ

(7)
k

}
k≥0

{Kk}k≥0 (i ∈V)

Theorem 1: Consider the MAS (1) under the encoding-decoding mechanism, given a sequence of positive definite
matrices .  If  there  exist  non-negative  scalars  and  real  matrices

  that satisfy ï
−Φk φT

kΘ
T
n,i

φkΘn,i −Pk+1

ò
≤0 (37)

where

Φk ≜ diag{1,0,0,0,0,0,0,0}+
N∑

i=1

(
σ(1)

i,kΠ
(1)
i,k +σ

(2)
i,kΠ

(2)
i,k +σ

(3)
i,kΠ

(3)
i,k +σ

(4)
i,kΠ

(4)
i,k

+σ(5)
i,k W̄i,k +σ

(6)
i,k V̄i,k

)
+σ(7)

k (diag{0,0,0,0,0,0,0, InN}−ℵT
k ℵk),

Π
(1)
i,k ≜ diag{−1,ΘT

q,iΘq,i,0,0,0,0,0,0},
Π̄

(2)
i,k ≜ [−(1N ⊗ (TCk))x̄k − (IN ⊗ (TCkLk))],

Π
(3)
i,k ≜ diag{−1,0,0,

α2
i

mM2
i
ΘT

w,iΘw,i,0,0,0},

Π
(4)
i,k ≜ diag{−1,0,0,0,

1
mλi
ΘT

w,iΘw,i,0,0,0},
W̄i,k ≜ diag{−1,0,0,0,ΘT

w,iW
−1
i,k Θw,i,0,0},

V̄i,k ≜ diag{−1,0,0,0,0,0,ΘT
v,iV

−1
i,k Θv,i,0},

ℵk ≜ [Γ̄k(1N ⊗ In)x̄k Γ̄k(IN ⊗Lk) 0 0 0 0],

Γ̃k ≜ Γ̄T
k Γ̄k, Γ̃k ≜ diagN

¶ s∑
l=1

Γiltr[Ωil]
©
,

Π
(2)
i,k ≜

1
2

 0 ∗ ∗
Π̄

(2)
i,k 2ImN ∗
0 0 0

 ,

(38)

Lk Pk Pk = LkLT
k is  a  decomposition  matrix  of ,  i.e., .  Then,  the  MAS  can  achieve  the  consensus  control

objective (33).
Proof: First, based on (26) and (27), we can obtain
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χi,k =

N∑
j=1

hi j(ŷ j,k − yi,k)

=

N∑
j=1

hi j((1−2 p̄ j)Q(y j,k)+γ j,k − yi,k)

=

N∑
j=1

hi j((1−2p̄ j)(y j,k − e j,k)+γ j,k − yi,k)

=

N∑
j=1

hi j(y j,k − yi,k)−2 p̄ j

N∑
j=1

hi jy j,k + (2p̄ j−1)
N∑

j=1

hi je j,k +

N∑
j=1

hi jγ j,k.

(39)

The above Equation can be further expressed as

χk = (H⊗ Im−2P̃(H⊗ Im))yk + (2P̃−1)(H⊗ Im)ek + (H⊗ Im)γk

= (H⊗ Im−2P̃(H⊗ Im))((IN ⊗ (T1Ck))xk +hk + (IN ⊗Ek)vk)
+(2P̃−1)(H⊗ Im)ek + (H⊗ Im)γk

= ((H⊗ (T1Ck))−2P̃(H⊗ (T1Ck)))xk + (H⊗ Im−2P̃(H⊗ Im))hk

+(H⊗Ek −2P̃(H⊗Ek))vk + (2P̃−1)(H⊗ Im)ek + (H⊗ Im)γk.

(40)

xi,k x̄kDefine the difference between the state  and the average state  as

x̃i,k ≜ xi,k − x̄k,
x̃k ≜ colN{x̃i,k}.

(41)

According to (28), (30), (40) and (41), we obtain

x̃k+1 = xk+1− (1N ⊗ In)x̄k+1

= Ãk xk + fk + B̃kχk +Dkωk − (1N ⊗ In)Ak x̄k −
1
N

(1N1T
N ⊗ K̃k)χk

= (Ãk +H⊗ (K̃kT1Ck)−2P̃((RH)⊗ (K̃kT1Ck)))xk +Skhk +Ekvk

+Tkek +Ukγk +Dkωk + fk − (1N ⊗ In)Ak x̄k.

(42)

The proof of Theorem 1 will proceed by mathematical induction.
k = 0 Ψ0≤1First, when , we have  by Assumption 1.

k > 0 Ψk≤1 Ψk+1≤1Next,  assume  that  for ,  holds.  We  are  going  to  prove  that  also  holds  under  this
assumption.

It is known that

E{(xi,k − x̄k)TP−1
k (xi,k − x̄k)}≤1, (43)

zi,k ∈ Rq E{zT
i,kzi,k}≤1is satisfied, then there exists  such that , and

xi,k = x̄k +Lkzi,k. (44)

zk ≜ colN{zi,k}Let . Combining (44), we get

xk = (1N ⊗ In)x̄k + (IN ⊗Lk)zk. (45)

Substituting (45) into (42), we can obtain

x̃k+1 = (1N ⊗Ak −2P̃((RH1T
N)⊗ (K̃kT1Ck)))x̄k + (IN ⊗ (AkLk)

+H⊗ (K̃kT1CkLk)−2P̃((RH)⊗ (K̃kT1CkLk)))zk +Skhk

+Ekvk +Tkek +Ukγk +Dkωk + fk − (1N ⊗ In)Ak x̄k

= −2P̃((RH1T
N)⊗ (K̃kT1Ck))x̄k + (IN ⊗ (AkLk)+H⊗ (K̃kT1CkLk)

−2P̃((RH)⊗ (K̃kT1CkLk)))zk +Skhk +Ekvk +Tkek +Ukγk

+Dkωk + fk.

(46)

Denote:

ζk ≜ [1 zT
k hT

k eT
k γ

T
k ω

T
k vT

k f T
k ]T, (47)

φk ≜ [Fk x̄k Ck Sk Tk Uk Dk Ek InN]. (48)
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Then, (46) can be represented by the following Equation:

x̃k+1 = φkζk. (49)

Substituting the above Equation, we can get

E{x̃T
i,k+1P−1

k+1 x̃i,k+1}
= E{x̃T

k+1Θ
T
n,iP

−1
k+1Θn,i x̃k+1}

= E{ζT
k φ

T
kΘ

T
n,iP

−1
k+1Θn,iφkζk}

≜ E{ζT
k Υi,kζk}.

(50)

It is also known that the following inequality holds:

E{zT
i,kzi,k}≤1,

E{ωT
i,kW

−1
i,k ωi,k}≤1,

E{vT
i,kW

−1
i,k vi,k}≤1.

(51)

According to Lemma 2, we can further conclude that

E{ζT
k Π

(1)
i,k ζk}≤0,

E{ζT
k W̄i,kζk}≤0,

E{ζT
k V̄i,kζk}≤0

(52)

Π
(1)
i,k ,W̄i,k V̄i,kwhere , and  are defined in (38).

The inequality (7) can be transformed into the following form:

(ImNhk)T
(
hk − (IN ⊗ (TCk))xk

)
≤0. (53)

Substituting (45) into (54), we get

hT
k ImN

(
hk − (1N ⊗ (TCk))x̄k − (IN ⊗TCkLk)zk

)
≤0. (54)

That is,

E{ζT
k Π

(2)
i,k ζk}≤0 (55)

Π
(2)
i,kwhere  is defined in (38).

γi,kFrom (11) and the statistical properties of , we can obtain

eT
i,kei,k≤

mM2
i

α2
i
,

γT
i,kγi,k≤mλi.

(56)

Thus, we have

E{ζT
k Π

(3)
i,k ζk}≤0, (57)

E{ζT
k Π

(4)
i,k ζk}≤0 (58)

Π
(3)
i,k Π

(4)
i,kwhere  and  are defined in (38).

From (2), we get

E{ f T
k fk} = E{tr[ fk f T

k ]}≤E{xT
k Γ̃k xk} = E{ζT

k ℵT
k ℵkζk} (59)

Γ̃k ℵkwhere  and  are defined in (38). Then, the following inequality holds:

E
{
ζT

k (diag{0,0,0,0,0,0,0, InN}−ℵT
k ℵk)ζk

}
≤0 (60){

σ(1)
i,k ,σ

(2)
i,k ,σ

(3)
i,k ,σ

(4)
i,k ,σ

(5)
i,k ,σ

(6)
i,k ,σ

(7)
k

}
k≥0According to [1], if there exist non-negative scalars  that satisfy:

Υi,k −diag{1,0,0,0,0,0,0,0}−
N∑

i=1

(
σ(1)

i,kΠ
(1)
i,k +σ

(2)
i,kΠ

(2)
i,k +σ

(3)
i,kΠ

(3)
i,k +σ

(4)
i,kΠ

(4)
i,k

+σ(5)
i,k W̄i,k +σ

(6)
i,k V̄i,k

)
−σ(7)

k (diag{0,0,0,0,0,0,0, InN}−ℵT
k ℵk)≤0,

(61)

Then, the following inequality holds:
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ζT
k

(
Υi,k −diag{1,0,0,0,0,0,0,0}

)
ζk≤0. (62)

Inequality (37) holds if and only if inequality (61) holds. Based on inequality (62), we can derive that

E{ζT
k φ

T
kΘ

T
n,iP

−1
k+1Θn,iφkζk}− ζT

k diag{1,0,0,0,0,0,0,0}ζk
= E{x̃T

i,k+1P−1
k+1 x̃i,k+1}− ζT

k diag{1,0,0,0,0,0,0,0}ζk≤0, (63)

Thus, the following inequality holds:

E{x̃T
i,k+1P−1

k+1 x̃i,k+1}≤1. (64)

That is,

Ψk+1≤1. (65)

The proof is complete now. ■

3.2. Controller Design
In  this  subsection,  we will  provide  sufficient  conditions  for  the  solvability  of  the  proposed consensus  control

problem.  The  corresponding  controller  gains  can  be  obtained  by  solving  the  recursive  matrix  inequality  group  in
Theorem 2, whose proof is easily accessible from Theorem 1 and Lemma 2.

{Λk}k≥0 0 < p < 1{
σ(1)

i,k ,σ
(2)
i,k ,σ

(3)
i,k ,σ

(4)
i,k ,σ

(5)
i,k ,σ

(6)
i,k ,σ

(7)
k

}
k≥0 {Kk}k≥0

Theorem  2: Given  the  matrix  sequence  and ,  if  there  exist  non-negative  scalars
 and real-valued matrices  that satisfy: −Φk φT

kΘ
T
n,i

φkΘn,i −
1

1−p
Λk+1

≤0 (66)

then the consensus control objective (33) is achieved.

4. Simulation Example

In  this  section,  a  specific  simulation  example  is  used  to  verify  the  effectiveness  of  the  presented  control
algorithm. The relevant parameters of the multi-agent system are as follows:

Ak =

ï
0.7+0.7e−k−1 0.2+0.1sin(k+3)

0.3+0.2cos(k) 0.8+0.03cos(2k)

ò
, Bk =

ï
0.05
0.03

ò
,

Ck =
[

0.4+0.02cos(k+4) 0.6+0.1sin(k+5)
]
,

Dk =

ï
0.15

0.45+0.03sin(4k)

ò
, Ek = 0.5, Mi = 10,

f (xi,k) =
ï

0.01
0.02

ò(
3ϱ(1)

i,k x(1)
i,k +2ϱ(2)

i,k x(2)
i,k

)
, Wi,k = 1, Vi,k = 1.

ϱ(1)
i,k ϱ(2)

i,k x(1)
i,k x(2)

i,k

xi,k

where,  and  are uncorrelated Gaussian white noise sequences with zero mean and unit variance,  and 
represent the first and second components of the agent state , respectively.

The adjacency matrix of the topology graph is

H =


0 1 1 1
1 0 1 1
1 1 0 1
1 1 1 0

 .
p = 0.8Set . The initial states of each agent are as follows:

x1,0 =

ï
4
−1

ò
, x2,0 =

ï
3
1

ò
, x3,0 =

ï
1
3

ò
,

x4,0 =

ï
−2
2

ò
, P0 =

ï
27.82 −15.72
−15.72 36.33

ò
.

i Xi = 4 p̄i = 0.1
Qi(·) Mi = 48 αi = 16

It is obvious that the initial state of the system satisfies Assumption 1.The data payload of the binary codeword
for agent  consists of  bits, and the probability of a bit flip for each bit in the codeword is . The upper
bound of the quantization range of the quantizer  is , and the number of quantization levels is .

The simulation results are shown in Figures 3−7. Figure 7 illustrates the instances when the codewords of each

IJNDI, 2025, 4, 100020. https://doi.org/10.53941/ijndi.2025.100020

 
10 of 13

https://doi.org/10.53941/ijndi.2025.100020


xi,k x(1)
i,k x(2)

i,k

x̄k x̄(1)
k x̄(2)

k

x̄k x̃i,k

x̃(1)
i,k x̃(2)

i,k x̃i,k

agent  experience  bit  flips. Figures  3−4 respectively  show the  trajectories  of  (i.e.,  and )  and  their  state
averages  (i.e.,  and ). It can be observed from the figures that the state trajectories of each agent converge
towards the state average . Moreover, Figures 5−6 respectively depict the trends of the consensus errors  (i.e.,

 and ). It is evident that over time,  fluctuates around 0. The simulation results indicate that under the bit
flips, the designed algorithm can effectively ensure the consensus control performance of the system.
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5. Conclusion

This paper investigates the probability-guaranteed consensus control problem of the time-varying MAS under
bit  flips.  The  impact  of  bit  flips  on  the  encoding-decoding  mechanism  under  the  bit-rate  constraint  is  analyzed
through stochastic analysis methods. Key contributions include modeling bit errors in quantization-based communication,
transforming sensor saturation into sector-bounded nonlinearities, and deriving sufficient conditions for consensus via
Lyapunov-based  analysis.  Future  work  could  extend  the  framework  to  accommodate  switching  topologies,  time-
varying  bit  error  rates,  or  adaptive  quantization  strategies,  further  enhancing  its  practical  relevance  in  real-world
networked control systems.
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