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Abstract: Federated Learning (FL) has emerged as a transformative paradigm in 

medical image analysis, addressing the critical challenges of data scarcity and 

patient privacy. By enabling collaborative model training across decentralized 

datasets without requiring data sharing, FL aligns with stringent privacy regulations 

like HIPAA and GDPR. However, existing surveys on FL for medical image 

analysis often focus narrowly on aspects like privacy and security or fail to 

categorize methods within a clear taxonomy. Our survey bridges these gaps by 

systematically organizing FL methodologies for medical image analysis around 

three core pillars: training, architecture, and unlearning. We emphasize the unique 

demands of the medical domain, such as handling heterogeneous imaging 

modalities and annotations. Unlike prior works, our survey strikes a balance 

between technical rigor and clinical practicality, covering approaches not only for 

privacy and security but also for accuracy and efficiency. By synthesizing insights 

from various studies, we provide a comprehensive roadmap to guide researchers 

and practitioners in leveraging FL’s potential to advance AI-driven healthcare.  

 Keywords: federated learning; medical image analysis; trustworthy machine 

learning; machine unlearning 

1. Introduction 

The rapid advancement of Artificial Intelligence (AI) in medical image analysis has revolutionized the field, 

enabling breakthroughs in disease diagnosis. Deep learning models, in particular, achieve remarkable accuracy in 

tasks such as tumor detection, organ segmentation, and pathology classification. However, these models 

traditionally rely on centralized training with large-scale datasets, which in healthcare are often siloed across 

institutions due to privacy regulations, ethical concerns, and logistical challenges. The sensitive nature of medical 

data, governed by strict policies like the Health Insurance Portability and Accountability Act (HIPAA) [1] and the 

General Data Protection Regulation (GDPR) [2], renders sharing raw patient information impractical, exposing 

centralized approaches to risks of privacy leaks, legal noncompliance, and data breaches. Furthermore, medical 

data is often fragmented across hospitals, clinics, and research centers, especially for rare diseases or 

underrepresented populations, resulting in small-scale local datasets and site-specific biases. These limitations 

ultimately compromise model performance. 

Federated Learning (FL) has emerged as a transformative paradigm in medical image analysis to overcome 

these limitations. By enabling collaborative model training across distributed datasets without exchanging 

sensitive raw data, FL preserves patient privacy while leveraging diverse data sources—a critical advantage in 
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medical imaging, where data scarcity and heterogeneity hinder generalization. Despite its promise, implementing 

FL for medical image analysis introduces challenges, including performance degradation, communication 

overheads, requirements for robust trust and security, and demands for the right to be forgotten. 

There have been several survey papers on FL for medical image analysis [3–8]. However, some surveys [8] 

overemphasize privacy and security concerns at the expense of critical methods for improving model performance 

and efficiency. Some [3,7] adopt a disease-centric taxonomy when presenting learning methods, leading to 

cumbersome repetitions of core FL algorithms rather than synthesizing how and why specific techniques address 

fundamental FL challenges like data heterogeneity or communication bottlenecks. In some surveys [5,6], the 

absence of a clear, unified methodological taxonomy results in overlapping content, increased complexity, and 

reduced clarity. Only a few of the surveys [4] comprehensively address the intertwined concerns of performance, 

efficiency, trust, and security within a coherent taxonomic framework. Furthermore, a near-universal omission is 

the discussion of unlearning techniques which are essential for compliance with data deletion in medical contexts. 

To bridge these gaps, our survey systematically organizes FL methodologies for medical image analysis 

around three core pillars: training, architecture, and unlearning. We place paramount emphasis on the medical 

domain’s unique demands, such as handling heterogeneous imaging modalities and annotations. Unlike prior 

works, our survey strikes a deliberate balance between technical rigor and clinical practicality, including 

approaches not only for privacy and security but also for accuracy and efficiency. By synthesizing insights from 

various studies, we provide a comprehensive roadmap empowering researchers and practitioners to harness FL’s 

potential in advancing trustworthy, AI-driven healthcare. 

2. Background 

Recent advances in AI have demonstrated great potential in medical imaging, yet data privacy regulations 

and institutional silos hinder centralized model training. FL has emerged as a privacy-preserving alternative, 

enabling collaborative model development without sharing raw patient data. In this section, we first discuss the 

motivation behind FL for medical image analysis, highlighting challenges in privacy protection and local data 

scarcity that FL can address. Next, we detail the implementation of FL, including its problem formulation for 

medical image analysis and the client-server workflow, focusing on the widely adopted FedAvg [9] algorithm. 

Together, these subsections outline how FL can overcome critical barriers in medical AI while ensuring 

compliance and scalability. 

2.1. Motivation 

The implementation of AI in medical imaging relies on large-scale and diverse datasets to train robust and 

generalizable models. To acquire such datasets, traditional centralized machine learning paradigms pool data from 

multiple institutions into a single repository. However, medical images such as Magnetic Resonance Imaging 

(MRI), Computed Tomography (CT) scans, and X-rays are highly sensitive, often containing personally 

identifiable information. Improper use or sharing of these data can trigger ethical controversies and trust crises, 

threatening patient privacy and undermining public trust in medical institutions. To address these problems, 

governments have introduced stringent policies like HIPAA [1] and GDPR [2], imposing strict limits on the use 

and sharing of personal data. Thus, the data pooling inherent in centralized learning paradigms poses privacy 

breach risks, compliance challenges, and trust erosion. To tackle these issues, FL, a distributed machine learning 

paradigm, offers an innovative solution where only encrypted parameter updates are shared to iteratively improve 

the global model, resolving the dilemma between data sharing and privacy protection and laying the foundation 

for compliant development of medical AI. 

Beyond centralized learning, training machine learning models using data from only a single site performs 

poorly due to limited sample sizes and data bias. Medical data is often fragmented across hospitals, clinics, and 

research centers, especially for rare diseases or underrepresented populations. Local datasets frequently contain 

only a small number of images, compounded by the high costs of accurate labeling. This fragmentation creates 

data silos, severely hindering model effectiveness. Moreover, datasets from a specific site often fail to reflect real-

world data distributions. For example, one site may possess far more images for a particular disease than others, 

skewing model predictions and reducing clinical accuracy. Local datasets may also overrepresent regional patient 

characteristics or site-specific imaging protocols (e.g., scanner types and resolution), limiting model 

generalizability to broader populations or clinical environments. FL addresses these challenges by enabling multi-

site collaboration without data centralization. By aggregating model updates from diverse institutions, FL 

leverages collective data volume and variability, significantly enhancing statistical power and generalizability to 

unseen datasets. 
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2.2. Implementation 

2.2.1. Problem Formulation 

In a FL scenario for medical image analysis, consider K  N independent clients (e.g., hospitals, imaging 

centers, and research labs), each equipped with its own medical image dataset {D1, D2, ..., DK} (e.g., MRI slices, 

CT volumes, and X-rays). These clients cooperate to train a machine learning model (e.g., a U-Net for 

segmentation and a ResNet for classification) parameterized by ω. Crucially, no client can access other clients’ 

datasets. The objective is to find an optimal model that minimizes the global loss function: 

min
𝜔
𝑓(𝜔) :=∑𝑝𝑘

𝐾

𝑘=1

𝑓𝑘(𝜔, 𝐷𝑘),

s. t. ∑𝑝𝑘

𝐾

𝑘=1

= 1,

 (1) 

where fk(·) denotes the local loss function for client k (e.g., Dice loss for segmentation or cross-entropy for 

classification), evaluated over its private dataset Dk with k ∈ {1, 2, ..., K}. The term pk represents the aggregation 

weight assigned to client k by the central server, typically reflecting the client’s relative importance in the federated 

optimization process. 

Since clients with larger datasets (e.g., tertiary hospitals) contribute more to the global model, pk is usually 

set as the proportion of the dataset size of client k, following the popular federated learning algorithm FedAvg [9], 

i.e., 

𝑝𝑘 =
|𝐷𝑘|

∑ |𝐷𝑖|
𝑘
𝑖=1

. (2) 

The ultimate output of FL is the learned model parameters, which are broadcast to each client for deployment. 

The shared model achieves relatively acceptable performance on all client datasets, demonstrating superior 

generalizability compared to locally trained models. 

2.2.2. Client-Server Architecture 

A FL algorithm often orchestrates training via iterative synchronization between a central server (e.g., cloud-

based coordinator) and clinical clients. Below, we expand each step with medical imaging-specific considerations 

based on the popular Federated Averaging (FedAvg) algorithm [9] proposed by McMahan et al. It serves as the 

basis for most widely used algorithms for FL. As shown in Figure 1, the server initiates and coordinates the entire 

training process (without accessing clients’ private data) until a predefined termination criterion is satisfied. A 

typical FL workflow for medical imaging can be summarized as follows: 

 

Figure 1. Overview of federated learning. The server aggregates clients’ models (up arrow) to. refine the global 

model, and distributes the global model to clients (down arrow). 

Initialization. First, a central server initializes a global model with parameter ω0 suitable for medical tasks 

and distributes it to participating clients. Random initialization generates initial model parameters from statistical 
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distributions (like Gaussian distribution) for convolutional layers in imaging tasks. Other methods like Xavier 

Initialization [10] and Kaiming Initialization [11] also yield substantially faster convergence and better 

performance. Besides, pre-training is commonly applied in computer vision, where foundation models pre-trained 

on vast datasets carry extensive knowledge like in [12], which can be beneficial for FL model initialization. 

Local training. Among T total training round (indexed by t  [0, T − 1]), in the t-th round, after receiving 

the global model parameter ωt from the server (i.e., 𝜔𝑡,𝑘
0 ← 𝜔𝑡) client k updates the local model parameter and 

trains the local model on its private dataset, performing forward and backward passes to compute model updates. 

Crucially, raw data remain localized; only model parameters or gradients are shared. During the forward pass, the 

loss is calculated via the loss function using the model output (and labels) from training data. During the backward 

pass, gradients derived from the loss update model parameters through backpropagation. For instance, in FedAvg, 

client k updates the local model parameter for E epochs (indexed by e  [0, E − 1]), and the update in the e-th 

epoch of the t-th round can be formulated as: 

𝜔𝑡,𝑘
𝑒+1 ← 𝜔𝑡,𝑘

𝑒 − 𝜂∇𝑓𝑘(𝜔𝑡,𝑘
𝑒 , 𝐷𝑘), (3) 

where η is the learning rate. In medical image analysis, local training can help the model of each client to learn 

about local data (e.g., classify accurately for medical images in the local dataset). However, since medical images 

in different clients’ datasets may vary significantly, the local model may not perform well for all data. 

Aggregation. After E epochs of local training, the server collects updates from clients and aggregates them 

to refine the global model with parameter ωt+1. For instance, in FedAvg, the server takes a weighted average of the 

local models: 

𝜔𝑡+1 ← ∑𝑝𝑘

𝐾

𝑘=1

𝜔𝑡,𝑘
𝐸 . (4) 

Advanced techniques may incorporate differential privacy or non-uniform weighting to enhance security or 

fairness. After aggregation, the global model with parameter ωt+1 can retain some capabilities of each local model. 

Compared with a client’s local model, the global model can behave better on other clients’ data. 

Distribution. The updated global model with parameter ωt+1 is redistributed to all participating clients for 

subsequent local training. This iterative process repeats over multiple rounds. With each round, the global model 

becomes increasingly refined and accurate through diverse data exposure. Training continues until meeting a 

termination criterion, such as achieving target accuracy or reaching a predefined iteration count. 

Deployment. Once training concludes, the final global model is deployed. In medical image analysis, this 

final global model is expected to achieve an acceptable performance on all clients’ data (e.g., classify accurately 

for medical images in all clients’ local datasets). Key considerations for medical imaging include ensuring 

compatibility with hospital IT systems, meeting real-time requirements, and implementing continuous monitoring. 

3. Methods 

In Section 2, we explore a generic FL framework for medical image analysis, enabling distributed learning 

with privacy preservation. This framework accommodates most existing machine learning methods. For example, 

clients can employ U-Net models for medical image segmentation, training them collaboratively within the FL 

framework. 

Federated learning for medical image analysis must simultaneously address model performance, 

communication efficiency, trust and security, and the right to be forgotten (challenging requirements). As shown 

in Figure 2, we categorize existing FL approaches into three groups to meet these challenges: (1) training, (2) 

architecture, and (3) unlearning. 

In Section 3.1, we discuss training methods to enhance model performance. In Section 3.2, we examine 

architectural approaches to improve communication efficiency, trust, and security. Additionally, to address the 

right to be forgotten, Section 3.3 introduces unlearning methods. 

3.1. Training 

In a FL framework for medical image analysis, variations in disease prevalence, imaging protocols, or device 

types across institutions lead to skewed data distributions. Moreover, local datasets are frequently small-sized and 

deficient in label information. These issues may reduce the model performance. In this section, we focus on methods 

used to tackle these issues and ensure model performance. According to the type of labels the model learns from, we 

divide methods into supervised learning, weakly supervised learning, and unsupervised learning methods. 
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Figure 2. Our taxonomy. Existing FL approaches are categorized into training (Section 3.1), architecture (Section 

3.2), and unlearning (Section 3.3). 

3.1.1. Supervised Learning 

Supervised learning aims to generalize from labeled examples to predict labels for unseen data by training 

models using labeled datasets, where each input example is paired with a corresponding target output (label). The 

model learns a mapping from inputs to outputs by minimizing the value of a loss function. While supervised 

learning relies on labeled data, it varies significantly based on the nature of the input data. This leads us to 

categorize it into single-modal and multi-modal learning. 

Single-modal learning. In the realm of medical image analysis, centralized supervised learning methods 

have been widely explored. In most early works, only one modality of data is used to train models, such as X-rays, 

Magnetic Resonance Imaging (MRI), or Computed Tomography (CT) scans. Since AlexNet [13] achieves a 

historic breakthrough in the ImageNet competition by introducing the ReLU activation function, Dropout 

regularization, and multi-GPU parallel training, Convolutional Neural Networks (CNNs) have continuously 

deepened their architectures through various designs to improve classification accuracy. For example, ResNet [14] 

proposes residual connections, addressing the vanishing gradient problem through identity mapping, making it 

possible for network depth to exceed a thousand layers. DenseNet [15] further promotes feature reuse through 

cross-layer dense connections. CNNs are also used in medical image analysis [16–18]. Cheng et al. [16] propose 

a medical image segmentation network with a dual U-structure, using the pre-trained DenseNet as the first feature 

encoder. In [18], a hybrid deep learning model demonstrates improved accuracy in bladder cancer staging. In 

recent years, unlike traditional CNN designs, the Transformer architecture [19] divides images into sequences of 

16 × 16 pixel patches and uses self-attention mechanisms to capture global dependencies. In [20], the authors 

propose a medical image segmentation framework, employing a hybrid CNN-Transformer architecture. 

According to [21], core challenges of FL include statistical heterogeneity and system heterogeneity. Statistical 

heterogeneity (e.g., skewed label distributions, feature space variations, the non-independent and identically 

distributed (non-i.i.d.) nature of participant data) may make theoretical analysis and experimental evaluation more 

complex. And system heterogeneity (e.g., device storage, computing power, network latency differences) may lead 

to higher demands for robustness. Considering statistical heterogeneity, research by Hsu et al. [22] demonstrates that 

data distribution disparities can reduce global model accuracy by over 20%. In medical imaging scenarios, 

variations in pathological slide annotation standards and imaging equipment across hospitals may lead to gradient 

direction conflicts during model aggregation. To address this issue, personalized FL methods synthesize 

personalized models for clients. Some methods improve model alignment. For instance, FedProx [23] introduces 
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an L2 regularization term for model divergence in local loss functions, constraining client updates from deviating 

significantly from the global model. FedCL [24] integrates the core idea of contrastive learning to align feature 

representations of the local model to the global model, improving the generalization ability of the model. Besides, 

Shi et al. [25] employ Bayesian modeling and meta-learning to generate personalized models for clients, achieving 

SOTA performance across 5 datasets. Fu et al. [26] develop a contrast-based FL algorithm (pFedMo) to personalize 

both model parameters and momentum [27,28], enabling a contribution-aware and accelerated training process. 

To deal with system heterogeneity, compressed models can be deployed on devices with limited resources. For 

instance, AQFL [29] leverages adaptive model quantization to represent model parameters with lower bits for some 

clients, effectively reducing communication and computational costs. Finally, in [30], the authors conduct a 

comprehensive evaluation of several state-of-the-art federated learning algorithms in the context of medical imaging. 

Multi-modal learning. Since single-modality data often lacks sufficient context for accurate representation 

of complex scenes, multi-modal learning emerges, effectively fusing data from diverse modalities to enhance 

model performance and enable a more comprehensive understanding of complex real-world scenarios. Theoretical 

analysis [31] first explains the superiority of multi-modal learning from the generalization perspective, 

demonstrating that multimodal learning improves generalization by learning more accurate latent space 

representations. Empirical studies further validate these advantages in cancer prognosis [32–35]. In [32], 

integrating histopathology, genomics, and clinical data significantly improves staging accuracy. In [35], combining 

CT scans, clinical data, and radiomics features enhances recurrence prediction. However, these approaches 

predominantly rely on centralized architectures requiring a central server with access to comprehensive patient 

data repositories. This assumption hinders real-world applicability where medical data is inherently distributed 

across institutions. 

To overcome this constraint, Multi-modal Federated Learning (MFL) has emerged as a distributed paradigm 

extending FL principles to multi-modal contexts. Many previous MFL frameworks [36–38] primarily focus on 

homogeneous settings with uniform client modalities. For instance, ref. [36] fuses dermatology images and clinical 

data for melanoma detection, and ref. [38] introduces a co-attention mechanism to address modality discrepancy 

in FL. In practice, however, modality distribution varies drastically across sites due to resource constraints (e.g., 

cost of MRI vs. CT scanners) and technical limitations (e.g., unavailable imaging protocols). For instance, 

advanced hospitals might offer MRI, CT, and Positron Emission Tomography (PET) scans, while a rural clinic 

may only have X-ray and ultrasound capabilities. This necessitates heterogeneous MFL frameworks that support 

modality-incongruent clients. In [39], an FL system effectively integrating X-ray and ultrasound data is developed, 

allowing clinics with distinct imaging capabilities to jointly train models for disease diagnosis. For robust 

Alzheimer’s disease diagnosis, Chen et al. propose a nonconvex minimax penalty framework to select informative 

multi-modal features [40]. 

3.1.2. Weakly Supervised Learning 

Weakly supervised learning encompasses methods that train models using incomplete, inexact, or inaccurate 

labels. This approach addresses critical challenges endemic to medical imaging, where high-quality annotated data 

is scarce, costly, and time-consuming to produce. In FL settings, these issues are compounded by data silos across 

institutions, making label scarcity a critical bottleneck. This section explores strategies to mitigate the impact of 

weak supervision in FL. 

Incomplete labels. This category maximizes utilization of limited labeled images and abundant unlabeled data. 

Key methodologies include consistency normalization [41–43] and pseudo-labeling [44–46]. Consistency 

regularization enforces prediction invariance for unlabeled data under varied perturbations. Pseudo-labeling assigns 

provisional labels to unlabeled data, integrates them with manual labels, and refines these pseudo-labels through 

iterative training. For instance, Sohn et al. propose FixMatch [47], combining weak augmentation for pseudo-label 

generation and strong augmentation for training, achieving state-of-the-art results in classification tasks with 

incomplete labels. Furthermore, many similar techniques show promise in medical image segmentation [48–50]. 

However, direct application of these methods to FL remains challenging due to distributed data heterogeneity. 

Many approaches have tried to use a FL framework to solve problems with incomplete labels in specific scenarios. 

For example, in [51–53], some clients only have labeled data and others only have unlabeled data; in [54], each client 

has both labeled and unlabeled data; and in [55], labels exist only at the server, with clients holding only unlabeled 

data. There are also recent advances tackling data heterogeneity in FL with incomplete labels: Wu et al. [56] leverage 

client-level prototype similarity, prototypical contrastive learning, and consistency-aware aggregation to 

dynamically integrate knowledge from labeled and unlabeled datasets; Ma et al. introduce self-assessment 

confidence generation and reliable pseudolabel generation for personalized knowledge transfer across sites [57]. 
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Inexact and inaccurate labels. This approach addresses pixel-level annotation scarcity by leveraging weaker 

supervision forms including image-level labels [58,59], bounding boxes [60–66], points [67], and scribbles [68–71]. 

These methods provide viable alternatives to fully supervised paradigms, reducing annotation burden while 

maintaining clinical utility in annotation-constrained medical contexts. Methods using image-level labels often 

train classification models first, then generate pseudo-masks via class activation maps to localize regions of interest 

for segmentation. Methods using bounding boxes often regularize the model by applying tightness constraints to 

avoid overfitting to noisy labels [60–64] or enhance initial pseudo-labels for segmentation using conditional 

random fields to align with box constraints [65,66]. Moreover, researchers have successfully utilized points and 

scribbles for medical image segmentation, significantly reducing labeling effort. 

For medical image analysis, the imperative to reduce annotation costs necessitates FL frameworks 

accommodating heterogeneous weak supervision across institutions. Recently, focusing on bounding boxes, 

Zhu et al. [72] used Monte Carlo sampling to generate peer models for each client to correct noisy labels, tackling 

data heterogeneity in FL. To make full use of data labeled in any form, Wicaksana et al. [73] employ iterative 

pseudo-label generation and refinement for various weakly labeled data, followed by an adaptive aggregation 

strategy. Additionally, Lin et al. [74] utilize three contextual prompts and dual-decoder to enable personalization 

in the FL framework, addressing federated medical image segmentation with heterogeneous weak supervision. 

3.1.3. Unsupervised Learning 

Unsupervised learning in medical image analysis aims to extract meaningful patterns, features, or structures 

from medical images without explicit labels. Given the high cost and time-consuming nature of obtaining labeled 

medical data, unsupervised methods offer a valuable alternative. These methods rely on the inherent statistical 

properties and relationships within the data itself to uncover useful information. In this part, we focus on 

unsupervised anomaly detection and unsupervised image registration. 

Unsupervised anomaly detection. Anomaly detection in medical imaging aims to identify abnormal 

samples deviating from expected normal patterns [75], crucial for spotting rare diseases, abnormal anatomical 

structures, or unexpected changes in patient conditions. Unsupervised anomaly detection works under the 

assumption that abundant normal samples with similar patterns are available, while abnormal samples with 

unknown patterns are scarce or impractical to collect comprehensively. Consequently, models are typically trained 

solely on normal samples. Cai et al. [76] categorize anomaly detection methods into reconstruction-, self-

supervised learning-, and feature reference-based methods. Reconstruction-based methods [77,78] typically utilize 

generative models such as Generative Adversarial Networks (GANs) [79], Auto-Encoders (AEs) trained to 

reconstruct normal images. Anomalies are then detected during inference based on high reconstruction error. Self-

supervised learning-based methods [80,81] directly leverage self-supervised learning to train models or learn 

related representations. Feature reference-based methods [82,83] detect anomalies by measuring deviations between 

a sample’s features and reference features (e.g., feature maps or prototypes) derived from normal training data. 

In unsupervised anomaly detection within FL frameworks, no labeled data is available to guide the learning 

process. Additionally, data collected from clients are often noisy, and distribution drift is common due to variations 

in device characteristics, acquisition tools, and target objects. Inspired by disentangled representation studies and 

brain MRI anomaly detection, Bercea et al. [84] collaboratively train an unsupervised deep convolutional autoencoder 

to identify pathologies like multiple sclerosis and vascular lesions. Moreover, Gupta et al. [85] propose a hierarchical 

FL framework using Long Short-Term Memory (LSTM) networks for anomaly detection, demonstrated in a remote 

patient monitoring scenario with digital twins and edge cloudlets. Recently, He et al. [86] introduce feature 

decoupling FL with a contrastive learning mechanism and a self-attention block, highlighting its effectiveness and 

superiority in multivariate time series anomaly detection. 

Unsupervised domain adaptation. The domain shift problem [87] can adversely degrade model 

performance when using images with different appearances as clinical guidance. Unsupervised Domain 

Adaptation (UDA) addresses this by adapting models trained on a labeled source domain to an unlabeled target 

domain, primarily by minimizing distribution discrepancies between domains. UDA methods enforce information 

alignment from feature-level or pixel-level perspectives. Feature-level methods [88,89] focus on aligning domain 

distributions by adjusting discriminative feature spaces. Pixel-level methods [90,91] typically generate images 

combining source-domain content with target-domain style via adversarial learning. To fully utilize Transformer-

derived attention in UDA, Ji et al. [92] propose meta-attention for alignment. Recently, Deng et al. [93] present 

the first electron microscopy image denoising method from a UDA perspective, exploiting electron microscopy 

image characteristics to bridge synthetic source and real target domains. 
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Inspired by FL and UDA, Peng et al. [94] introduced the concept of Unsupervised Federated Domain 

Adaptation (UFDA). The non-i.i.d. nature of participant data can lead to domain shift between clients. In [94], the 

authors propose Federated Adversarial Domain Adaptation (FADA), transferring knowledge from distributed 

source domains to an unlabeled target domain using a dynamic attention mechanism. Recently, in [95], a 

knowledge distillation-based multisource domain adaptation method for FL is proposed, using contrastive learning 

to control single-source domain drift and align local model representations with the global model. 

3.1.4. Discussion 

In training methods of FL for medical image analysis, current challenges mainly include statistical and system 

heterogeneity, label scarcity, and unsupervised learning complexity. For statistical heterogeneity, non-i.i.d. data 

distributions across clients (e.g., varying imaging protocols and disease prevalence) lead to gradient conflicts 

during model aggregation, degrading global model performance. Existing methods like FedProx (L2 regularization) 

or FedCL (contrastive learning) improve model alignment but may compromise local model adaptivity or 

introduce computational overhead. Also, system heterogeneity may challenge robustness. Model compression 

methods like quantization can help to tackle this issue. For label scarcity, medical imaging often lacks high-quality, 

pixel-level annotations. Pseudo-labeling and consistency regularization for incomplete labels in FL require careful 

thresholding and iterative refinement, which are sensitive to client-specific data biases. Weakly supervised 

methods rely on inexact and inaccurate labels (e.g., image-level annotations and bounding boxes), which introduce 

bias and reduce segmentation accuracy. For unsupervised learning complexity, unsupervised anomaly detection in 

FL struggles with noisy client data and distribution drift (e.g., device-specific imaging variations), requiring robust 

feature representations that capture cross-institutional consistency. UDA methods like FADA face challenges in 

scaling to multi-modal, multi-center settings with diverse domain shifts. 

To ensure model performance in FL for medical image analysis, we can explore metalearning frameworks to 

rapidly adapt global models to heterogeneous client data, reducing performance gaps caused by non-i.i.d. 

distributions. To tackle label scarcity, we can explore generative models (e.g., GANs) to synthesize desensitized, 

cross-modal data on the server, augmenting scarce local datasets without privacy risks. Additionally, we can 

leverage foundation models like in [12] pre-trained on large-scale medical datasets to initialize FL models, 

improving convergence speed and generalization. 

3.2. Architecture 

In a FL framework for medical image analysis, optimizing the transmission of large model updates is essential 

to reduce bandwidth costs. Equally important is ensuring robust security through protected communication channels 

and defenses against malicious actors, such as those attempting model poisoning. This section focuses on the methods 

employed to address these challenges and ensure efficiency, trust, and security within the FL system. 

3.2.1. Communication 

Client-server communication is a vital research topic in FL for medical image analysis. There are two 

research tracks: (1) secure communication focusing on content privacy (raw training data, model parameters, etc.) 

and (2) efficient communication between clients and the server to decrease communication overheads. We mainly 

gather recent emerging works (2024–2025) to fill the gap that previous surveys have not covered. 

Secure communication. The goal of secure communication is to let clients collaboratively train a global model 

with distributed data while preventing sensitive data leakage. Techniques including Differential Privacy (DP) [96] 

and Homomorphic Encryption (HE) [97] can be leveraged to secure content during communication. In [98], the 

authors propose a general FL framework to encrypt model parameters on the client side before communication 

and transmit the encrypted data via secure communication protocols. On the server side, the encrypted data is 

decrypted by a private key. The framework is trained and tested on the MedMNIST dataset [99]. In [100], the authors 

develop a new data partition technique tailored to mitigate the label skew problem in FL and utilize CKKS 

homomorphic encryption to improve communication security. The system is implemented to help analyze 

Parkinson’s disease using the PD–BioStampRC21 dataset [101]. In [102], the authors propose an adaptive differential 

privacy-based FL model by adding random noise to client/local models before uploading to the server. The system is 

implemented to predict COVID-19 disease on COVID-19-Pneumonia-Normal chest X-ray images [103]. Besides, 

in [104], the authors propose a privacy-preserving FL framework based on trusted execution environments to 

improve privacy against various attacks. Other works [105–107] related to homomorphic encryption and random 

processes using Markov chains to secure model parameters have also emerged to help diagnose lung abnormalities 

and brain tumors. 
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Efficient communication. The goal of efficient communication is to accelerate the training process. To 

achieve this, we can either improve the training performance between two consecutive communication rounds or 

decrease the communication overheads per communication round. In this way, to achieve the target model 

performance goal (e.g., model testing accuracy), the total resource consumption is decreased. In [108], the authors 

propose an adaptive model aggregation mechanism to employ either FedAvg for computationally efficient 

aggregation or FedSGD for finer gradient updates to guarantee optimized aggregation performance in different 

non-i.i.d. data distributions. In [109], by utilizing Knowledge Distillation (KD) [110], the proposed framework FKD-

Med distills the knowledge from the rich teacher model and trains a light-weight student model in a distributed manner, 

significantly decreasing both computation and communication costs while maintaining model performance. In [111–

113], these methods apply sparsification techniques to compress model weights, improving computational, memory, 

and communication efficiency in FL. In [114], the authors adapt their framework from a traditional two-tier FL 

architecture to a three-tier hierarchical architecture [115], replacing expensive client-cloud communication with low-

cost client-edge communication to significantly decrease communication overheads. In [116], the proposed pFLFE 

framework develops a newly-designed feature enhancement network trained exclusively on positive samples to 

tackle client drift in medical image segmentation. It also introduces an alternative fast-converging framework to 

achieve comparable model performance with fewer communication rounds. 

3.2.2. Data Valuation 

Accurate data valuation is vital for establishing fair incentive mechanisms, with significant potential to 

motivate healthcare institutions to contribute high-quality data to FL models for applications like precision 

medicine and population health analytics. The Shapley value [117] offers a theoretical basis for assessing 

contributions based on model performance gains. Wei et al. [118] propose a gradient-based method to efficiently 

estimate contribution indices, potentially reducing computational overhead for large medical datasets like imaging 

archives. Liu et al. [119] introduce a guided truncation gradient Shapley approach with advanced sampling, 

improving efficiency in dynamic FL settings, such as real-time telemedicine platforms. Fan et al. [120] develop a 

matrix-based federated Shapley scheme, capturing contributions across data subsets, which could support equitable 

valuation in healthcare collaborations. Fair incentives extend beyond compensation, fostering data quality and 

diversity—critical in healthcare where datasets may be limited or skewed. By encouraging participation from 

diverse institutions, such as rural hospitals or specialized clinics, FL models could improve robustness and 

generalizability, particularly for rare diseases or underrepresented demographics. However, challenges include 

high computational complexity and risks of manipulation, such as data poisoning, which could undermine fairness 

in heterogeneous medical FL environments. 

3.2.3. Decentralized and Trustworthy FL 

Blockchain-enhanced FL frameworks provide robust security and trust, with promising applications for 

safeguarding sensitive medical data, such as EHRs and outputs from Internet of Medical Things (IoMT) devices. 

Kim et al. [121] introduce a blockchain-based FL system that encrypts local model updates, potentially preventing 

tampering in collaborative medical research across institutions. Xian et al. [122] propose a smart contract-based 

FL framework, enabling automated verification of updates to ensure transparency in multi-institutional health 

studies, such as clinical trials. Otoum et al. [123] develop a trust-scoring mechanism with Byzantine fault tolerance, 

adaptable for securing IoMT-based FL in resource-constrained environments like remote patient monitoring. 

Myrzashova et al. [124] explore blockchain applications in FL, emphasizing their potential for secure data 

management in healthcare scenarios like telemedicine networks. Zhu et al. [125] classify blockchain-FL models, 

highlighting privacy-preserving mechanisms suitable for cross-border health data sharing. Beyond security, 

blockchain’s decentralized structure aligns with FL’s distributed nature, offering a framework for managing patient 

consent across healthcare providers. For instance, a blockchain-based system could track and verify patient 

authorization in real-time, enhancing trust and accountability in data-sharing networks. Nevertheless, scalability 

remains a concern due to the high computational and storage demands of consensus mechanisms, hindering 

widespread adoption in large-scale medical FL systems. 

3.2.4. Discussion 

In methods regarding the architecture of FL for medical image analysis, current challenges mainly include 

communication overhead, security risks, and difficulties in fair data valuation. For communication overhead, 

transmitting large model updates (e.g., in FedAvg) between clients and servers incurs high bandwidth costs. 

Besides, low-power edge devices (e.g., mobile clinics) may struggle with complex aggregation algorithms, thus 
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requiring lightweight architectures. For security risks, model poisoning attacks and privacy leaks during 

aggregation require robust defenses (e.g., differential privacy and homomorphic encryption), which often increase 

computational complexity. Blockchain-based FL frameworks improve transparency but face scalability issues due 

to high storage and consensus overheads. For fair data valuation, quantifying each client’s data contribution (e.g., 

using Shapley values) is computationally intensive for large-scale FL systems, hindering the establishment of fair 

incentive mechanisms. 

In the future, to tackle communication overhead, we can develop compressed model update techniques (e.g., 

knowledge distillation and sparse gradient transmission) to reduce data transfer volume. To address security risks, 

we can combine HE for critical updates with DP for non-sensitive data to balance privacy and efficiency in multi-

tier FL architectures (e.g., client-edge-cloud) [115,126]. To achieve fair data valuation, we can integrate real-time 

performance metrics (e.g., model improvement per client) into Shapley value calculations, enabling adaptive 

incentive mechanisms for medical institutions. 

3.3. Unlearning 

In recent years, the escalating demand for the “right to be forgotten”—as enshrined in regulations such as 

GDPR and HIPAA—has positioned unlearning in FL as a vital research area for privacy protection, particularly 

in medical scenarios. For instance, in healthcare FL systems, patients may request the deletion of their sensitive 

data (e.g., medical imaging or electronic health records) due to withdrawal of consent, necessitating efficient 

removal without disrupting the global model’s performance on other clients’ data, shown in Figure 3. Unlearning 

seeks to eliminate the contributions of specific clients or their data from the global model without necessitating 

full retraining, thereby mitigating privacy risks and improving model adaptability in clinical settings. Current 

studies explore a spectrum of challenges, including the development of efficient unlearning algorithms, the 

assessment of privacy and security threats, the allocation of unlearning responsibilities between servers and clients, 

and the accommodation of diverse unlearning objectives. This multifaceted research landscape underscores the 

complexity of balancing computational efficiency, privacy preservation, and model performance in FL systems. 

 

Figure 3. Overview of federated gradient ascent-based approximation unlearning. The server decides whether 

accepting the unlearning request from clients. If yes, aggregate unlearned clients’ models. If no, ignore them. 

3.3.1. Efficient Unlearning Algorithms 

A significant thrust of unlearning research in FL focuses on crafting efficient algorithms that minimize 

computational overhead. For instance, FedEraser [127] employs an approximate unlearning technique that utilizes 

historical parameter replay to reconstruct and nullify the local updates of targeted clients, circumventing the need 
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for complete model retraining. However, this method imposes a substantial burden on server storage due to its 

reliance on extensive historical data. Similarly, Liu et al. [128] propose an approach leveraging a first-order Taylor 

expansion to approximate alterations in the loss function, enabling rapid retraining through an optimization process 

that engages all clients. While this method markedly reduces computational demands, it resembles “fast substitute 

training” more than traditional unlearning, highlighting a trade-off between efficiency and precision in data removal. 

3.3.2. Privacy and Security-Focused Methods 

Privacy and security considerations are paramount in FL unlearning, as the process must not only remove 

data influences but also guard against emerging vulnerabilities. Chen et al. [129] underscore this by developing an 

enhanced membership inference attack framework that incorporates historical model trajectories and intermediate 

activation values, exposing progressive privacy leakage across multiple unlearning iterations. This reveals the 

necessity for robust unlearning strategies to counteract such risks. In response, Zhao et al. [130] introduce a 

knowledge erasure strategy termed Momentum Degradation (MoDe), which decouples unlearning from the 

training phase. This separation allows MoDe to be seamlessly integrated into any FL-trained model without 

altering the original training protocol, offering a flexible and privacy-preserving solution that maintains model 

integrity. Furthermore, unlearning processes may introduce vulnerabilities to data reconstruction attacks, where 

adversaries attempt to recover forgotten data from model differences before and after unlearning. For example, 

Bertran et al. [131] demonstrate that simple models are susceptible to such attacks, enabling the reconstruction of 

sensitive inputs. In medical FL contexts, this is particularly concerning for imaging data (e.g., reconstructing 

patient MRI scans), potentially exacerbating privacy leaks despite the distributed nature of FL. Although not the 

primary focus of FL attack/defense research, incorporating defenses against reconstruction attacks remains crucial 

for robust unlearning strategies. 

3.3.3. Discussion 

In unlearning methods for FL in medical image analysis, current challenges include difficulties in efficient 

data removal and privacy risks. For data removal efficiency, existing unlearning methods often impose a 

substantial burden on storage (e.g., FedEraser) or cause performance degradation to minimize computational 

overhead. For privacy risks, model updates during unlearning may expose sensitive information (e.g., through 

membership inference attacks). The existing MoDe framework decouples unlearning from the training phase to 

address this problem. In the future, we can develop client-specific unlearning policies (e.g., tiered deletion based 

on data sensitivity) using attention-based models to target only relevant parameters. Additionally, adversarial 

attacks can be employed to test the effectiveness of unlearning algorithms, ensuring no residual traces of deleted 

data remain in the global model. 

4. Conclusions 

Our survey systematically organizes FL methodologies for medical image analysis into three parts: training, 

architecture, and unlearning. We emphasize the medical domain’s unique demands, such as handling heterogeneous 

imaging modalities and annotations. Unlike prior works, our review includes approaches not only for privacy and 

security but also for accuracy and efficiency. By synthesizing insights from various studies, we help researchers and 

practitioners navigate the opportunities and challenges of FL in advancing AI-driven healthcare. 

In the future, to address data heterogeneity, label scarcity, and unsupervised learning complexity in training 

methods, we can explore meta-learning for personalization, use generative models to synthesize desensitized, 

cross-modal data on the server, and leverage foundation models pre-trained on large-scale medical datasets to 

initialize FL models—improving convergence speed and generalization. For communication overhead, security 

risks, and difficulties in fair data valuation within architectural methods, we can develop compressed model update 

techniques, combine HE for critical updates with DP for non-sensitive data in multi-tier FL architectures, and 

integrate real-time performance metrics into Shapley value calculations to enable adaptive incentive mechanisms 

for medical institutions. For challenges in efficient data removal and privacy risks in unlearning methods, we can 

design client-specific unlearning policies and use adversarial attacks to test algorithm effectiveness, ensuring no 

residual data traces remain. 
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