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Abstract: This paper investigates the least-squares linear estimation problem for multirate systems with
stochastic parameter matrices, under the influence of random denial-of-service (DoS) attacks. These
attacks can severely impair the performance of estimation algorithms by causing intermittent loss of mea-
surement data. To counteract the adverse effect of DoS attacks, two compensation strategies —hold-input
and prediction compensation— are used. For each of these strategies, specific recursive filtering and
smoothing algorithms are designed. A key advantage of the proposed methodology is its ability to oper-
ate without requiring a detailed signal evolution model, relying only on the mean and covariance func-
tions of the involved processes. The effectiveness of the proposed approaches is validated through
numerical simulations, which highlight how common network-induced phenomena, such as missing
observations, can be incorporated into the framework of systems with random parameter matrices and,
additionally, they provide insights into estimation performance under different attack probabilities.
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1. Introduction

Least-squares (LS) estimation is one of the fundamental techniques in stochastic signal processing, widely used
for the optimal reconstruction of stochastic signals from noisy observations. By minimizing the mean-squared error,
LS estimators provide a computationally efficient framework suitable for a broad range of applications. Over the
years, significant advancements have been made in adapting LS and other estimation methods to account for
challenges such as complex dynamics, noise correlation, randomly missing or fading observations, stochastic distur-
bances, communication constraints or adversarial attacks, among others (see e.g. [1-5] and references therein).

In systems where parameter matrices are randomly varying, the estimation problem becomes significantly more
challenging due to the added uncertainty and variability in system dynamics. Such scenarios often arise in practical
applications, such as digital control of chemical processes, radar control, navigation systems and economic systems,
due e.g. to physical constraints, environmental complexities, changes in subsystem interconnections and random
component failures or repairs. Recent advancements have extended estimation frameworks to address systems with
random parameter matrices, incorporating techniques such as adaptive filtering, stochastic modeling, and robust opti-
mization. These developments complement the broader efforts to tackle issues like noise correlation, random delays,
packet dropouts and adversarial attacks (as highlighted in [2, 4] and [6-8]), further enhancing the applicability of
signal estimation algorithms in real-world systems.

Multirate (MR) systems are frequently found in practical engineering applications, where different sampling
rates are utilized based on the distinct physical characteristics of different components, with the goal of optimizing
both system performance and resource utilization [9]. For example, in biomedical signal processing, different biolog-
ical signals require different sampling rates for efficient processing and analysis. Estimation problems related to MR
systems have been explored in the literature under various scenarios (see [10] and references therein). For instance, in
[11] and [12], the H,, filtering problem under denial-of-service (DoS) attacks and the distributed recursive filtering
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problem with packet losses have been studied for MR linear systems, respectively. However, existing studies
typically rely on the state-space model of the system, which may not always be feasible in practical applications. This
limitation motivates us to propose an alternative approach based on covariance information.

The increasing occurrence of adversarial attacks in practical systems highlights the critical need for algorithms
capable of delivering robust performance even in the presence of malicious interference [13]. Among such threats,
DosS attacks are particularly destructive, as they aim to deplete network bandwidth and system resources, effectively
blocking communication between system components. This disruption diminishes data availability and undermines
the effectiveness of estimation algorithms. To mitigate the risks posed by DoS attacks, various solutions have been
proposed in the literature. For instance, [14] introduced a distributed dimensionality reduction fusion filter tailored for
cyber-physical systems. In [15], a secure consensus control strategy was proposed for leader-following multiagent
systems, leveraging observer estimates to minimize the impact of DoS attacks. The study in [16] addressed periodic
DosS attacks, offering sufficient stability conditions for the system under consideration. A stochastic model based on
Bernoulli random variables was used in [17] to characterize the occurrence of DoS attacks and a fusion estimation
algorithm was designed. Furthermore, [18] employed a predictive compensation approach to counteract packet losses
caused by DoS attacks, thereby preserving fusion estimation accuracy. A more recent work in [19] proposed a
protocol-based distributed fusion filter for networked systems with stochastic uncertainties and DoS attacks.

Although substantial advancements have been achieved in the study of LS linear estimation problems for
different types of systems, the interaction of MR sampling, system uncertainty, and communication disruptions
presents compelling challenges that motivate the current investigation. The key contributions of this work are sum-
marized as follows. 1) LS linear estimation algorithms are formulated for time-varying MR systems that incorporate
stochastic parameter matrices and random DoS attacks. 2) Two compensation strategies —hold-input (HI) and
prediction compensation (PC)— are introduced to counteract the adverse effects of random DoS attacks, thereby
improving data integrity and estimation reliability. 3) By replacing the observation process by the equivalent sequence
of uncorrelated innovation terms, recursive filtering and smoothing algorithms are developed, along with explicit
formulas for the estimation error covariance matrices, that enable a quantitative assessment of the estimators’ accuracy.
This innovation approach simplifies mathematical derivations, while preserving optimality in the LS sense.

The rest of the paper is organized as follows. Section 2 introduces the problem statement and describes the
mathematical model and necessary assumptions. Section 3 details the core contributions, including the development
of recursive filtering and smoothing algorithms for the two examined compensation strategies. Section 4 provides a
simulation experiment to show the effectiveness of the proposed estimation methods and assess how attack
probabilities influence their performance. Finally, Section 5 concludes by summarizing the principal insights and con-
tributions of the study.

2. Problem Statement and Mathematical Model

Our aim is to address the LS linear estimation problem in discrete-time MR sampling systems subject to ran-
dom variations in the measurement model. In the MR sampling scenario, we assume that the signal to be estimated is
updated uniformly at a certain rate, while the measured outputs are sampled uniformly at a slower rate. Additionally,
it is considered that the measurement transmission is subject to DoS attacks, which randomly disable the system nor-
mal operation, leading to packet losses. Covariance-based recursive algorithms for LS linear filtering and fixed-point
smoothing estimators will be developed using an innovation approach. To mitigate the negative impact of lost infor-
mation caused by DoS attacks, two compensation strategies will be introduced: the HI strategy, which compensates
for lost measurements by utilizing the most recent received measurement, and the PC strategy, which replaces lost
measurements with their prediction estimates.

Consider an 7n,-dimensional stochastic signal process, {x,},>1, and assume that we aim to estimate this signal
based on noisy observations. The evolution dynamics of the signal process are not required and, therefore, can
remain unknown; however, it is assumed that its first and second-order moments exist and adhere to the following
assumption.

Assumption 1: For all n=1, E[x,] =0 and E[x,x}] = ®, ¥, 1<m<n, where ®, and ¥,, are known n, XN
matrices.

Remark 1. Although Assumption 1 on the signal covariance function might seem restrictive, it actually covers a
broad range of real-world scenarios. For instance, non-stationary signals can satisfy this assumption when the state-
space model is given as X, = Ap_1Xp_1 + W1, n=1, assuming non-singular transition matrices and white noise
independent of the initial condition. In this case, the signal covariance function can be expressed as E[xnxm =
A, nE [xmxm , m<n, where A,,, = An_1---A,. So, by taking, for example, ®, = A,y and ‘l‘,{l = E[xmxi] (A,;}O)T,
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Assumption 1 holds. Similarly, for state-space models with stationary signals, x,, = Ax,_| +w,_1, n==1, assuming
non-singularity and independence, the covariance function can be written as E[xnx,f,] =A""E [xmxﬂ, m<n.
Hence, by taking ©, = A" and ¥T = E [xmx,fl] (A™T, Assumption 1 is also satisfied. Moreover, processes with finite-
dimensional possibly time-variant state-space models often have semi-separable covariance functions, E[xnxf,] =

Z¢ W » MSN, and this structure is a particular case of Assumption 1, just taking ®, = (¢,‘1,¢ﬁ,--- ,¢,’1) and

‘I’ = ( 1o, f,,). Additionally, uncertain systems with state-dependent multiplicative noise, such as those con-
sidered in [8], also satisfy Assumption 1. Therefore, the proposed estimation scheme based on the signal covariance
factorization established in Assumption 1 is applicable to a wide variety of signal models, without the need to design
a specific algorithm for each case. Finally, it is worth noting that, although a state-space model can be generated
from covariance information, when only covariances are available, it is preferable to directly address the estimation
problem using them, as this approach eliminates the need for prior identification of the state-space model.

2.1. Measurement Model

The measurement model is described by the following equation:
kn:Cknxkn+vkm I’lZl, (1)

where z, is the n.-dimensional measurement at the sampling time kn and k is a fixed positive integer that defines
the MR sampling. If we denote p, as the signal update rate and p, as the measurement sampling rate, then p, = kp.,

meaning that the signal update frequency is k times faster than the measurement sampling frequency. The following
assumptions are required.

Assumption 2: {Ckn }n> 1 is a sequence of independent random parameter matrices, whose entries are scalar stochas-
tic processes with known first and second-order moments. We will denote Cy,, = E[Cy,].

Assumption 3: The measurement noise {vi,},>1 is a white second-order process with zero mean and known second-

order moments. We will denote Ry, = E[v;,v7, .

Remark 2. The existence of second-order moments stated in Assumption 2 ensures that the expected value of
CrnAinCY, is well-defined for any random matrix Ay, with mean Ayn. Furthermore, when Ay, is independent of Cyy,

Ny Ny

b (a b)
the (r, s)-th entry of this expectation is calculated as ZZE C/ELQ)C(é )] m , where C(l P and A, ,m " denote the

a=1 b=1
(i, j)-th entries of C, and Ay, respectively.

Remark 3. The inclusion of random parameter matrices in the proposed measurement model provides a compre-
hensive and unified framework for representing real-world uncertainties that cannot be effectively captured using
deterministic system parameters. A key example is the phenomenon commonly referred to as missing measurements
or uncertain observations, where sensor measurements may either contain information about the signal to be esti-
mated or consist purely of noise. This situation commonly arises due to sensor saturation, limited sensing capability,
or temporary sensor failures, among other factors. By incorporating random parameter matrices, the proposed
observation model not only accounts for missing measurements but also addresses other common challenges in
stochastic systems, including fading measurements, multiplicative noise, and their combined effects. Furthermore,
systems affected by random delays or packet dropouts in transmission can be reformulated as equivalent stochastic
systems with random measurement matrices. As a result, this framework is highly applicable to a broad range of real-
world systems, including digital control of chemical processes, human-operated systems, economic models, and
stochastically sampled digital control systems.

2.2. Randomly Occurring DoS Attacks

Physical systems usually operate under adversarial threats aimed at disrupting or manipulating the accuracy of
measurements. In such scenarios, the observations utilized for estimation can differ substantially from the true data,
demanding an appropriate mathematical framework to account for the impact of potential attacks on the measure-
ment outputs. This paper considers that the system is exposed to DoS attacks, which can randomly succeed or fail,
leading to random packet losses. This fact is described by a sequence of Bernoulli random variables, {yy},=>1, where

wm = 1 represents a successful attack (packet loss), and vy, = 0 indicates normal operation (no packet loss). Under
this framework, the observations affected by DoS attacks are modeled as:

kn = (1_7kn)zknv n=1.

It will be assumed that y; = 0, specifying that y; = z; in other words, the initial observation corresponds to the first
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received measurement, which is fixed as the reference time point. The following assumptions are considered.
Assumption 4: {yi,}n=1 18 a sequence of independent Bernoulli random variables with known probabilities. We will
denote ¥, = P(yi, = 1), n=1.

Assumption 5: The processes {X,},>1, {Ckn }n>1 > Winln=1 and {vy,},=1 are mutually independent.

2.3. Compensation Strategies for DoS-induced Measurement Losses

Measurement losses caused by DoS attacks disrupt the flow of reliable data, compromising the accuracy and
performance of estimation processes. To mitigate these disruptions, compensation strategies are essential for ensuring
continuity and reliability in system operation, even under adverse conditions. Two distinct strategies for addressing
these losses are the HI strategy and the PC strategy. Both strategies offer valuable solutions, with their applicability
depending on the specific characteristics of the system and the required level of performance.

* HI strategy. This approach compensates for lost measurements by reusing the most recent successfully
received data. For this reason, it is also referred to as zero-order hold strategy in the literature. Its simplicity and ease
of implementation make it particularly suitable for systems with limited computational resources or where measure-
ment variations are relatively slow. After the compensation, the observations available are

Yin = 1= Y)Zn + YeVhin_1yp =2 =2 (2)

* PC strategy. This method estimates lost data based on historical information. While more computationally
intensive, it is well-suited for applications requiring higher accuracy and where system characteristics can be reliably
modeled. The compensated observations are formulated as

y/fn = (1 _an)an +7knzlg1/k(n_1)» n>27 Y/[: = Zks (3)

where Z, .1, denotes the prediction estimate of zi, based on the previous available observations {)’11;' ni=
1,2,---,n— l}. This prediction estimate will be described later (see (13)); specifically, it is calculated from X7, /4,1,
—the prediction estimate of the signal— as Zf/k-1) = Cin /1)

In the next section, these compensation strategies will be integrated into the estimation framework to address the
challenges posed by DoS-induced measurement losses and ensure reliable signal estimation even in the presence of
adversarial disruptions.

3. Main Results

In this section, we develop recursive LS filtering and fixed-point smoothing algorithms tailored to the two com-
pensation strategies introduced in Section 2. For notational convenience, we will write y;,, with * = H and P, to
comprehensively denote the observation at time kn under the HI and the PC strategies, respectively.

3.1. LS Estimation

For each n=1, our aim is to obtain the LS linear estimator of the signal x, based on the observations available

till time n, X', , that is the filtering estimator. If 7 is less than the first sampling time (n < k), no observations are
Y
X

n/n»
n/n

available and, consequently, = E[x,] = 0. Otherwise, the time 7 lies between two consecutive multiples of k. Let
t=1 be a positive integer such that k#<<n < k(¢ + 1); that is, k is the largest multiple of k less than or equal to n and
k(t+1) is the smallest multiple of k greater than n. This setup partitions the timeline into intervals of length &, corre-
sponding to the sampling periods of the observations. The observations are only available at multiples of k, so ¢ rep-
resents the total number of observations available at time n. Clearly, the LS linear filter, X" /n» Will depend on the
observations up to time k¢, which are { Viii=12,-- ,t}. So, our aim is to derive a recursive algorithm for the esti-
mators X ,,, with k<<kt<n.

To simplify the complexity of mathematical derivations, the LS estimation problem will be approached by the
innovation method. The innovation sequence comprises the measurement residuals that capture the new information
gained from each observation relative to its prediction estimate. In other words, at each sampling step kn, the innova-
tion is defined as the difference between the actual observation and its predicted value based on prior information.
Specifically, for n=2, the innovation is defined as x5, = Y, = Yu/i(u_1)» Where ¥, i1 is the LS linear estimator of
Vi, based on the set of previous observations { Vuii=1,2,---,n—-1 }, while for the initial sampling time (n = 1) the
innovation is (; = y;.

The innovation sequence is a white process that spans the same linear space as the observation sequence. This
property ensures that the innovation sequence fully encapsulates the information provided by the observations, allow-
ing the estimation problem to be formulated recursively and solved efficiently with reduced computational complex-
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ity using the innovations. Actually, the LS linear estimator X; ,, is expressed as the following linear combination of
the innovations:

t
T = > Koy (W) iy k<kt<n, @

J=1

with X, =E[x,(u;)"] and I}, = E [ug;(ui )] . The product Xj,; (H,tj)f1 represents the gain coefficient that
weights the contribution of the innovation x;; at each sampling step k. From this expression, the derivation of the
estimators involves computing the innovations f;; and their covariance matrices II;;, which are clearly affected by
the choice of compensation strategy. The following propositions provide the formulas for the innovations and their
covariance matrices under the HI (Proposition 1) and PC (Proposition 2) strategies.

Proposition 1. Under the HI strategy, consider the model equations (1) and (2) and assumptions 1-5. The inno-

vation ,ufj is given by
H_ H = \F = H = . H_ H
Hij = Yij— ¢l _ij)ij)?Z/k(H) = YijYk(-1)> =2 He = Yi» (5)
. i . . . . Ho.
where )?,t’j/k( i-1) is the prediction estimator of the signal x; based on the prior observations {yki ti=1,2,,
j-1}.
The innovation covariance matrix satisfies

H _ " — 27 v =T !
55 = 2 = (1 =%)" Coi2iji-1Cr = Vi j-1)

(6)
_ _ — Xyt iyt 7~T . . H _ 7
~ V(1= 7) (Ckfzkj/ku—l) +Eng-n) Cy ) 722 =X,
- _ ~H ~H T - . . . /X\HyH _ ~H H 77 -
where X i1y =B [xkj/k( -0 X jsrc-1) ] is the predictor covariance matrix, and Z;, G-y =E [xkj/k(j_l)(yk(j_l)) ] is

the cross-covariance between the signal predictor and the last observation. The observation covariance,
= =BG, is recursively calculated by

Zij =1 -7Z; +7kai(j—l)’ J=2; Y =X, (7
with
Zij = E[ijq)kj‘PZjCij] + Ry, j=1. 8)

Proof. To obtain the innovation ', = yi = Vi’ x;_1)» we need to calculate the observation predictor Y ;).
From (2), we have

Y1 = L= Ve)eipnion + Vi1 J=2- €]

According to (1) and Assumption 5, we can write EkHj/k( = C; j%/k( -1y~ Combining this with (9) yields
expression (5) for the innovation. From it, the innovation covariance is derived taking into account that, from the
Orthogonal Projection Lemma (OPL), T, = E[y;,(vi)" 1 =BV ¢y Okiacj—1))" 1. Using (9) and the independence
hypotheses specified in Assumption 5, we have

~ ~] — — —=T
BlkG-nOking-)"1= (1~ yk/)zckjE [,_),CAZ/W;U(J?IZM(;— 0'1Ch
+ijE[yk(i‘—1)Qk(j—1)l ]
+7i/(1=Yi)C/E [XZ/k(j—l)(ij—n)jT]
+ 711 = ViR [0 & e Ca

from which equation (6) is obtained.

Expression (7) for the observation covariance is easily obtained from (2), according to the independence
assumptions and using that E[y,% j] =Y E[(1 —yk_,-)z] =1-%, ; and E[y;(1 —v;)] = 0. Finally, (8) is straightfor-
ward from equation (1) and the model assumptions. This completes the proof.

Proposition 2. Under the PC strategy, consider the model equations (1) and (3) and assumptions 1-5. The
innovation ; Is computed as

P_.P_7= P = 5. P_ P
Hyj zykj_cijkj/k(j—ly J=2; M = Yo (10)
. - . . . . P ;
where X7 k(-1 1S the prediction estimator of the signal xi; based on the prior observations {yki =121 }
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The innovation covariance matrix is given by

P i>n. P _

10 —Zij Ck/ kj/k(j 1)C1<,a =% I =%, (1)
where i1y = B X0 Ehin1)" ] is the predictor covariance matrix and Zi; = E[yg,(v¢)" | is the observa-
tion covariance, which satisfies

» _ = ot —T . £
Zij =( —’)’kj)zij +7kjckazj/k(j—1)ckj, =2 Zi =% (12)

where Xj;, j=1, is given in (8).
Proof. To derive the innovation g ;= \/ j—y,fj/k( j-1y» 1t s necessary to compute the observation predictor
Yiiji-1) - From (3), we obtain:

SP _ = YoP 5 P :
Vestwii-n = A =Yeauj-n + Vi JZ2-
Consequently, Y1) = Z4j/kj-1)» Which using (1) and Assumption 5, can be expressed as
=P _F/ P
Zujpicj-n = Cri¥ijuci-n» (13)

and expression (10) for the innovation is immediately obtained. From (10), the innovation covariance in expression
(11) is directly obtained by using the OPL and applying the independence hypotheses outlined in Assumption 5.

The observation covariance in (12) is easily derived from (3), using (13) and the model assumptions. This
concludes the proof.

Once we have calculated the innovations and their covariance matrices, the following lemma provides the cross-
correlation terms in (4), X;,; = E[x,(u;)" |, k<kj<n, under the HI (+ = H) and the PC ( = P) strategics. These
coefficients will play a crucial role in the derivation of the estimators.

Lemma 1. Under the HI (x=H) and the PC (x = P) strategies, the coefficients X,,;=E [xn (uy j)T] ,
k<kj<n, satisfy

Jj-1

y=(- 7k])((l) W= X T ™ (X ) )dj, =2, X, =0¥IC,. (14)

i=1

Proof. Since the innovations are influenced by the selected compensation strategy, the coefficients X, ,; must
be derived separately, for * = H, P.
(2) Under the HI strategy (* = H), using (5), we can write

_ =T _ .
XnH,kj =E [xn(kaj)T] —(1=yyE [xn(flg/k(; )] Cij = 7B [xn(kau—l))T] . kskjsn. (15)
From (2) and Assumption 1, it follows that
_ =T _ .
E [xn(kaj)T] =(1- ykj)q)n\{'/{jckj + '}’kj]E [-xn(ka(j—l))T] . J=L

Additionally, using (4), we obtain
T
E[xn(jc\lg/k(j—l)) ankl HZ Xlgl\z) . J=2

Substituting the above expectations into (15), we derive expression (14) for * = H.
(b) Under the PC strategy (* = P), using (10), we can express
—T .
Xoi =Bl —B[xG 1) | Cryr k<kj<n. (16)
According to (1), (3) and the model assumptions, it follows that
_ T _ =T .
E[x,05)" | = =7 )@¥,C + VB [x(ngr) | Cpe - TZ1

Furthermore, using (4), we also find
E[xn(/‘x\lljj/k(j—l)) ankl HI[; ijkl) ’ ]22
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Substituting these expectations into (16), we obtain expression (14) for * = P.

The following theorem provides a comprehensive formula for the estimators X;,,,, k<<kt<n, and the associ-
ated error covariance matrices, 25”,,6 =E[X}(%,,)" |, with X;;, = x, — X} ;,, under both the HI and the PC strate-
gies.

Theorem 1. Under the HI (+ = H) and the PC (x = P) strategies, the LS estimators X,,,, k<kt<n, are cal-
culated by

X = Cufiy  kSktn, (17)
and the estimation error covariance matrices Xy, satisfy
A-; % T
e =0,(¥ - 0,5,) . k<ki<n. (18)

The vectors f;, and the matrices Z{t are recursively obtained by

fio= fian * Fu) 'y, 121, [y =0, (19
=y +FLAL) T EDTL =L 5 =0, (20)
with
. _ © \T—=T
F,=0 _ykr)(qlkr_q)krzi(,_l)) Cy» t=1. (21)

Proof’ From (4), the determination of the estimators requires the calculation of the innovations and their covari-
ance matrices, given in Propositions 1 and 2, together with the coefficients X7, ; ;. Using Lemma 1 and defining

* ~ = * * \— £ rad . * el
Fii=0=%,) (‘PZ] - Z]:Fki(l_[ki) '(ij,k,-)T>ij, j=2; F;=YIC,, (22)

the following factorization is obtained:

X = OuFy,  kskjsn. (23)
Hence, by defining
t
fo= Y Fumyy ' w)', =1 f =0, (24)

j=1
the recursion (19) is immediately obtained and expression (17) is deduced using (4), (23) and (24).

Using the OPL, the estimation error covariance matrices satisfy zf‘/k, = E[x,x; ] - E[X} (X, ;)" 1. which,
according to Assumption 1 and (17), leads to (18), with Z{, =E [ i fk*,)T] .

Employing (24) and noting that the innovation sequence is a white process, the matrices 2,{, can be computed
as

t
5= Fu(Ly ' (F)'. =1 50 =0, 25)
j=1
from which (20) is straightforward. Finally, by combining (25) with (22) and (23), expression (21) is derived and the
proof is complete.

. . .o . - . H L H
The following corollary provides the prediction covariances Xy ;_1, and the cross-covariances Ei;/’k( j-1)» that
are necessary to calculate the innovation covariance matrices in Propositions 1 and 2.
Corollary 1. The prediction covariance matrices Ef} Jx(j-1) in Proposition 1 (+ = H) and Proposition 2 (+ = P)

are given by

~

Zf;'/k(j-l) = (ijzf:(j—l)q)lz;‘a Jj=2. (26)

Ty .
The cross-covariance matrices X, j;‘ «(j1) in Proposition 1 are calculated as
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Ty _ fiy :
G- = PuiZagiin,  JZ2, 27)
where Z{ jy satisfies the following recursion:
EnyH — FH+(1 -y )ZfH (DTET +7v szyH i=2- EnyH — FH (28)
ki = g Yii)=r(i-0PriC i T Vij=kj-1> J= 4 k=L

Proof. Expression (26) is directly derived from (17) by setting n = kj and ¢t = j— 1. Using (17) again, the cross-
covariance matrices Ty ;1) = B[l o1, 01" ] clearly satisfy (27), with =" = E[fZ(£)"]. To derive (28),

we decompose E{Jf-ly " as
" =B )] B G-

Using (24) and noting that the innovation is a white process, it follows that E[f(uf)"] = Ff: and
E[AO k1)) =By Otiui1)" ] - Finally, applying (9), taking into account that 2, ;_y, = Ci;Xf (-1, and
using (17), we compute

A~ _ H —T _ H\H
E [ﬁclé—l)(ylljj/ku—l))r] =(- ij)zf(j—nq)/fjckj + ykafoin-

Combining these results we obtain (28), thus concluding the proof.

Remark 4. The computational procedure to obtain the estimators X, and the associated error covariance
matrices 2}:},{,, Jor k<kt<<n < k(t + 1), is summarized as follows:

Step 1. Initialize the algorithm with Fi=WIC,, ¥ =E[C;®¥YICT1+R,, T =%, m =y f'=
Fi(I) 'y and = = FX(I) " (F})" (under the HI strategy, also include =~ = F!). Compute the estimator
value, X, = @, f, and the error covariance matrix, Zf/k =0,(¥, - CD,,Zf)T. Set t =2.

Step 2. Use (17) to obtain the predictor value X1, = Pufi,1) and, from it, compute the innovation i,
using (5) or (10), depending on the selected compensation strategy (HI or PC, respectively).

Step 3. Compute the matrix F}, using equation (21).

Step 4. Evaluate the covariance matrices ZE; Jk—1y using (26), Xy, using (8) and Zi, using (7) or (12), depend-
ing on the chosen compensation strategy (HI or PC, respectively). Under the HI strategy, also compute Z%:/y,;,_l) from
(27), with £ given in (28).

Step 5. Determine the innovation covariance matrix 11y, by (6) or (11), depending on the selected compensa-
tion strategy (HI or PC, respectively).

Step 6. Compute f;, from (19) and 2{, from (20).

Step 7. For kt<n < k(t+ 1), obtain the estimator value, X, Ik USING (17), and the error covariance matrix,
E’f?/kl, using equation (18).

Step 8. Set t = t+ 1 and return to Step 2.

Remark 5. The proposed estimation scheme —like the Kalman filter— provides the LS linear estimator. How-
ever, the key advantage is that our approach does not require full knowledge of the state-space model, relying only
on covariance information. This distinction results in a recursive structure that differs from conventional Kalman-like
estimation algorithms based on state-space models, while still yielding optimal linear estimators.

3.2. LS Smoothing

Given a fixed time n=k, let 7=1 be a nonnegative integer such that k#<<n < k(¢ + 1). Under the two pro-
posed compensation strategies (* = H, P), our purpose is to design the smoothing estimators of x, by updating the
estimators X;, ,, with the incoming observations yj 1), V+2)>*"*

Theorem 2. Under the HI (+ = H) and the PC (x = P) strategies, the LS fixed-point smoothers X, ,,;,» L=1,
and the associated error covariance matrices Xiy .1y = E[(x,, = X ks 1) Xn = Xy e L))T} satisfy the following

recursions

Sk T e sk -1, %
XpkarL) = Xnjkerr-n X k(e ieer) ™ Migrarys L=1, (29)

* _ i~ s * -1 * T
Zﬁ/k(t+L) - z“ﬁ/k(nL—l) - Xn,k(t+L)(Hk(t+L)) (Xn,k(t+L)) ’ L> 1’ (30)
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whose initial conditions are X,,;,, and X, ,,, respectively, both given in Theorem 1.

The coefficients X, ,,;, are computed by
« — . —T
X nk(t+L) = (1- 7k(t+L)) (\Pn - mn,k(HL—l)) (D{(HL)CI\'(HL)’ L= L (3 1)
where the matrices M, ., are recursively calculated by
E]Jt:*z,k(H-L) = imZ,kmL—l) +X Z,k(H—L) (HZ(ML)Y1 (F ;(1+L))T’ L=1, M, g = ®’12£t' (32)

Proof. Similar to (4), the LS fixed-point smoother is expressed as a linear combination of the innovations:

t+L

/xT1/k(t+L) = ZX:,kj(HZj)_lﬂjtj, L> 1. (33)
=1

From this, expression (29) is immediately derived. Using (29), the smoothing error, X; ;1) = Xu = X, 4(41)> Can be
expressed as X .0y = Xnpasro1) — XoaorryMiry) ™ Misry» from which the smoothing error covariance (30) is
straightforwardly obtained using the OPL.

To compute the coefficients X, ;) = E [x,, (s L))T] , we observe that

- _ * T e~} T
nk(+L) = E[xn(yk(HL)) } _E[xn(.T)’k(f+L)/k(z+L—1)) ] ,
_ — T ral iy C
= (1= Ve ) Y Prr1y Croary — E[xn(f:(HL—l)) ]q)k(t+L)Ck(t+L)’

and (31) follows, just defining M; ;. ;) = E [xn( S L))T] .
Finally, the recursion (32) for the matrices My, ;) is derived using (19) and its initial condition is easily
obtained from the OPL and expression (17). This completes the proof.

Remark 6. Theorem 2 provides the formulas to compute the smoothing estimators X, .., for n=k. For
n <k, a similar reasoning leads to the following recursions for the smoothers X, and their covariance matrices
oL
S o 5 * \—1 %
Yoe = ety + X i)™ i, L2,

z:f/kL = E;/k(L—l) - XZ,kL(HzL)_l(X:,kL)T’ L=2,

whose initial conditions are X, = X, (1) and ), = ©,¥7 = X, (A1) '(X; )", respectively.

The coefficients X, ; are computed by
« - . T
X =0 =7) (‘P,, - Emn,k(L—l)) q)IZLCkL’ L=1,
with

M =My + X ) (Fi)", L=1, M, =0.

4. Numerical Simulation Example

In this section, a simulation example is considered to assess the effectiveness of the proposed estimation meth-
ods and analyze the impact of attack probabilities on their performance. Specifically, consider a two-dimensional
stochastic signal process {x,},=1. For simulation purposes, the following signal model is adopted [20]:

Xpi1 = Fx, +Gw,, n=1,

095 0.1 0.8
F‘( 0 0.95)’ G‘(o.é)'

The initial signal x, is a zero-mean Gaussian vector with covariance matrix E [xoxg ] =0.11,, where I, denotes

where

de 2 %2 identity matrix. The sequence {w,},> is a zero-mean white Gaussian noise with variance E [wﬁ] =0.1 and
both xy and {w,},>, are assumed to be mutually independent. From this, the signal covariance function E [x,,xfl] can
be factorized as follows:
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E[xnxﬁ] =F""E [xmx,a] =F'"F"%, 1<m<n,

verifying Assumption 1 with ®, = F" and ¥I = F™%*

m>

where the matrix X}, = E[x,x},| canbe derived recur-
sively by

I =F% F'+0.1GG", m=1, 25 =0.11.
Consider that the measurement model is given by the following equation
Zin = OknC X + Vi, n= L,

where C =(0.5,1) and {6i,},>1 is a sequence of independent identically distributed (i.i.d.) Bernoulli random vari-
ables, such that P(6, = 1) = 6. The measurement noise {V,},>1 is a zero-mean white Gaussian sequence with vari-
ance Ry, = 0.1. Note that this is a specific case of the measurement model (1), with Cy,, = 6,C, representing situa-
tions where signal information may be randomly missed in certain observations, resulting in measurements that con-
sist only of noise (missing measurements).

According to the theoretical model, these observations are assumed to be affected by DoS attacks, whose ran-
dom success or failure is modeled by Bernoulli random variables {y,},>1, and we assume that these variables are
1.1.d. with probability P(y,, = 1) =7¥.

The current simulation study aims to: analyze the impact of the measurement sampling rate on estimation accu-
racy; demonstrate the feasibility and effectiveness of the derived estimators through error covariance comparisons;
evaluate their performance in relation to the probability that the measurements consist only of noise, 1 —6; and assess
the influence of successful attack probability, 7, on estimation accuracy.

First, to analyze the impact of the measurement sampling rate on estimation accuracy, Figure 1 displays the fil-
tering error variances under the two compensation strategies, HI and PC, for different values of k£ (k =1,2,3,5,9),
while keeping both probabilities 6 and ¥ fixed at 0.5. As expected, this figure shows that the error variances of both
signal components increase with &, indicating that estimation accuracy deteriorates as the measurement sampling fre-
quency decreases. Additionally, this figure reveals that the error variances exhibit a sawtooth pattern, with increasing
phases between consecutive multiples of k£ (where the set of observations is not updated, and the filter acts as a pre-
dictor based on increasingly outdated observations) and reaching local minimum values at multiples of k£ (where the
set of observations is updated, allowing the estimator to incorporate the new information). Notably, although this
sawtooth behavior prevents the error variances from stabilizing at a single value, it allows us to define “error vari-
ance bands”, determined by their lower and upper bounds, whose behavior can stabilize —as it actually does in this
example— when the sampling time 7 is sufficiently large.

First component: Filter under HI strategy 035 Second component: Filter under HI strategy
0.30
g % 025
= =
£ 2 0.20
< <
z Z 015
£ E 0.10
= —k=1 —k=2 k=3 . —k=1 —k=2 k=3
— k=5 —k=9 0.05 1 — k=5 —k=9
O I I I I 0 1 1 1 1
0 20 40 60 80 100 0 20 40 60 80 100
Time step Time step
First component: Filter under PC strategy 035 Second component: Filter under PC strategy
15k 0.30
§ § 0.25
£ 10t £ 020
: 2
= Z 0.15
E 05 £ 0.10
= —k=1 —k=2 k=3 . —k=1 —k=2 k=3
— k=5 — k=9 0.05 ¢ — k=5 — k=9
0 1 1 1 1 0 1 1 1 1
0 20 40 60 80 100 0 20 40 60 80 100
Time step Time step

Figure 1. Filtering error variances, under HI and PC compensation strategies, for different measurement sampling

rates.
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Table 1 displays the stabilized upper bound values of the filtering error variances for different values of k and
fixed probabilities ¥ = 6 = 0.5. These results support the comments made about Figure 1 and show a reduction in
error variance when using the PC strategy compared to HI, demonstrating its superior estimation accuracy.

Table 1 Stabilized upper bound values of the filtering error variances

First component Second component
HI PC HI PC
k=1 0.6297 0.5354 0.1801 0.1625
k=2 0.9343 0.8213 0.2314 0.2153
k=3 1.1491 1.0285 0.2618 0.2472
k=5 1.4448 1.3207 0.2979 0.2857
k=9 1.7808 1.6682 0.3321 0.3237

In order to compare the accuracy of the filtering and smoothing estimators, the associated error variance bands
are computed for both components of the signal process, keeping 6 and ¥ fixed at the same value 0.5. Furthermore,
the sampling period is selected as k = 3, meaning that the signal update frequency is three times faster than the mea-
surement sampling frequency. The results, presented in Figure 2, are analyzed under the two compensation strategies,
HI and PC. Three key aspects are worth highlighting. First, the fixed-point smoothers consistently outperform the fil-
ters, exhibiting lower error variances. Second, the values of fixed-point smoothing error variances decrease as the
number of available observations increases, further improving estimation accuracy. Lastly, the PC strategy achieves a
greater reduction in error variance compared to the HI strategy. The comparative advantages of the PC strategy
become even more apparent in Figure 3, which presents the filtering and smoothing (L = 3) error variance bands and
demonstrates its superiority compared to the HI strategy.

First component: Filter and smooter under HI strategy Second component: Filter and smooter under HI strategy
1.2 0.30
s LOF s 025¢
Q o
2 08¢ 2 020F g
.8 . S ’ .
s 061 — Filter g 0.15 ——Filter
g 04l —— Smoother (L =1) ; 0.10 | —— Smoother (L =1)
E‘ Smoother (L = 2) 5 Smoother (L = 2)
0.2 —— Smoother (L = 3) 0.05 ¢ —— Smoother (L = 3)
0 . . . . 0 . . . .
0 20 40 60 80 100 0 20 40 60 80 100
Time step Time step
First component: Filter and smooter under PC strategy Second component: Filter and smooter under PC strategy
1.2 0.30
. LOr s 025¢
Q o
2 08¢ 2 020}
i) g
s 06r —— Filter g 0I5 /7~ ——Filter
g 04+t —— Smoother (L= 1) 5 0.10 | ——Smoother (L= 1)
=) - E =
8 ool Smoother (L = 2) D 005 Smoother (L = 2)
—— Smoother (L = 3) —— Smoother (L = 3)
0 . . . . 0 . . . .
0 20 40 60 80 100 0 20 40 60 80 100
Time step Time step

Figure 2. Filtering and smoothing (L = 1,2,3) error variance bands, when =% =0.5 and k =3.

Next, we compare the performance of the estimators versus the probability that the observations contain the sig-
nal, 0. Figure 4 shows the stabilized lower and upper bound values for both filtering and smoothing error variances,
considering different values of 8, ranging from 0.1 to 0.9, while assuming that the attack probability is ¥ = 0.5 and
the sampling period is k = 3. As expected, better estimation performance is observed as 6 increases. In other words,
the filtering and smoothing estimators become more accurate when the probability that the measurements consist only
of noise, 1 — 6, decreases.

Finally, the influence of successful attack probability, ¥, on the accuracy of the filtering and smoothing estima-
tion schemes is analyzed. For this purpose, considering 8 = 0.5 and k = 3, Figure 5 presents the stabilized lower and
upper bound values of the error variances for different probabilities 7, ranging from 0.1 to 0.9. The results demon-
strate a clear relationship between increasing attack probability and reduced estimation performance, as evidenced by
the increasing trend of the error variances for both filtering and smoothing. In line with previous findings, both Fig-
ure 4 and Figure 5 confirm that smoothing estimators outperform filtering estimators and the superiority of the PC
strategy over the HI strategy is also reaffirmed.
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Figure 3. Comparison of filtering and smoothing (L = 3) error variance bands under the HI and PC compensation
strategies, when 6 =5 =0.5 and k = 3.
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Figure 4. Stabilized lower and upper bound values of the filtering and smoothing error variances versus 8, when
7y=05and k=3.

Our final aim in this section is to show the superior performance of the proposed estimation method in scenar-
ios involving random parameter variations (e.g. missing measurements) and DoS attacks. To this end, we compare
the estimators derived in this paper (Theorem 1) with those presented in [21] for multirate systems with multiple ran-
dom measurement time delays, where missing measurements can be considered a particular case.
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Figure 5. Stabilized lower and upper bound values of the filtering and smoothing error variances versus 7, when
6=05and k=3.

For both signal components, the comparison is based on the empirical values of the mean-squared error (MSE)
at each time instant. These values are calculated over five thousand independent simulations as follows:
5000
— (s) _=s) 2 < << _
MSE,, = —— (x —xa’n/k,) , 1<n<<100, a=1,2,

a,n

where, for each sampling time 7 and the sth simulation run, x{) denotes the ath component of the simulated signal,
and ifle /i TEpresents its corresponding estimate.

Since the estimator in [21] does not account for DoS attacks, the proposed method is expected to yield better
performance. Indeed, assuming § =% = 0.5 and k = 3, this is confirmed by the results presented in Figure 6, which
show that the empirical MSE values for both signal components are consistently lower for the proposed estimates
(under HI and PC strategies) compared to those in [21].

First component: MSE comparison Second component: MSE comparison
1.2+
025
1.0+
0.20 1
0.8
0 m [
2] « 015} |
= 0.6 = |
04 0-10¢
02t —— 0.05 .
. posed estimator(HI strategy) Proposed estimator(HI strategy)
Proposed estimator(PC strategy) Proposed estimator(PC strategy)
Estimator in[22] Estimator in[22]
L L L L 0 L L L L
00 20 40 60 80 100 0 20 40 60 80 100
Time step Time step

Figure 6. MSE comparison of proposed estimators and estimator in [21].

5. Conclusions

This paper has addressed the problem of LS linear estimation for time-varying MR systems with stochastic
parameter matrices under the influence of randomly occurring DoS attacks. Through an innovation approach, recur-
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sive filtering and smoothing algorithms have been developed under both the HI and the PC strategies. Moreover,
explicit expressions for the estimation error covariance matrices have been derived, providing a rigorous mechanism
to assess the accuracy of the estimators. Simulation results have demonstrated that the theoretical model accommo-
dates missing measurements as a specific case and have validated the effectiveness of the proposed methods, high-
lighting the influence of attack probabilities on estimation performance.

The findings of this study open interesting directions for future research. One potential direction is the exten-
sion of the proposed framework to multisensor systems, where fusion estimation techniques can be employed to
improve accuracy under DoS attacks and other communication constraints. Another valuable research direction is the
development of quadratic estimators, especially for situations where higher estimation accuracy is crucial. Addition-
ally, the design of distributed estimation algorithms for large-scale networked systems represents an important area of
exploration.

Author Contributions: Raquel Caballero-Aguila: Conceptualization, Methodology, Formal analysis, Investi-
gation, Writing—original draft, Writing—review & editing, Software, Funding acquisition. M. Pilar' Frias-
Bustamante: Conceptualization, Methodology, Formal analysis, Investigation, Writing—original draft, Writ-
ing—review & editing, Software. Antonia Oya-Lechuga: Conceptualization, Methodology, Formal analysis,
Investigation, Writing—original draft, Writing—review & editing, Software.

Funding: Grant PID2021-124486NB-100 funded by MICIU/AEI/10.13039/501100011033 and ERDF/EU.
Data Availability Statement: Not applicable.
Conflict of Interest: The authors declare no conflict of interest.

References

1. Liu, Q.Y.; Wang, Z.D.; He, X. Stochastic Control and Filtering over Constrained Communication Networks; Springer: Cham, 2019.
doi:10.1007/978-3-030-00157-5.

2. Liu, W.; Xie, X.P.; Qian, W.; et al. Optimal linear filtering for networked control systems with random matrices, correlated noises,
and packet dropouts. IEEE Access, 2020, 8: 59987—59997. doi: 10.1109/ACCESS.2020.2983122

3. Hu, J; Jia, C.Q.; Liu, HJ.; et al. A survey on state estimation of complex dynamical networks. Int. J. Syst. Sci., 2021, 52:
3351-3367. doi: 10.1080/00207721.2021.1995528

4. Caballero-Aguila, R.; Linares-Pérez, J. Distributed fusion filtering for uncertain systems with coupled noises, random delays and
packet loss prediction compensation. Int. J. Syst. Sci., 2023, 54: 371-390. doi: 10.1080/00207721.2022.2122905

5. Wang, Y.; Liu, H.J.; Tan, H.L. An overview of filtering for sampled-data systems under communication constraints. Int. J. Netw.
Dyn. Intell., 2023, 2: 100011. doi: 10.53941/ijndi.2023.10001 1

6. Sun, S.L. Distributed optimal linear fusion predictors and filters for systems with random parameter matrices and correlated noises.
IEEE Trans. Signal Process., 2020, 68: 1064—1074. doi: 10.1109/TSP.2020.2967180

7. Caballero-Aguila, R.; Hermoso-Carazo, A.; Linares-Pérez, J. Networked fusion estimation with multiple uncertainties and time-cor-
related channel noise. Inf. Fusion, 2020, 54: 161—171. doi: 10.1016/j.inffus.2019.07.008

8. Caballero-Aguila, R.; Linares-Pérez, J. Centralized fusion estimation in networked systems: Addressing deception attacks and packet
dropouts with a zero-order hold approach. Int. J. Netw. Dyn. Intell., 2024, 3: 100021. doi: 10.53941/ijndi.2024.100021

9. Shen, Y.X.; Wang, Z.D.; Shen, B.; et al. Outlier-resistant recursive filtering for multisensor multirate networked systems under
weighted try-once-discard protocol. IEEE Trans. Cybern., 2021, 57: 4897-4908. doi: 10.1109/TCYB.2020.3021194

10. Shen, Y.X.; Wang, Z.D.; Dong, H.; et al. Multi-sensor multi-rate fusion estimation for networked systems: Advances and perspec-
tives. Inf. Fusion, 2022, 82: 19-27. doi: 10.1016/j.inffus.2021.12.005

11. Gao, R.; Yang, G.H. Distributed multi-rate sampled-data H,, consensus filtering for cyber-physical systems under denial-of-service
attacks. Inf. Sci., 2022, 587: 607-625. doi: 10.1016/1.ins.2021.12.046

12. Shen, Y.Q.; Sun, S.L. Distributed recursive filtering for multi-rate uniform sampling systems with packet losses in sensor networks.
Int. J. Syst. Sci., 2023, 54: 1729—-1745. doi: 10.1080/00207721.2023.2209887

13. Sanchez, H.S.; Rotondo, D.; Escobet, T.; et al. Bibliographical review on cyber attacks from a control oriented perspective. Annu.
Rev. Control, 2019, 48: 103—128. doi: 10.1016/j.arcontrol.2019.08.002

14. Chen, B.; Ho, D.W.C.; Zhang, W.A.; et al. Distributed dimensionality reduction fusion estimation for cyber-physical systems under
DosS attacks. IEEE Trans. Syst., Man, Cybern.: Syst., 2019, 49: 455-468. doi: 10.1109/TSMC.2017.2697450

15. Yang, Y.; Li, Y.F.; Yue, D.; et al. Distributed secure consensus control with event-triggering for multiagent systems under DoS
attacks. [EEE Trans. Cybern., 2021, 57: 2916—2928. doi: 10.1109/TCYB.2020.2979342

16. Gu, Z.; Ahn, C.K.; Yue, D.; et al. Event-triggered H,, filtering for T-S fuzzy-model-based nonlinear networked systems with multi-
sensors against DoS attacks. IEEE Trans. Cybern., 2022, 52: 5311-5321. doi: 10.1109/TCYB.2020.3030028

17. Geng, H.; Wang, Z.D.; Hu, J.; et al. Outlier-resistant sequential filtering fusion for cyber-physical systems with quantized measure-
ments under denial-of-service attacks. Inf. Sci., 2023, 628: 488—503. doi: 10.1016/1.ins.2023.01.142

18. Zhang, L.; Sun, S.L. Distributed H,, fusion filtering for multi-sensor networked systems with DoS attacks and sensor saturations.
Digit. Signal Process., 2023, 134: 103908. doi: 10.1016/j.dsp.2023.103908

19. Zha, L.; Guo, Y.P.; Liu, J.L.; et al. Protocol-based distributed security fusion estimation for time-varying uncertain systems over sen-
sor networks: Tackling DoS attacks. IEEE Trans. Signal Inf. Proc. Netw., 2024, 10: 119—130. doi: 10.1109/TSIPN.2024.3356789

140f 15


https://doi.org/10.1007/978-3-030-00157-5
https://doi.org/10.1007/978-3-030-00157-5
https://doi.org/10.1007/978-3-030-00157-5
https://doi.org/10.1007/978-3-030-00157-5
https://doi.org/10.1007/978-3-030-00157-5
https://doi.org/10.1007/978-3-030-00157-5
https://doi.org/10.1007/978-3-030-00157-5
https://doi.org/10.1007/978-3-030-00157-5
https://doi.org/10.1007/978-3-030-00157-5
https://doi.org/10.1109/ACCESS.2020.2983122
https://doi.org/10.1109/ACCESS.2020.2983122
https://doi.org/10.1080/00207721.2021.1995528
https://doi.org/10.1080/00207721.2021.1995528
https://doi.org/10.1080/00207721.2022.2122905
https://doi.org/10.1080/00207721.2022.2122905
https://doi.org/10.53941/ijndi.2023.100011
https://doi.org/10.53941/ijndi.2023.100011
https://doi.org/10.53941/ijndi.2023.100011
https://doi.org/10.1109/TSP.2020.2967180
https://doi.org/10.1109/TSP.2020.2967180
https://doi.org/10.1016/j.inffus.2019.07.008
https://doi.org/10.1016/j.inffus.2019.07.008
https://doi.org/10.53941/ijndi.2024.100021
https://doi.org/10.53941/ijndi.2024.100021
https://doi.org/10.1109/TCYB.2020.3021194
https://doi.org/10.1109/TCYB.2020.3021194
https://doi.org/10.1016/j.inffus.2021.12.005
https://doi.org/10.1016/j.inffus.2021.12.005
https://doi.org/10.1016/j.ins.2021.12.046
https://doi.org/10.1016/j.ins.2021.12.046
https://doi.org/10.1080/00207721.2023.2209887
https://doi.org/10.1080/00207721.2023.2209887
https://doi.org/10.1016/j.arcontrol.2019.08.002
https://doi.org/10.1016/j.arcontrol.2019.08.002
https://doi.org/10.1016/j.arcontrol.2019.08.002
https://doi.org/10.1109/TSMC.2017.2697450
https://doi.org/10.1109/TSMC.2017.2697450
https://doi.org/10.1109/TCYB.2020.2979342
https://doi.org/10.1109/TCYB.2020.2979342
https://doi.org/10.1109/TCYB.2020.3030028
https://doi.org/10.1109/TCYB.2020.3030028
https://doi.org/10.1016/j.ins.2023.01.142
https://doi.org/10.1016/j.ins.2023.01.142
https://doi.org/10.1016/j.dsp.2023.103908
https://doi.org/10.1016/j.dsp.2023.103908
https://doi.org/10.1109/TSIPN.2024.3356789
https://doi.org/10.1109/TSIPN.2024.3356789
https://doi.org/10.53941/ijndi.2025.100014

1JNDI, 2025, 4, 100014. https:/doi.org/10.53941/ijndi.2025.100014

20. Ma, J.; Sun, S.L. Optimal linear recursive estimators for stochastic uncertain systems with time-correlated additive noises and packet
dropout compensations. Signal Process., 2020, /76: 107704. doi: 10.1016/j.sigpro.2020.107704

21. Lin, H.L.; Sun, S.L. Estimator for multirate sampling systems with multiple random measurement time delays. IEEE Trans.
Automat. Contr., 2022, 67: 1589-1596. doi: 10.1109/TAC.2021.3070299

Citation: R. Caballero-Aguila; M. P. Frias-Bustamante; A. Oya-Lechuga. Least-Squares Linear Estimation for Multirate Uncertain

Systems subject to DoS Attacks. International Journal of Network Dynamics and Intelligence. 2025, 4(2), 100014. doi:
10.53941/ijndi.2025.100014

Publisher’s Note: Scilight stays neutral with regard to jurisdictional claims in published maps and institutional affiliations.

150f15


https://doi.org/10.1016/j.sigpro.2020.107704
https://doi.org/10.1016/j.sigpro.2020.107704
https://doi.org/10.1109/TAC.2021.3070299
https://doi.org/10.1109/TAC.2021.3070299
https://doi.org/10.1109/TAC.2021.3070299
https://doi.org/10.53941/ijndi.2025.100014
https://doi.org/10.53941/ijndi.2025.100014

